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S.No. Severity Vulnerability 

Description 
 

Level-1 Compliance 

Status 

1. High Insecure Authorization.  

 

 

Open Not 

Complied 

2. High Debug mode is enabled in 

the app. 

  

Open Complied 

3. High Allow backup is enabled in 
the app. 

 

Open Complied 

4. High External Storage is 
allowed in the app. 

 

Open Not 
Complied 

5. High OTP Flooding attack is 

possible in the app. 
 

Open Complied 

6. High OTP brute force is 

possible in the app. 

 

Open Complied 

7. High User password is travel in 

the clear text in the app. 

 

Open Complied 

8. High Brute force attack is 
possible in the app. 

 

Open Complied 

9. Medium Old version of ASP.NET is 
used in the app. 

 

Open - 

10. Medium OTP is not getting 

validated in the app. 
 

Open Complied 

11. Low Web Server Information 

Disclosure. 
 

Open Complied 

12. Low Max. Length for input 

fields is not defined called 

in the application. 
 

Open Complied 

13. Low Input fields are not 

getting cleared after 

invalid login attempts. 
 

Open Not 

Complied 

14. Low Change password module 

is not implemented. 
 

Open Not 

Complied 
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15. Medium Password is not getting 

validated. 
 

- Complied 

16. Medium Sensitive information 

disclosure is possible in 

the app. 
 

- Complied 

17. Low Forgot password is not 

implemented in the app. 
 

- Complied 

18. Informational Functionality Issues. 

 

- Not 

Complied 

 
S.No. Severity Vulnerability Description 

 
Level-1 Compliance 

Status 

1. High Dangerous permissions are 
used in the app.  

 

- NEW 

2. High Aadhar number shows in the 

response. 
 

- NEW 

 
3. 

Medium Java hash code is used in the 

app. 

 

- NEW 

4. Medium Base64 encoding is used in 

the app. 

 

- NEW 

5. Low PrintStackTrace method is 

used in the app. 

 

- NEW 

6. Low Weak algorithm is used in the 
app. 

 

- NEW 
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          High 
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1. Insecure Authentication. 
 

1) Vulnerability Title: Insecure Authentication mechanism (Response Replay) is 

possible in the app. 

Risk High 

Abstract It was observed that Authentication bypass is possible in the application. 

Ease of Exploitation Medium 

Impact Insecure Authentication mechanism is used in the application. Attacker 

can bypass the authentication to gain access to the application 

Recommendations Proper Authentication mechanism must be implemented to avoid 

authentication bypass. 

Snapshot   

 

How Test was performed: 

 Step#1: Open release.apk and login with valid credentials (U: 9667892443, P: neva42) and 

intercept the request as shown below:  
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Step#2: Copy valid response into the notepad and forward the request as shown below: 

 

Step#3: Now enter the valid OTP and intercept the request then copy the valid response 

into the notepad and forward the request as shown below: 
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Step#4: Now logout from the app and again login with invalid credentials, intercept the request as 

shown below: 
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Step#5: Now replace invalid response with copied valid response and forward the request as shown 

below: 
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Step#6: It is been observed that the other is successfully bypass the login: 
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Step#7: Now enter invalid OTP and intercept the request and then replace the response 

with copied valid response and forward the request as shown below: 
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Step#8: It is been observed that the other is successfully login in the app without valid 

credentials and able to access authenticated links: 
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2. Aadhar number shows in the response  
 

2) Vulnerability Title: Aadhar number shows in the response 

Risk High 

Abstract It was observed that Aadhar number (sensitive information) is shows in 

the application. 

Ease of Exploitation Easy 

Impact An attacker may be able to Sniff the Aadhar No. 

Recommendations It is recommended that the sensitive information should not show in the 

response. 

Snapshot  
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3. Dangerous permissions are allowed in the Android Application 
 

3) Vulnerability Title: Dangerous permissions are allowed in the Android Application 

Risk High 

Abstract It was observed that Dangerous permissions are allowed in the Android 

Application. 

Ease of Exploitation Easy 

Impact It is allow an app to view network status, create network socket, 

prevent phone from sleeping, display system level alerts. 

Recommendations It is recommended to restrict app permissions. 

Snapshot  
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4. External Storage is assigned for data storage. 
 

4) Vulnerability Title: External Storage is assigned for data storage. 

Risk High 

Abstract External Storage is assigned for data storage. 

Ease of Exploitation Medium  

Impact App can read/write to External Storage. Any App can read data written 

to External Storage 

Recommendations Files created on external storage, such as SD cards, are globally 

readable and writable. Because external storage can be removed by 

the user and also modified by any application, don't store sensitive 

information using external storage. You should perform input 

validation when handling data from external storage as you would 

have done with data from any un-trusted source. You should not store 

executable or class files on external storage prior to dynamic loading. If 

your app does retrieve executable files from external storage, the files 

should be signed and cryptographically verified prior to dynamic 

loading 

Snapshot  
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      Medium 
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5. Java Hash code is used in the application 
 

1) Vulnerability Title: Java hash code is used in the application 

Risk Medium 

Abstract It was observed that the App uses Java Hash Code. 

Ease of Exploitation Easy 

Impact It's a weak hash function and should never be used in Secure Crypto  

Implementation 

Recommendations Need to serialize the object to a byte stream (which you need to do 

anyway if you’re going to send it over the network). If you’re using a 

serialization that always maps the same values to the same sequence 

of bytes, you can just hash that byte stream. A cryptographic hash such 

as MD5 or SHA-1 would be ok for many cases, but might be a bit 

heavyweight if you’re dealing with a really high throughput service. 

Snapshot  
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6. Base64 encoding is used in the application 
 

2) Vulnerability Title: Base64 encoding is used in the application 

Risk Medium 

Abstract It was observed that the App uses base64 encoding. 

Ease of Exploitation Easy 

Impact Base64 Encoded values can be decode easily. 

Recommendations It is recommended to use strong encryption along with salt value 

instead of Base64 encryption. 

Snapshot  
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          Low 
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7. Input field is not getting cleared after invalid login attempts 
 

1) Vulnerability Title: Input field is not getting cleared after invalid login attempts 

Risk Low 

Abstract It was observed that form fields values are not getting cleared after an invalid 

attempt. 

Ease of Exploitation Easy 

Impact Attacker may misuse the details or user enumeration. 

Recommendations All login form field values must get clear on page refresh or reload. 

Snapshot  
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8. Change Password module is not implemented in the application 
 

2) Vulnerability Title: Change Password module is not implemented in the application 

Risk Low 

Abstract It was observed that change password module is missing in the app. 

Ease of Exploitation Easy 

Impact Change password allows administrators to customize the password change 

experience for the users from the begging to the end. 

Recommendations Change password module should be implemented in the application. 

Snapshot  - 
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9. PrintStackTrace method is used in the application 
 

3) Vulnerability Title: PrintStackTrace method is used in the application 

Risk Low 

Abstract It was observed that PrintStackTrace method is used in the app. 

Ease of Exploitation Easy 

Impact printStackTrace function is used for exception handling that may lead to data 

leakage. 

Recommendations The use of printStackTrace() exception method can reveal information about 

the application which may help an adversary in exploiting the application. The 

printStackTrace() method displays detailed information such as stack traces, 

database dumps, exception and application details. An adversary may gain 

sensitive information of application and can exploit the weakness. It is 

recommended not to use printStackTrace() method in production 

environment. Store such error messages on server side in error log file and 

display customized messages to the user 

Snapshot  
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10. Weak Hashing algorithm is used in the application 
 

4) Vulnerability Title: Weak algorithm is used in the application 

Risk Low 

Abstract It was observed that weak algorithm MD5 is used in the app. 

Ease of Exploitation Easy 

Impact Weak hashing algorithms [e.g. MD2, MD4, MD5, SHA-0 or SHA-1] can be 

vulnerable to hash collisions, so they should not be used when reliable data 

hashing is required 

Recommendations It is recommended to use strong hashing algorithm   

Snapshot  
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11. Functionality Issues 
 

1. We are not able to upload file in Notice link. 
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2. Home page – Committee- Composition, meetings, reports links are not working, as 

dropdown is not showing any data. 

 


