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Mobile Application Security Test Report For

Neva Android App

S.No. | Severity Vulnerability Level-1 | Compliance
Description Status

1. High Insecure Authorization. Open Not

Complied

2. High Debug mode is enabled in | Open Complied
the app.

3. High Allow backup is enabled in | Open Complied
the app.

4. High External Storage is Open Not
allowed in the app. Complied

5. High OTP Flooding attack is Open Complied
possible in the app.

6. High OTP brute force is Open Complied
possible in the app.

7. High User password is travel in | Open Complied
the clear text in the app.

8. High Brute force attack is Open Complied
possible in the app.

9. Medium Old version of ASP.NET is | Open -
used in the app.

10. Medium OTP is not getting Open Complied
validated in the app.

11. Low Web Server Information Open Complied
Disclosure.

12. Low Max. Length for input Open Complied
fields is not defined called
in the application.

13. Low Input fields are not Open Not
getting cleared after Complied
invalid login attempts.

14. Low Change password module | Open Not
is not implemented. Complied
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15. Medium Password is not getting - Complied
validated.
16. Medium Sensitive information - Complied
disclosure is possible in
the app.
17. Low Forgot password is not - Complied
implemented in the app.
18. Informational | Functionality Issues. - Not
Complied
S.No. | Severity | Vulnerability Description Level-1 Compliance
Status
1. High Dangerous permissions are - NEW
used in the app.
2. High Aadhar number shows in the | - NEW
response.
Medium | Java hash code is used in the | - NEW
3. app.
4. Medium | Base64 encoding is used in - NEW
the app.
5. Low PrintStackTrace method is - NEW
used in the app.
6. Low Weak algorithm is used in the | - NEW

app.
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1. Insecure Authentication.

Risk High

Abstract It was observed that Authentication bypass is possible in the application.

Ease of Exploitation | Medium

Impact Insecure Authentication mechanism is used in the application. Attacker
can bypass the authentication to gain access to the application

Recommendations | Proper Authentication mechanism must be implemented to avoid
authentication bypass.

Snapshot

How Test was performed:

Step#1: Open release.apk and login with valid credentials (U: 9667892443, P: neva42) and
intercept the request as shown below:

National evVidhan Application

AT =0 b2
667892443

Forgot password

o=y =) NEWS - NSZa




Mobile Application Security Test Report For
Neva Android App

Step#2: Copy valid response into the notepad and forward the request as shown below:

| TOmTED - erepsa = =] Target | #ony | Spider | Scanner | intruder | Repeater T Sequencer T Decoder T Comparer T Extender | Options | Alerts

IAccess-Control-Allow-Headers: Content-Type,Accept,User-Agent

Access-Control-Allow-Methods: POST,GET,PUT,DELETE,OPTIONS Raw | Headers | Hex

File Edit Format View Help
i | HTTP history | WebSockets history | Options
HTTP/1.1 260 0K T T
Cache-Control: private Response from http://164.100 68.194:80/AndroidServic i ice sve/ i 1New
Content-Type: application/json TR —
IAccess-Control-Allow-Origin: * Forward | | Drop | | interceptison | | Action | = = L

[Access-Control-Max-Age: 1728000 TTP/1.1 200 OK
Date: Thu, 84 Jun 2020 12:16:21 GMT CElS-EERrEnls B
fontent-Type: application/ison
Content-Length: 48 ccess—Control-Allow-Origin: *
ccess—Control-Allow Headers: Content-Typs, Accept, User-Agent
{"Response_SMS™:"OTP has been sent to the user”}| ccess-Control-Allow-Nethods: POST,GET, PUT, DELETE, OPTIONS
ccess-Control-Max-Age: 1728000
ate: Thu, 04 Jun 2020 12:1£:21 GHT
ontent-Length: 48

"Response_SM3":"OTF has been sent to the user"}

lod11 raran 100e el oo LTE o

Step#3: Now enter the valid OTP and intercept the request then copy the valid response
into the notepad and forward the request as shown below:

" *Untitled - Notepad - o X

Target | #ony | Spider | Scanner | intruder | Repeater I Sequencer T Decoder I Comparer T Extender | Options | Alerts

Fte—Fdit—Forrmt— et

Date: Thu, @4 Jun 202@ 12:17:20 GMT

) T HTTP history Twmsmm history | Options.

Content-Length: 1274 Response from http://164 100 68.134:B0/AndroidServicelAndroidService sveiVerifyOTPMemberSViNew

Forward Drop. | interceptison | Action

{"Statecode”:"LokSabha","SwearingPath "Discriptions™:"",
"TotalMembers ", "PartyCode":"","DOB "Token™:"" ,"Member

3

s
Code":"451","Aadhaarlo™ : "544444444444" , "Prefix":"", "Name" :"S L L L

HTTR/1.1 200 CK

Cache-Control: private

Content-Type: application/json

Aceess-Control-Allow-Origin: *

Access-Control-Allow-Headers: Content-Type, Accept,User—Agent

h. Radha Mohan Singh","Namelocal”:"Radha Mohan
Singh","ShimlaAddress":"6, Ashoka Road,\r\nNew Delhi - 118
@gl\r\nTels. : (@11) 23072370, 2387238@, @9013180251 (M)\r
\nFax : (811) 23872390, "PermanentAddress”:"Gandhi Complex,
Station Road, Motihari,\r\nDistt. East Champaran-845401, Acecess-Control-Allow-Methods: POST,GET,PUT, DELETE,OPTIONS
|Bihar\rinTel : (86252) 241218, 89431815551 Lz et sl her=lez g A7

b MR itmm s s ) Date: Thu, 04 Jun 2 :20 GHT
(M)","Mobile":"9667892443" ,"Email”: "minister Content_Length: 1274

01l

agri@nic.in","Partylame"”:"Bhartiya Janta

Party"”,"Partyllamelocal”: "an-3RXan°3nna¥an” aHaR"3ARaRY an2a {"Statecode": "LokSabha”, "SwearingPath”: "", "Discriptions”:"", "TotalMembers":"", "PartyCo
nan°a¥ana¥", "Designation” : "Member of ", "Token™: ", "MemberCode": "451", "AadhaarlNo": "544444444444", "Prefix": ", "
Parliament”,"ConstituencyName”: "Purvi Wame":"Sh. Radha Mohan Singh", "NameLocal”:"Radha Mohan Singh","Shimlakddress":"g,
- . ; Ashoka Road,\r\nNew Delhi - 110 0O0l\r'nTels. : (011) 23072370, 23072380, 0DS013180251
Champaran”, "ConstutuencyMamelocal™: "Purvi ’ : ’
P . cutuency! .o : s (M)\r'nFax : (0Ol1) 23072390", "Permanentiddress”:"Gandhi Complex, Station Road
Champaran”, "ProfilePicPath”:"https://cms.neva.gov.in/FileStr Motihari,'\r\nDistt. East Champaran-£45401, Bihar\r'.nTel : (0E353) 241210,

09431815551
(M) ", "Mobile":"9EE7892443", "Email™: "minister—agrilnic. in", "PartyName": "Bhartiya

Janta Party”,"PartyNameLocall:"an-am%an® anRa¥Ean Ancan AnRams

a@*aan° a¥danya¥e”, "Designation”: "Member of Parliament"”, "ConstituencyName':"Purvi
Champaran”, "ConstutusncylamsLocal”: "Purvi

Champaran”, "ProfilePicPath”:"heeps://cms.neva.gov.in/FileStructure LS/Member/07 17 201
9_0z_z1_17.3pg", "IsActive":"Trus", "ConstitusncyCods": "486", "Online": "", "StatusId"
UserName": ", "SubUser TypeTd": "17", "SubUser TypeName": "", "Photo”: "https://cms . neva. gov. 1
n/FileStructurs LS/Member/07 17 2018 02_21_17.3pg", "departmentName":"", "OfficeNams":""
, "departmentId”:"", "Officeld":"", "Office

ucture_LS/Member/07_17_2019_02_21_17.jpg","IsActive":"True",
"ConstituencyCode":"486","0Online":"","StatusId":"", "Userlame
""", "SubUserTypeld™:"17", "SubUserTypelame™:"", "Photo™: "http

s://cms.neva.gov.in/FileStructure_LS/Member/@7_17_2019 82 21
departmentId

_17.jpg", "departmentName” , "OfficeName
", "0fficeld”: ™", "Officelevel” "UserTypeld
,"SubDivisionMame
Result”:""}Y

Ln 11, Col 1275
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Step#4: Now logout from the app and again login with invalid credentials, intercept the request as

shown below:

5:52:20 M &

O0O0K/s ® 4 & 31%

LOK SABHA &<k AT

National eVidhan Application
AT S b

2222202222

Forgot password

NSIA

B )
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Step#5: Now replace invalid response with copied valid response and forward the request as shown

below:
_| "Untitled - Notepad - m} X Target | 7o | Spider | Scanner T Intruger T Repeater T Sequencer T Decoder T Comparer T Extender | Options | Alerts
File Edit Format View Help

ccess-Control-Allow-Headers: Content-Type,Accept,User-Agent|

P has been sent to the user

Ln1,Col1 100%  Windows (CRLF)

ntercept I HTTP history IWahSD:keﬂs history | Options

Response from hitp:/1164.100 68 194: i i i i i Byl

Forward Drop [ iterceptison | Action

HTTP/Ll.1l 200 OK
Cache-Control: private
Content-Type: applicacion/dson
s—Control-Allow-Origin: *
s—Control-Allow-Headers: Content-Type, Accept, User-Agent
s—Control-Allow-Methods: POST,GET,PUT,DELETE,OPTIONS
s—Control-Nax-Ages: 1728000

: Thu, 04 Jun 2020 12 :35 GMT
Content-Length: 18

"Unhuthorize User'

Target | #ony | Spider | Scanner | intruger | Repeater T Sequencer TDE:Dder T Comparer deender Options | Alerts

FAX Formet View Hep

Cache-Control: private|
Content-Type: application/json|
Access-Control-Allow-Origin: *|
-Control-Allow-Headers: Content-Type,Accept,User-Agent
ccess-Control-Allow-Methods: POST,GET,PUT,DELETE,OPTIONS
cess-Control-Max-Age: 1728000
: Thu, @4 Jun 2020 12:

t T HTTP history T WebSockets history | Options

Response from hitp://164.100.68.1

Forward Drop [ interceptison | Action

Eaders | Fex |

icelAndroidService.

e

TTP/ 1.1 200 OK

ach=-Control: private

ontent-Type: application/json

ccess-Control-Allow-Origin: *

ccess-Control-Allow-Headers: Contenc-Type, Accept,Ussr-igent
ccess-Control-illow-NMethods: POST,GET,PUT, DELETE, OPTICNS
coess-Control-Nax-Ags: 1728000

ate: Thu, 04 Jun 2020 L 21 GNT

ontent-Lengrh: 43

"Response_SM3":"OTP has been sent to the user"}
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Step#6: It is been observed that the other is successfully bypass the login:

029K/s ® 4 ‘4

&% LOK SABHA &eF §dT

HAHT 5194

National eVidhan Application

ST 29 <h
22222222222
OTP ST ke

Forgot password

A (>] NEWS 2+ NSA




Mobile Application Security Test Report For
Neva Android App

AMourate RetiaMle  nnoval ive

Step#7: Now enter invalid OTP and intercept the request and then replace the response
with copied valid response and forward the request as shown below:

&) ~untitied - Notep - O X Target | Powy | Spider | Scanner | intruder | Repeater TSBquEm:Er TDecher T Comparer T Extender | Options | Aleris
File Edit Format View Help
HTTP hist WebSockets hist 0
: - X ot 17 ity | webSackts oy | opters |
Response from http:/-164.100.68.194:80/AndroidServi idService sveiVerifyO New
["Statecode” [ rowars | [ owp | [ terceptison | [ Acton | e
“TotalMembers™:
Raw | Headers | Hex
Radha Mohan Singh HTTP/1.1 200 OK
Singh","ShimlaAddress”:"6, Ashoka Road,\r\nMew Delhi - 110 g:§2:;zf§;;2}=ai;;jj:ilﬂn/jiﬂn
pol1\r\nTels. : (p11) 23672376, 23072380, 89813180251 (M)\r] Aoveas Contenl Allon Oragine *
\nFax : (@11) 23872398", "PermanentAddress":"Gandhi Complex, Access-Control-Allow-Headers: Content-Type, Accept,User—Agent
Station Road, Motihari,\r\nDistt. East Champaran-845481, Access-Control-Allov-Methods: POST,GET, PUT, DELETE, OPTIONS
Bihar\r\nTel (06252) 241218, 89431815551 ‘C“ntrﬂl‘nax:AfE: i7EEDDD
(M)","Mobile”: "9667892443" , "Email”: "minister- i Thu, 09 Jun 2020 12:24:49 GHT
L » N Content-Length: 11
PartyName har‘tlya Janta
yNamelocal™: "3 ancannaYan~ anan”annan¥ am: "TimeCuc ! "
Designation”: "Member of
ConstituencyName”: "Purvi
onstutuencyNamelocal™: "Purvi
Champaran™, "ProfilePicPath™: "https://cms. neva.gov.in/FileStn
ucture_LS/Member/07_17 2019 82 21 17 jpg”, "IsActive
Conatltuenry(ode Dnllne "StatusId
,"SubUserTypeld SubUaePTypeHame
//rma neva.gov. 1n/F11eStnurtune LS/Member/@7_17 2019 02 21
17 jpg”, "departmentName™ departmentId
,Officeld™:"" folreLevel "UserTypeld "SubDivis
SubDlv1alonName strictCode District
v
Ln 11, Col 1275 100%  Windows (CRLF) UTF-2
aE
@) *Untitled - Notepad - ) = Target | 2oy | Spider | Scanner | intruder | Repeater I Sequencer I Decoder I Comparsr T Extender | Options | Alerts
Eile Pt Fopmgt ) Lal

mler:ep\T HTTF history T WebSockets history | Options

Response from http://184.100.88.194.80/AndroidService/AndroidService.svc/VerifyOTPMemberSV1New

Date: Thu, 84 Jun 2028 12:17:28 GMT|
Content-Length: 1274

| Fowars | [ oop | [ terceptison | | acion |

{"Statecode” okSabha" , "Swear
"TotalMember . Par‘ty(ods E
(ods":"ASi","AadhaaPNo "544444444444" "PPeFlt
h. Radha Mohan Singh ,"NamsLocal"."Radha Mohan
Singh","ShimlaAddress":"6, Ashoka Road,\r\nNew Delhi - 11@
eel\r\nTels. : (811) 23072370, 23072380, 89813188251 (M)\r|
\nFax : (811) 23872390","PermanentAddress”:"Gandhi Complex,
Station Road, Motihari,\r\nDistt. East Champaran-845401,
Bihar\r\nTel : (86252) 241210, 89431815551
(M)","Mobile”: "9667892443", "Email”: "minister-
agri@nic.in”,"Partylame”: "Bhartiya Janta
Party"”, "Partylamelocal”: "aH-anan°annay¥an”

Discriptions

C

[HTTP/ 1.1 200 OK
Cache-Control: private
[Content-Type: application/ison

—-Control-Allow-Origin: *

—Control-Allow-Headers: Content-Type,kccept,User-Agent
—-Control-Allow-Methods: POST,GET,PUT,DELETE, OPTIONS
-Control-Max-Age: 1728000

Thu, 04 Jun 2020 12:17:20 GMT

[Content-Length: 1274

anan”annany ania

"Statecode": "LokSabha", "Swear ingPath":"", "Discriptions": """, "TotalMenbers":"", "PartyCh

n¥an°a¥anaY”, "Designation”: "Member of mn mToken®: "™, "MepberCode": "451", "Aadhaarlo": "544444444444", "Prefix v
Parliament”,"ConstituencyName”: "Purvi :"Sh. Radha Mohan Singh", "NameLocal™:"Radha Mohan Singh”,"Shimlalddress":"&,
wom wom = lAshoka Road,r'nNew Delhi - 110 00l'r'‘nTels. : (Dll) 23072370, 23072380, 09013180251
Champaran”, "Constutuencylamelocal™: "Purvi . ‘ ‘
P 4 Y (M) \r\nFax : (Dl1) 23072390", "Permanentiddress”:"Gandhi Complex, Station Road,

Champaran™, "ProfilePicPath":"https://cms.neva.gov.in/FileStr|
ucture_LS/Member/87_17_2019_02_21_17.jpg","IsActive”:"True",
"ConstituencyCode":"486","Online , "StatusId":"","UserName|
""", "SubUserTypeId”: "17", "SubUserTypeName™: ", "Photo™ : "http|
s://ems. nsva.gov.in/FilsStPuctuPs_LS/MsmbsP/B7_17_2819_92_21
17 jpg”, "departmentName”: ™", "OfficeName™: "", "departmentId
,"Officelevel™:"5", "UserTypeId"”
Distr‘ict(ode

Motihari, r'nDistt. East Champaran-845401, Bihar\r'nTel : (DE252) 241210,

0543 1815551

(M) ", "Mobile":"SEE7892443", "Email”: "minister-agrifnic. in", "PartyName": "Bhartiya

Janta Party”, "PartyNameLocal™: "an-aran® ARnATEan Ancean  ARmams

202 axegan ® A¥DAHTA¥E ", "Designation”: "Menber of Parliament”, "ConstitusncyName":"Purvi

Champaran”, "ConstutuencyNamsLocal”: "Purvi

Champaran”, "ProfilePicPath": "https://cms.neva.gov. in/FileStructurs_LS/Member/07_17_20L

5 02 21 17.3pg", "Ishctive”:"Trus", "ConstitusncyCode": "486", "Online": ", "SracusTd

Uscilamz: 17, "5 ub Umer Type " : 1177, "SubUser Typelame: 1", "Phata" : "https:// cms . neva. gov fi

n/F11estructure LS/Member/07_17 2018 02 21 17.3pg", "departmentiame” : ", POLEiceName” :
"departmentId": ", "OfficeId": ", "Office

Ln11 Col 1275 100%  Windows (CRLF) UTE-
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Step#8: It is been observed that the other is successfully login in the app without valid
credentials and able to access authenticated links:

LOK SABHA <ich 94T

a1 o ©

Sh. Radha Mohan Singh
Bhartiya Janta Party
Purvi Champaran , LokSabha

[

STHATSH STHT e W UH [ IR 3T 37t g1
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2. Aadhar number shows in the response

Risk

High

Abstract

It was observed that Aadhar number (sensitive information) is shows in
the application.

Ease of Exploitation

Easy

Impact An attacker may be able to Sniff the Aadhar No.

Recommendations | Itis recommended that the sensitive information should not show in the
response.

Snaps hot Response frun"hﬂp:ﬂ']ﬁd. 100.68. 194:80/AndroidService/AndroidService. sve/VerifyOTRMembersy Newl

[ Forward J [ Drop J [ Intercept is on ] Action Comment this item |7
Raw | Headers | Hex

HTTE/ 1.1 200 COK

Cache-Control: private

Content-Type: application/json

Access-Control-Allow-Origin: *

Access-Control-LAllowv-Headers: Content-Type, Accept, User-Agent

Access-Control-Allow-Methods: POST,GET,PUT,DELETE, OPTICHS

Access-Control-Max—-Age: 172E000

Date: Sat, 0f Jun Z0Z0 1Z:5&£:10 GHMT

Content-Length: 1274

{"Statecode":"LokSabha", "SwvearingFPath™: """, "D isgrtpreterrrir iiip =" """, "PartyCo

de":"","DOB":"","TDken":"","HemberCDde":"451",1fadhaarND":"544444444444;["Prefix":"","

Iam=":"3h. PRadha Mohan Singh", "MameLocal' : "Ealdrer ity ress":"g,

Ashoka FRoad,'r'nMew Delhi - 110 00l'r'nTels. : (0ll) 23072370, 23072380, 09013180251

(M) "r'nFax : (Dll) 23072380","Permansntiddress":"Gandhi Complex, Station Road,

Motihari, r'nDistt. East Champaran-£45401, Bihar'r'nTel : (08Z52) 241210,

09431815551

(M) ", "Mobile":"SEET7E92443", "Email”: "minister—agrillnic. in", "PartyName": "Bhartiva

Janta Party","PartyNameLocal™: "An-An%An° AnnA¥EAn  AHean ANHANY

AR anian® A¥OARTA¥E", "Designation”: "Nenber of Parliament”, "Constitusncylame":"Purvi
Champaran'”, "ConstutusncylNamsLocal™: "Purvi

Champaran”, "ProfilePicPath”: "https://cws.neva.gov. in/FileStructure L3/ Member/07_17_201
9 02 21 17.3pg","Isdctive”:"Trus", "ConstituencyCode": "486", "Onlin=": """, "StatusId”: """
UserMame":"", "SubUserTypeId":"17", "SubUser Typellame" : """, "Photo": "https: //ems. neva. gov. i
n/FileStructure L3/ Member/07 17 2015 0Z 21 17.jpg", "departmentlams":"", "0Officelams":""
,"departmentTd"T"","OfficerF:"F,"OfEicE -
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3. Dangerous permissions are allowed in the Android Application

Risk

High

Abstract

It was observed that Dangerous permissions are allowed in the Android
Application.

Ease of Exploitation

Easy

Impact

It is allow an app to view network status, create network socket,
prevent phone from sleeping, display system level alerts.

Recommendations

It is recommended to restrict app permissions.

Snapshot

© DiAAA\Applicstions\Neva

<?xml version="1.0" encoding="UTF-8"?:

<m “ode="29" package=" bl. e 10"
a ndroid="http:/ / schemas.androi con/ apk/res/android">
ACCESS DO
i droid: =" ion.ACCESS. NETWORK STATE"/>
s-permission android:name= andmld pe"nlsskm INTERNET-/>
_PHONE"/>

ses-permission anmoid name= androld permission. WAKF _LOCK"/>

droid ACCESS_DOWNLOAD_
<uses. perm ok it lndrald permission.ACCESS_NETWORK_STATE"/>
<uses-permission android:name="android. perm-ss on. INTERNET"/>
< id. ) h

------ L_SHORTCUT"/
e="android. ion.WRITE_EXTERNAL_STORAGE"/>
*android READ_EXTERNAL_STORAGE"/>

e="android.

SYSTEM_ALERT_WINDOW"/>
s="true Trae m "true” :ens="true" “true”

ppoTte-Screens
android:anyDensity="true"/>
_ Cleart n affic="true"

.1 oid:debuggable="false"

Content="false" ="locale’
‘false">
“@style/ Theme.NoTitle" android:screenOrientation="portrait"
ory
</intent-filter>
</activity>
<activity and bl.nati i i ivity” igChanges="ori
md oid:screenorientation="portrait'/>
i cl ivity" andr Changes="ori " android:theme="@style/AppTheme"
id:screenOrientation: pnman/>
<activity P i i Yp ctivity” a IgCh nges=
android:screen0 "ponrall"
activity and bl. hang
android:screen0 “portrait”
<activity bl ndr hange @sty
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4. External Storage is assigned for data storage.

Risk High

Abstract External Storage is assigned for data storage.

Ease of Exploitation | Medium

Impact App can read/write to External Storage. Any App can read data written
to External Storage

Recommendations | Files created on external storage, such as SD cards, are globally
readable and writable. Because external storage can be removed by
the user and also modified by any application, don't store sensitive
information using external storage. You should perform input
validation when handling data from external storage as you would
have done with data from any un-trusted source. You should not store
executable or class files on external storage prior to dynamic loading. If
your app does retrieve executable files from external storage, the files
should be signed and cryptographically verified prior to dynamic
loading

Snapshot

- <manifest 10" platf i ionCode="29" package=" bl.nati i i i i "10"
i id="http://schemas.android.com/apk/res/android">

i is si ACCESS_DOWNLOAD_| y

i ACCESS_NETWORK_STATE"/>

i INTERNET"/>

ion.CALL_PHONE"/>

i WAKE_LOCK"/>

i ACCESS_DOWNLOAD_| =

<?xml version="1.0" encoding="UTF-8"?>

<uses-permission an

<uses-p
<uses-permission

<uses-permission
<uses-permission

i ACCESS_NETWORK_STATE"/>
it INTERNET"/>

n.INSTALL_SHORTCUT"/>
WRITE_EXTERNAL_STORAGE"/>
EAD_EXTERNAL_STORAGE"/>

ns="true" andr

“true” i ns="true" "true"

ion.My icati i leartextTraffic="true" android;supportskti="true"
"true” id:largeHeap="true" i "@string/app_name"

f /a ated="true" androi Ise” andr “false” android: configChanges="locale"
android:appComponentFacto app.C y' i
<uses-library android tp.legacy” android:required="false"/>
i i ivity” androi "@style/Th NoTitle" nOrientation="portrait"

<action androld: ndroid.in AIN'/>

<category android:name="android.intent.category.LAUNCHER"/>
</intent-filter>

</activity>

<activity bl.nati i i ivity” i hanges="orientation" android:theme="@style/AppTheme"
android: ortrait"/>
<activity views.Cl dActivity' i hanges="orientation" android:theme="@style/AppTheme"
andro
Debat ivity” i hanges="ori i i "@style

<activity

h —"orientati "@style/AppTheme"

143PM
6/4/2020

7 M)
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Medium
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5. Java Hash code is used in the application

Risk Medium

Abstract

It was observed that the App uses Java Hash Code.

Ease of Exploitation | Easy

Impact

Implementation

It's a weak hash function and should never be used in Secure Crypto

Recommendations

Need to serialize the object to a byte stream (which you need to do
anyway if you’re going to send it over the network). If you're using a
serialization that always maps the same values to the same sequence
of bytes, you can just hash that byte stream. A cryptographic hash such
as MD5 or SHA-1 would be ok for many cases, but might be a bit
heavyweight if you’re dealing with a really high throughput service.

File Edit Navigation Search Help

Snapshot

-l

& dasses-dexiorjar £

= @ evmember_shi natonskevidnan
B ResthlService
B abstrct

il

jiee

L ETETETES

R - 0 O O 0 £ 0 2
P
~a§;i;
P

Lt
(R8s
-4

B TETETEE B 6
i
FiReE

8
i
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6. Base64 encoding is used in the application

Risk Medium

Abstract It was observed that the App uses base64 encoding.

Ease of Exploitation | Easy

Impact Base64 Encoded values can be decode easily.

Recommendations | It is recommended to use strong encryption along with salt value
instead of Base64 encryption.
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7. Input field is not getting cleared after invalid login attempts

1) Vulnerability Title: Input field is not getting cleared after invalid login attempts

Risk Low
Abstract It was observed that form fields values are not getting cleared after an invalid
attempt.

Ease of Exploitation | Easy

Impact Attacker may misuse the details or user enumeration.

Recommendations | Alllogin form field values must get clear on page refresh or reload.
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8. Change Password module is not implemented in the application

2) Vulnerability Title: Change Password module is not implemented in the application

Risk

Low

Abstract

It was observed that change password module is missing in the app.

Ease of Exploitation

Easy

Impact

Change password allows administrators to customize the password change
experience for the users from the begging to the end.

Recommendations

Change password module should be implemented in the application.
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9. PrintStackTrace method is used in the application

3) Vulnerability Title: PrintStackTrace method is used in the application

Risk

Low

Abstract

It was observed that PrintStackTrace method is used in the app.

Ease of Exploitation

Easy

Impact

printStackTrace function is used for exception handling that may lead to data

leakage.

Recommendations

The use of printStackTrace() exception method can reveal information about

the application which may help an adversary in exploiting the application. The

printStackTrace() method displays detailed information such as stack traces,

database dumps, exception and application details. An adversary may gain

sensitive information of application and can exploit the weakness. It is

recommended not to use printStackTrace() method in

production

environment. Store such error messages on server side in error log file and

display customized messages to the user
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10. Weak Hashing algorithm is used in the application

4) Vulnerability Title: Weak algorithm is used in the application

Risk

Low

Abstract

It was observed that weak algorithm MD5 is used in the app.

Ease of Exploitation

Easy

Impact

Weak hashing algorithms [e.g. MD2, MD4, MD5, SHA-0 or SHA-1] can be
vulnerable to hash collisions, so they should not be used when reliable data

hashing is required

Recommendations

It is recommended to use strong hashing algorithm
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11. Functionality Issues

1. We are not able to upload file in Notice link.
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2. Home page — Committee- Composition, meetings, reports links are not working, as
dropdown is not showing any data.
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