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Executive Summary

Issues Overview

On Jul 6, 2017, a source code review was performed over the cms code base. 174 files, 7,323 LOC (Executable) were scanned and

reviewed for defects that could lead to potential security vulnerabilities. A total of 210 reviewed findings were uncovered during
the analysis.

Issues by Category
Access Control: Database 148
SOL Injection 23
Poor Error Handling: Overly Broad Catch 22
Cross-Site Scripting: Persistent 10
Unreleased Resource: Database 3
Unreleased Resource: Unmanaged Object 2
ASP.NET Misconfiguration: Debug Information 1
Resource Injection 1
Recommendations and Conclusions

The Issues Category section provides Fortify recommendations for addressing issues at a generic level. The recommendations for
specific fixes can be extrapolated from those generic recommendations by the devel opment group.
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Code Base Summary

Code location:

Number of Files: 174

Lines of Code: 7323

Build Label: <No Build Label>

Scan Information

Scan time: 02:16

SCA Engine version: 6.10.0120
Machine Name: Ankita

Username running scan: APPSECMONG6

Results Certification

Results Certification Valid

Detalls:

Results Signature:

SCA Analysis Results has Valid signature

Rules Signature:

There were no custom rules used in this scan

Filter Set Summary

Current Enabled Filter Set:
Security Auditor View

Filter Set Details:

Folder Filters:

If [fortify priority order] contains critical Then set folder to Critical

If [fortify priority order] contains high Then set folder to High

If [fortify priority order] contains medium Then set folder to Medium
If [fortify priority order] contains low Then set folder to Low

Audit Guide Summary

Audit guide not enabled
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Results Outline

Overal number of results

The scan found 210 issues.

Vulnerability Examples by Category

Category: Access Control: Database (148 | ssues)

Number of Issues
0 10 20 30 40 50 60 70 80 90 100 110 120 130 140 150

<Unaudited> A '

Not an Issue -

Reliability Issue -

Analysis

Bad Practice -

Suspicious -

Exploitable

Abstract:

Without proper access control, executing a SQL statement that contains a user-controlled primary key can allow an attacker to
view unauthorized records.

Explanation:

Database access control errors occur when:

1. Data enters a program from an untrusted source.

2. The datais used to specify the value of aprimary key in a SQL query.

Example 1: The following code uses a parameterized statement, which escapes metacharacters and prevents SQL injection
vulnerabilities, to construct and execute a SQL query that searches for an invoice matching the specified identifier. The identifier
is selected from alist of al invoices associated with the current authenticated user.

int16 id = System.Convert. Tolnt16(invoicel D.Text);
SglCommand query = new SglCommand(

"SELECT * FROM invoices WHERE id = @id", conn);
query.Parameters. AddwWithVaue(" @id", id);
SglDataReader objReader = query.ExecuteReader();

The problem isthat the developer has failed to consider al of the possible values of id. Although the interface generates alist of
invoice identifiers that belong to the current user, an attacker can bypass this interface to request any desired invoice. Because the
code in this example does not check to ensure that the user has permission to access the requested invoice, it will display any
invoice, even if it does not belong to the current user.

A number of modern web frameworks provide mechanisms for performing validation of user input. ASP.NET Request
Validation and WCF are among them. To highlight the unvalidated sources of input, the rulepacks dynamically re-prioritize the
issues reported by HP Fortify Static Code Analyzer by lowering their probability of exploit and providing pointersto the
supporting evidence whenever the framework validation mechanism isin use. In case of ASP.NET Request Validation, we also
provide evidence for when validation is explicitly disabled. We refer to this feature as Context-Sensitive Ranking. To further
assist the HP Fortify user with the auditing process, the HP Fortify Software Security Research Group makes available the Data
Validation project template that groups the issues into folders based on the validation mechanism applied to their source of input.

Recommendations:

Rather than relying on the presentation layer to restrict values submitted by the user, access control should be handled by the
application and database layers. Under no circumstances should a user be allowed to retrieve or modify arow in the database
without the appropriate permissions. Every query that accesses the database should enforce this policy, which can often be
accomplished by simply including the current authenticated username as part of the query.
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Example 2: The following code implements the same functionality as Example 1 but imposes an additional constraint requiring
that the current authenticated user have specific access to the invoice.

string user = ctx.getAuthenticatedUserName();

int16 id = System.Convert.Tolnt16(invoicel D.Text);

SglCommand query = new SglCommand(

"SELECT * FROM invoices WHERE id = @id AND user = @user", conn);
query.Parameters. AddwWithValue(" @id", id);

query.Parameters. AddWithVa ue(" @user”, user);

SqlDataReader objReader = query.ExecuteReader();

MemberM aster.aspx.cs, line 453 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 453 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.
Source: MemberMaster.aspx.cs:453 System.Web.Ul.WebControls. TextBox.get_Text()
451 cnd. Par anet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text.Trim());
452 cnd. Par anet ers. AddW t hVal ue(" @nmi | 1", TxteMil 1. Text.Trim());
453 cnd. Par anet ers. AddW t hVal ue(" @nmai | 2", TxteMil 2. Text. Trim());
454 cnd. Par anet er s. AddW t hVal ue( " @GSTATE_CCDE",

cnbSt at e. Sel ect edVal ue. Trim());
455 cnd. Par anmet er s. AddW t hVal ue(" @t at e_nane",

cmbSt at e. Sel ectedltem Text. Trin());
Sink: MemberMaster.aspx.cs:453

System.Data.SqlClient.SqglParameterCollection.AddWithValue()
451 crd. Par amet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text. Trim());
452 cmd. Paranmet ers. AddW t hVal ue(" @nai | 1", TxteMil 1. Text. Trinm());
453 crd. Par amet ers. AddW t hVal ue(" @nmai | 2", TxteMil 2. Text. Trim());
454 cmd. Par anet er s. AddW t hVal ue(" @GTATE_CCDE",

cmbSt at e. Sel ect edVal ue. Trin());
455 cmd. Par anet er s. AddW t hVal ue(" @t at e_nane",

cnbSt at e. Sel ectedltem Text. Trin());

Ministry_details.aspx.cs, line 118 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method Savebtn_Click() in

Ministry _details.aspx.cs can execute a SQL statement on line 118 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: Ministry _details.aspx.cs:118
System.Web.Ul.WebControls.TextBox.get_Text()

116 crd. Par anet er s. AddW t hval ue(" @i n_name", Sql DbType. Var Char). Val ue =
mntxt2. Text. Trim();

117 cnd. Par anet er s. AddW t hVal ue(" @i n_nanme_h", Sql DbType. Var Char) . Val ue =
hmi ntxt 2. Text. Trim();

118 cmd. Par anet er s. AddW t hVal ue(" @i n_ab", Sqgl DbType. Var Char) . Val ue =
Short mi nt xt 2. Text . Tri () ;

119 crd. Par anmet ers. AddW t hVal ue(" @i n_code", Sql DbType. SmallInt). Val ue =
Vi ewSt at e[ " mi n_code"] ;

120 conn. Qpen();

Sink: Ministry _details.aspx.cs:118 System.Data.Common.DbParameter.set_Value()

116 crd. Par anet er s. AddW t hVal ue(" @i n_name", Sql DbType. Var Char). Val ue =
mntxt2. Text. Trim();

117 cnd. Par anet er s. AddW t hVal ue(" @i n_nanme_h", Sql DbType. Var Char) . Val ue =
hmi ntxt 2. Text. Trim();

118 cmd. Par anet er s. AddW t hVal ue(" @i n_ab", Sqgl DbType. Var Char) . Val ue =

Short mi nt xt 2. Text . Tri () ;
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119 cmd. Par anet er s. AddW t hVal ue(" @i n_code", Sql DbType. SmallInt). Val ue =
Vi ewSt at e[ " mi n_code"] ;

120 conn. Qpen();

MemberMasterHindi.aspx.cs, line 597 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cmdSave_Click() in

MemberMasterHindi.aspx.cs can execute a SQL statement on line 597 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:597
System.Web.Ul.WebControls.TextBox.get_Text()
595 cmd. Par anet er s. AddW t hVal ue( " @CONST_CCDE",
cmbConst . Sel ect edVal ue. Trim());
596 cnd. Par anet ers. AddW t hVal ue(" @onst _name_h",
crmbConst. Sel ectedl tem Text. Trin());
597 cmd. Par anet er s. AddW t hVal ue( " @mbi | e2", Txt Mbil e2. Text. Trin());
598 crd. Par anet er s. AddW t hVal ue( " @mbi | e3", Txt Mbil e3. Text. Trin());
599 crd. Par anet er s. AddW t hVal ue( " @mbi | e4", Txt Mbil e4. Text. Trin());
Sink: MemberMasterHindi.aspx.cs:597
System.Data.SqlClient.SqglParameterCollection.AddWithValue()
595 cnd. Par anmet er s. AddW t hVal ue(" @GCONST_CCDE",
cmbConst . Sel ect edVal ue. Trin());
596 crd. Par anet er s. AddW t hVal ue(" @onst _nanme_h",
cnbConst . Sel ectedltem Text. Trin());
597 crd. Par anet er s. AddW t hVal ue(" @mbi | e2", Txt Mbil e2. Text. Trim());
598 crd. Par anet er s. AddW t hVal ue(" @mbi | e3", Txt Mbil e3. Text. Trim());
599 crd. Par anet er s. AddW t hVal ue( " @mbi | e4", Txt Mbil ed. Text.Trim());
MemberMasterHindi.aspx.cs, line 522 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberMasterHindi.aspx.cs can execute a SQL statement on line 522 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:522
System.Web.Ul.WebControls.TextBox.get_Text()
520 crd. Par anet er s. AddW t hval ue(" @._MP_PARTY_CCDE",
cnbparty. Sel ect edVal ue) ;
521 cnd. Par anet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text.Trin());
522 cnd. Par anet ers. AddW t hVal ue(" @nmi | 1", TxteMil 1. Text. Trim());
523 cnd. Par anet er s. AddW t hVal ue(" @nmi | 2", TxteMil 2. Text. Trim());
524 cnd. Par anet er s. AddW t hVal ue(" @P_CURRENT", 1);
Sink: MemberMasterHindi.aspx.cs:522 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()
520 crd. Par anet er s. AddW t hval ue(" @._MP_PARTY_CCDE",
cnbparty. Sel ect edVal ue) ;
521 cnd. Par anet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text.Trin());
522 cnd. Par anet ers. AddW t hVal ue(" @nmi | 1", TxteMil 1. Text. Trim());
523 cnd. Par anet er s. AddW t hVal ue(" @nmi | 2", TxteMil 2. Text. Trim());
524 cnd. Par anet er s. AddW t hVal ue(" @P_CURRENT", 1);
MeetingAttendance.aspx.cs, line 468 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method excuteNoquery() in

M eetingAttendance.aspx.cs can execute a SQL statement on line 468 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.
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Source:

466
467
468
469
470

Sink:

466
467
468
469
470

MemberMasterHindi.

MeetingAttendance.aspx.cs:468
System.Web.Ul.WebControls.TextBox.get_Text()

cmd. Par anet er s. AddW t hVal ue( " @lat eof neet ", txtdatel. Text);

cmd. Par anet er s. AddW t hVal ue( " @lat eof neet 2", txt dat e2. Text);

cnd. Par anet ers. AddW t hVal ue(" @i meof meet ", txttime. Text);

cnd. Par anet er s. AddW t hVal ue(" @i d", cnbconmi ttee. Sel ect edVal ue) ;

cnd. Par anet er s. AddW t hVal ue(" @nane”, cnbconmi ttee. Sel ect edltem Text);

MeetingAttendance.aspx.cs:468
System.Data.SqlClient.SglParameterCollection.AddWithValue()
crd. Par anet er s. AddW t hVal ue(" @lat eof meet ", txtdatel. Text);
crd. Par anet er s. AddW t hVal ue(" @lat eof neet 2", txt dat e2. Text);

crd. Par anet ers. AddW t hVal ue(" @i meof neet ", txttime. Text);
crd. Par anet ers. AddW t hval ue(" @i d", crbconmi tt ee. Sel ect edVal ue);
cmd. Par anet er s. AddW t hVal ue(" @name”, crmbconmittee. Sel ectedltem Text);

aspx.cs, line 516 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cmmdSave _Click() in
MemberMasterHindi.aspx.cs can execute a SQL statement on line 516 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:516
System.Web.Ul.WebControls.TextBox.get_Text()

514 crd. Par anet er s. AddW t hVal ue( " GIVP_FNAME",
txt fnane. Text. Trin());

515 cnd. Par anmet er s. AddW t hVal ue(" GIVP_LNAME" ,
txtl nane. Text. Trin());

516 cmd. Par anet er s. AddW t hVal ue(" @4C_LADDRESS",
txt| ocadd. Text. Trin());

517 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txtl ocph. Text. Trin());

518 cnd. Par anet er s. AddW t hVal ue(" @iC_PADDRESS",
t xt conadd. Text . Trin());

Sink: MemberMasterHindi.aspx.cs:516
System.Data.SqlClient.SqglParameterCollection.AddWithValue()

514 cnd. Par anet er s. AddW t hVal ue(" @GIVP_FNAME" ,
txtfnane. Text. Trin());

515 crd. Par anmet er s. AddW t hVal ue( " GIVP_LNAME",
txtl name. Text. Trin());

516 cmd. Par anet er s. AddW t hVal ue(" @C_LADDRESS",
txtl ocadd. Text. Trin());

517 cnd. Par anmet er s. AddW t hVal ue(" @ el ephonel",
txtl ocph. Text. Trin());

518 cmd. Par anet er s. AddW t hVal ue(" @C_PADDRESS",

MemberMaster.aspx.cs, line 333 (Access Control: Database)

t xt conadd. Text . Trin());

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in
MemberM aster.aspx.cs can execute a SQL statement on line 333 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.
Source: MemberMaster.aspx.cs:333 System.Web.Ul.WebControls. TextBox.get_Text()
331 crd. Par anet ers. AddW t hval ue(" @i r st _nanme",
txt fnanme. Text. Trin());
332 cnd. Par anet er s. AddW t hVal ue(" @ ast _nane",
txt| name. Text. Trin());
333 cmd. Par anet er s. AddW t hVal ue( " @\ddr ess1”,
txt| ocadd. Text. Trin());
334 crd. Par anet er s. AddW t hval ue(" @el ephonel”,
txtl ocph. Text. Trin());
335 cmd. Par anet er s. AddW t hVal ue(" @\ddr ess2",

t xt conadd. Text . Tri n());
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Sink: MemberMaster.aspx.cs:333 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

331 cnd. Par anet ers. AddW t hVal ue(" @i r st _nanme",
txt f nane. Text . Trin());

332 cmd. Par anet er s. AddW t hVal ue(" @ ast _nane",
txt | name. Text. Trin());

333 crd. Par anet er s. AddW t hval ue(" @\ddr ess1",
txtl ocadd. Text. Trin());

334 cnd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txt | ocph. Text. Trin());

335 cmd. Par anet er s. AddW t hVal ue(" @\ddr ess2",
t xt conadd. Text . Trin());

MemberMaster.aspx.cs, line 445 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 445 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: MemberMaster.aspx.cs:445 System.Web.Ul.WebControls. TextBox.get_Text()

443 cmd. Par anet ers. AddW t hVal ue(" @i r st _name",
txt fnane. Text. Trin());

444 cnd. Par anmet er s. AddW t hVal ue(" @ ast _nane",
txtl nane. Text. Trin());

445 cmd. Par anet er s. AddW t hVal ue(" @\ddr ess1”,
txt| ocadd. Text. Trin());

446 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txtl ocph. Text. Trin());

447 cnd. Par anet er s. AddW t hVal ue(" @A\ddr ess2",
t xt conadd. Text . Trin());

Sink: MemberMaster.aspx.cs:445
System.Data.SqlClient.SqglParameterCollection.AddWithValue()

443 cnd. Par anet ers. AddW t hVal ue(" @i r st _nanme",
txtfnane. Text. Trin());

444 crd. Par anet er s. AddW t hVal ue(" @ ast _nane",
txtl name. Text. Trin());

445 cmd. Par anet er s. AddW t hVal ue(" @\ddr ess1”,
txtl ocadd. Text. Trin());

446 cnd. Par anmet er s. AddW t hVal ue(" @ el ephonel",
txtl ocph. Text. Trin());

447 crd. Par anet er s. AddW t hVal ue(" @A\ddr ess2",

t xt conadd. Text . Trin());

MemberMaster.aspx.cs, line 336 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 336 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: MemberMaster.aspx.cs:336 System.Web.Ul.WebControls. TextBox.get_Text()

334 crd. Par anet er s. AddW t hval ue(" @el ephonel”,
txtl ocph. Text. Trin());

335 cnd. Par anet er s. AddW t hVal ue(" @A\ddr ess2",
t xt conadd. Text . Tri n());

336 cmd. Par anet er s. AddW t hVal ue(" @el ephone2”,
t xt conph. Text . Trin());

337 crd. Par anet er s. AddW t hval ue(" @arty_snanme",
cnbparty. Sel ect edVal ue) ;

338 cnd. Par anet er s. AddW t hVal ue(" @arty_f name",
cnbparty. Sel ect edl t em Text) ;

Sink: MemberMaster.aspx.cs:336 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

334 cnd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txt | ocph. Text. Trin());

335 cmd. Par anet er s. AddW t hVal ue( " @\ddr ess2”,

t xt conadd. Text. Trin());
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336 cmd. Par anet er s. AddW t hVal ue(" @el ephone2”,
t xt conph. Text . Tri m());

337 crd. Par anet er s. AddW t hval ue(" @arty_snanme",
cnbparty. Sel ect edVal ue) ;

338 cnd. Par anet er s. AddW t hVal ue(" @arty_f name",

cnbparty. Sel ect edl t em Text) ;

MemberMasterHindi.aspx.cs, line 481 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 481 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:481
System.Web.Ul.WebControls.TextBox.get_Text()
479 cmd. Par anmet er s. AddW t hVal ue("” @mbi | e", TxtMbile. Text.Trinm());
480 cmd. Par anet er s. AddW t hVal ue(" @nmmi | 1", TxteMil 1. Text.Trin());
481 cmd. Par anet er s. AddW t hVal ue(" @nai | 2", TxteMil 2. Text. Trin());
482 cmd. Par anet er s. AddW t hVal ue(" @ ast _| s",
Ddl HouseNo. Sel ect edVal ue. Trim());
483 cmd. Par amet er s. AddW t hVal ue(" @TATE_CCDE",
cnbSt at e. Sel ect edVal ue. Trim());
Sink: MemberMasterHindi.aspx.cs:481
System.Data.SqlClient.SglParameterCollection.AddWithValue()
479 cnd. Par anet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text.Trim());
480 cnd. Par anet ers. AddW t hVal ue(" @nmi | 1", TxteMil 1. Text.Trim());
481 cnd. Par anet ers. AddW t hVal ue(" @nmai | 2", TxteMil 2. Text. Trim());
482 cnd. Par anet ers. AddW t hVal ue(" @ ast _I s",
Ddl HouseNo. Sel ect edVal ue. Trim());
483 cmd. Par anet er s. AddW t hVal ue(" @GTATE_CCDE",

cmbSt at e. Sel ect edVal ue. Trin());

MemberMaster.aspx.cs, line 376 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave _Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 376 that contains an
attacker-controlled primary key, thereby alowing the attacker to access unauthorized

records.
Source: MemberMaster.aspx.cs:376 System.Web.Ul.WebControls.TextBox.get_Text()
374 cmd. Par anet er s. AddW t hVal ue(" @ _LADDRESS",
txt| ocadd. Text. Trin());
375 crd. Par anet er s. AddW t hval ue(" @el ephonel”,
txtl ocph. Text. Trin());
376 cnd. Par anet er s. AddW t hVal ue(" @ _PADDRESS",
t xt conadd. Text . Tri n());
377 cnd. Par anet er s. AddW t hVal ue(" @el ephone2”,
t xt conph. Text . Trin());
378 crd. Par anet er s. AddW t hval ue(" @C_MP_PARTY_CCDE",
cnbparty. Sel ect edVal ue) ;
Sink: MemberMaster.aspx.cs:376 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()
374 crd. Par anet er s. AddW t hVval ue(" @C_LADDRESS",
txtl ocadd. Text. Trin());
375 cnd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txt | ocph. Text. Trin());
376 cmd. Par anet er s. AddW t hVal ue(" @_PADDRESS",
t xt conadd. Text . Trin());
377 crd. Par anet er s. AddW t hval ue(" @el ephone2",
t xt conph. Text. Trin());
378 cnd. Par anet er s. AddW t hVal ue(" @ _MP_PARTY_CCDE",

cnbparty. Sel ect edVal ue) ;

MemberMasterHindi.aspx.cs, line 531 (Access Control: Database)
Fortify Priority: High Folder High
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Kingdom: Security Features

Abstract: Without proper access control, the method cmdSave _Click() in
MemberMasterHindi.aspx.cs can execute a SQL statement on line 531 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:531
System.Web.Ul.WebControls.TextBox.get_Text()

529 cmd. Par anet er s. AddW t hVal ue(" @mbi | e2",
Txt Mobi | e2. Text. Trin());

530 cnd. Par anet er s. AddW t hval ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());

531 cnd. Par anet er s. AddW t hVal ue( " @mbi | e4",
Txt Mobi | e4. Text . Trin());

532 cmd. Par anet er s. AddW t hVal ue(" @#_Joi nDat e",
t xt MPJoi nDat e. Text . Trin());

533 con. Qpen();

Sink: MemberMasterHindi.aspx.cs:531
System.Data.SqlClient.SglParameterCollection.AddWithValue()

529 cmd. Par anet er s. AddW t hVal ue(" @mbi | e2",
Txt Mobi | e2. Text . Trin());

530 cnd. Par anet er s. AddW t hval ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());

531 cnd. Par anet er s. AddW t hVal ue( " @mbi | e4",
Txt Mobi | e4. Text . Trin());

532 cmd. Par anet er s. AddW t hVal ue(" @P_Joi nDat e",
t xt MPJoi nDat e. Text . Trin());

533 con. Qpen();

MemberMasterHindi.aspx.cs, line 599 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 599 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:599
System.Web.Ul.WebControls.TextBox.get_Text()
597 crd. Par anet er s. AddW t hVal ue(" @mbi | e2", Txt Mbil e2. Text. Trim());
598 crd. Par anet er s. AddW t hVal ue(" @mbi | e3", Txt Mbil e3. Text. Trim());
599 crd. Par anet er s. AddW t hVal ue(” @mbi | e4", Txt Mbil ed. Text. Trinm());
600 cnd. Par anet er s. AddW t hVal ue(" @t at us"”,
rdobt nSt at us. Sel ect edVal ue. Trim());
601 con. Qpen();
Sink: MemberMasterHindi.aspx.cs:599
System.Data.SqlClient.SglParameterCollection.AddWithValue()
597 crd. Par anet er s. AddW t hVal ue(" @mbi | e2", Txt Mbil e2. Text. Trim());
598 crd. Par anet er s. AddW t hVal ue(" @mbi | e3", Txt Mbil e3. Text. Trim());
599 crd. Par anet er s. AddW t hVal ue(” @mbi | e4", Txt Mbil ed. Text. Trinm());
600 cnd. Par anet er s. AddW t hVal ue(" @t at us”,
rdobt nSt at us. Sel ect edVal ue. Trim());
601 con. Qpen();
MemberMasterHindi.aspx.cs, line 517 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 517 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:517
System.Web.Ul.WebControls.TextBox.get_Text()
515 cnd. Par anet er s. AddW t hVal ue( " GIVP_LNAME",

txt | nanme. Text. Trin());
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FORTIFY

516
517
518

519
Sink:
515
516
517

518

519

MeetingCommittee.aspx.cs, line 316 (Access Control: Database)

cmd. Par anet er s. AddW t hVal ue(" @C_LADDRESS",
txt| ocadd. Text. Trin());

cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txtl ocph. Text. Trin());

cnd. Par anet er s. AddW t hVal ue(" @C_PADDRESS",
t xt conadd. Text . Tri n());

cmd. Par anet er s. AddW t hVal ue(" @el ephone2”,
t xt conph. Text . Trin());
MemberMasterHindi.aspx.cs:517
System.Data.SqlClient.SglParameterCollection.AddWithValue()

cmd. Par anet er s. AddW t hVal ue( " @GHIVP_LNAME",
txtlname. Text. Trin());

crd. Par anet er s. AddW t hVval ue(" @C_LADDRESS",
txtl ocadd. Text. Trin());

cnd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txt | ocph. Text. Trin());

cmd. Par anet er s. AddW t hVal ue(" @C_PADDRESS",
t xt conadd. Text . Trin());

cmd. Par anet er s. AddW t hVal ue(" @el ephone2”,
t xt conph. Text. Trin());

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method UpdateSchedule() in
M eetingCommittee.aspx.cs can execute a SQL statement on line 316 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.

Source: MeetingCommittee.aspx.cs:316
System.Web.Ul.WebControls.TextBox.get_Text()

314 crd. Paranmeters. Add("@itle", txttitle.Text);

315 crd. Par anet er s. Add(" @lat eof meet ", txtdatel. Text);

316 crd. Par anmet er s. Add(" @lat eof meet 2", txt dat e2. Text);

317 if (timhk == "Y")

318 {

Sink: MeetingCommittee.aspx.cs:316
System.Data.SqlClient.SglParameterCollection.Add()

314 crd. Paraneters. Add("@itle", txttitle.Text);

315 crd. Par anet er s. Add( " @lat eof meet ", txtdatel. Text);

316 cmd. Par anet er s. Add( " @lat eof meet 2", txt date2. Text);

317 if (timchk == "Y")

318 {

MemberMasterHindi.aspx.cs, line 490 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cmdSave_Click() in
MemberM asterHindi.aspx.cs can execute a SQL statement on line 490 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:490
System.Web.Ul.WebControls.TextBox.get_Text()

488 cnd. Par anet er s. AddW t hval ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());

489 cnd. Par anet er s. AddW t hVal ue( " @mbi | e4",
Txt Mobi | e4. Text . Trin());

490 cmd. Par anet er s. AddW t hVal ue(" @P_Joi nDat e",
t xt MPJoi nDat e. Text . Tri n());

491

492 con. Qpen();

Sink: MemberMasterHindi.aspx.cs:490
System.Data.SqlClient.SglParameterCollection.AddWithValue()

488 cmd. Par anet er s. AddW t hVal ue(" @mwbi | e3",

Txt Mobi | e3. Text. Trim());
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489 cmd. Par anet er s. AddW t hVal ue(" @mbi | e4",
Txt Mobi | e4. Text . Trin());
490 crd. Par anet er s. AddW t hval ue(" @P_Joi nDat e",
t xt MPJoi nDat e. Text . Trin());
491
492 con. Qpen();
MemberMaster.aspx.cs, line 451 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in
MemberMaster.aspx.cs can execute a SQL statement on line 451 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.
Source: MemberMaster.aspx.cs:451 System.Web.Ul.WebControls.TextBox.get_Text()
449 cmd. Par anet er s. AddW t hVal ue(" @arty_snane",
cmbparty. Sel ect edVal ue) ;
450 crd. Par anet er s. AddW t hVal ue(" @arty_f name",
cnbparty. Sel ect edl t em Text) ;
451 cmd. Par anet er s. AddW t hVal ue("” @mbi | e", TxtMbile. Text.Trinm());
452 cnd. Par anet ers. AddW t hVal ue(" @nmi | 1", TxteMil 1. Text.Trim());
453 cnd. Par anet ers. AddW t hVal ue(" @nmai | 2", TxteMil 2. Text.Trim());
Sink: MemberMaster.aspx.cs:451
System.Data.SqlClient.SglParameterCollection.AddWithValue()
449 cmd. Par anet er s. AddW t hVal ue(" @arty_sname",
cnbparty. Sel ect edVal ue) ;
450 cnd. Par anet er s. AddW t hVal ue(" @arty_f name",
crbparty. Sel ect edl t em Text);
451 cmd. Par anmet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text. Trim());
452 crd. Par amet ers. AddW t hVal ue("@nmai | 1", TxteMil 1. Text.Trim());
453 crd. Par amet ers. AddW t hVal ue(" @nmai | 2", TxteMil 2. Text. Trim());
MemberMaster.aspx.cs, line 493 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 493 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: MemberMaster.aspx.cs:493 System.Web.Ul.WebControls. TextBox.get_Text()

491 cnd. Par anet er s. AddW t hVal ue(" @t at e_nane",
cnbSt at e. Sel ectedltem Text. Trim());

492 cmd. Par anet er s. AddW t hVal ue(" @mwbi | e2",
Txt Mobi | e2. Text . Trin());

493 crd. Par anet er s. AddW t hVval ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());

494 cnd. Par anet er s. AddW t hVal ue( " @mbi | e4",
Txt Mobi | e4. Text . Trin());

495 cmd. Par anet er s. AddW t hVal ue(" @t at us”,
rdobt nSt at us. Sel ect edVal ue. Trin());

Sink: MemberMaster.aspx.cs:493
System.Data.SqlClient.SglParameterCollection.AddWithValue()

491 cmd. Par anet er s. AddW t hVal ue(" @t at e_nane",
cmbState. Sel ectedltem Text. Trim());

492 cnd. Par anet er s. AddW t hval ue(" @mbi | e2",
Txt Mobi | e2. Text . Trin());

493 cnd. Par anet er s. AddW t hVal ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());

494 cmd. Par anet er s. AddW t hVal ue(" @mbi | e4",
Txt Mobi | e4. Text . Trin());

495 crd. Par anet er s. AddW t hval ue(" @t at us",

rdobt nSt at us. Sel ect edVal ue. Trin());

MemberMaster.aspx.cs, line 390 (Access Control: Database)
Fortify Priority: High Folder High
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Kingdom: Security Features

Abstract: Without proper access control, the method cmdSave _Click() in
MemberM aster.aspx.cs can execute a SQL statement on line 390 that contains an
attacker-controlled primary key, thereby alowing the attacker to access unauthorized

records.
Source: MemberMaster.aspx.cs:390 System.Web.Ul.WebControls.TextBox.get_Text()
388 cmd. Par anet er s. AddW t hVal ue(" @mbi | e3",
Txt Mobi | €3. Text . Trin());
389 cnd. Par anet er s. AddW t hval ue(" @mbi | e4",
Txt Mobi | e4. Text . Trin());
390 cnd. Par anet er s. AddW t hVal ue(" @P_Joi nDat e",
t xt MPJoi nDat e. Text . Tri n());
391 con. Qpen();
392 i = cmd. Execut eNonQuery();
Sink: MemberMaster.aspx.cs:390
System.Data.SqlClient.SglParameterCollection.AddWithValue()
388 cnd. Par anet er s. AddW t hVal ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());
389 cmd. Par anet er s. AddW t hVal ue(" @mbi | e4",
Txt Mobi | e4. Text . Trin());
390 crd. Par anet er s. AddW t hval ue(" @P_Joi nDat e",
t xt MPJoi nDat e. Text . Trin());
391 con. Qpen();
392 i = cmd. Execut eNonQuery();
MemberMasterHindi.aspx.cs, line 530 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave _Click() in

MemberMasterHindi.aspx.cs can execute a SQL statement on line 530 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:530
System.Web.Ul.WebControls.TextBox.get_Text()

528 cnd. Par anet er s. AddW t hVal ue(" @onst _nanme_h",
crmbConst . Sel ectedltem Text. Trin());

529 cmd. Par anet er s. AddW t hVal ue(" @mbi | e2",
Txt Mobi | e2. Text . Trin());

530 cmd. Par anet er s. AddW t hVal ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());

531 cnd. Par anet er s. AddW t hVal ue(" @mbi | e4",
Txt Mobi | e4. Text . Trin());

532 cmd. Par anet er s. AddW t hVal ue(" @P_Joi nDat e",
t xt MPJoi nDat e. Text . Trin());

Sink: MemberMasterHindi.aspx.cs:530 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

528 crd. Par anet er s. AddW t hVal ue(" @onst _nanme_h",
cnbConst. Sel ectedltem Text. Trin());

529 cnd. Par anet er s. AddW t hVal ue(" @mbi | e2",
Txt Mobi | e2. Text. Trin());

530 cnd. Par anet er s. AddW t hVal ue(" @mbi | e3",
Txt Mobi | €3. Text . Trin());

531 crd. Par anet er s. AddW t hVal ue( " @mbi | e4",
Txt Mobi | e4. Text . Trin());

532 cnd. Par anet er s. AddW t hVal ue(" @P_Joi nDat e",

t xt MPJoi nDate. Text. Trim());

MemberMasterHindi.aspx.cs, line 523 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 523 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.
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Source: MemberMasterHindi.aspx.cs:523
System.Web.Ul.WebControls.TextBox.get_Text()
521 cnd. Par anet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text.Trinm());
522 cnd. Par anet ers. AddW t hVal ue(" @nmi | 1", TxteMil 1. Text.Trinm());
523 cmd. Par anet er s. AddW t hVal ue(" @nai | 2", TxteMil 2. Text. Trin());
524 cmd. Par anet er s. AddW t hVal ue(" @/P_CURRENT", 1);
525 cmd. Par amet er s. AddW t hVal ue(" @_MP_STATE_CCDE",
cnbSt at e. Sel ect edVal ue. Trim());
Sink: MemberMasterHindi.aspx.cs:523
System.Data.SqlClient.SglParameterCollection.AddWithValue()
521 cnd. Par anet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text.Trinm());
522 cnd. Par anet ers. AddW t hVal ue(" @nmi | 1", TxteMil 1. Text.Trinm());
523 cnd. Par anet er s. AddW t hVal ue(" @nmi | 2", TxteMil 2. Text. Trin());
524 cnd. Par anet er s. AddW t hVal ue(" @P_CURRENT", 1);
525 cnd. Par anet er s. AddW t hVal ue(" @ _MP_STATE CCDE",

cnbSt at e. Sel ect edVal ue. Trim());

MemberMasterHindi.aspx.cs, line 587 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 587 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:587
System.Web.Ul.WebControls.TextBox.get_Text()
585 cmd. Par anet er s. AddW t hVal ue(" @1_Address1", txtlocadd. Text.Trim());
586 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”, txtl ocph. Text.Trim());
587 cmd. Par anet er s. AddW t hVal ue(" @1_Addr ess2", txtconadd. Text.Trim());
588 cmd. Par anet er s. AddW t hVal ue(" @el ephone2", txtconph. Text. Trim());
589 cmd. Par anet er s. AddW t hVal ue(" @arty_snanme",
cnbparty. Sel ect edVal ue) ;
Sink: MemberMasterHindi.aspx.cs:587
System.Data.SqlClient.SglParameterCollection.AddWithValue()
585 cmd. Par anmet er s. AddW t hVal ue(" @1_Address1", txtlocadd. Text.Trinm());
586 crd. Par anet er s. AddW t hVal ue(" @el ephonel”, txtlocph. Text.Trin());
587 cmd. Par anmet er s. AddW t hVal ue(" @1_Address2", txtconadd. Text.Trinm());
588 crd. Par anet er s. AddW t hVal ue(" @el ephone2", txtconph. Text.Trin());
589 md. Par anet er s. AddW t hVal ue(" @arty_snanme",

c
cnbparty. Sel ect edVal ue) ;

MemberMasterHindi.aspx.cs, line 592 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 592 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:592
System.Web.Ul.WebControls.TextBox.get_Text()
590 crd. Par anet er s. AddW t hVal ue(" @mbi |l e", TxtMobile. Text.Trim());
591 crd. Par anet ers. AddW t hVal ue(" @nmai | 1", TxteMil 1. Text.Trim());
592 crd. Par anet ers. AddW t hVal ue(" @nmai | 2", TxteMil 2. Text. Trim());
593 cmd. Par anet er s. AddW t hVal ue(" @TATE_CCDE",
cnbSt at e. Sel ect edVal ue. Trin());
594 cmd. Par anet er s. AddW t hVal ue(" @t at e_name_h",
cnbSt at e. Sel ectedltem Text. Trim());
Sink: MemberMasterHindi.aspx.cs:592
System.Data.SqlClient.SglParameterCollection.AddWithValue()
590 cnd. Par anet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text.Trin());
591 cnd. Par anet ers. AddW t hVal ue(" @nmi | 1", TxteMil 1. Text.Trin());
592 cnd. Par anet er s. AddW t hVal ue(" @nmi | 2", TxteMil 2. Text. Trim());
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593 cmd. Par anet er s. AddW t hVal ue( " @GSTATE_CCDE",
cnbSt at e. Sel ect edVal ue. Trim());
594 cmd. Par anet er s. AddW t hVal ue(" @t at e_nanme_h",

cnbSt at e. Sel ectedltem Text. Trin());

MeetingCommittee.aspx.cs, line 328 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method UpdateSchedule() in

M eetingCommittee.aspx.cs can execute a SQL statement on line 328 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: MeetingCommittee.aspx.cs:328
System.Web.Ul.WebControls.TextBox.get_Text()

326 cmd. Par anmet er s. Add(" @ubj ect", txt purpose. Text);

327 cnd. Par anet er s. Add(" @enue", txtvenue. Text);

328 cmd. Par anet ers. Add(" @ emar ks", txtremarks. Text);

329 cnd. Par amet er s. Add(" @ypeO Conmi tt ee", rdoConmitteeType. Sel ect edVal ue);

330 crd. Paramet ers. Add(" @i | eNo", TxtFileNo. Text.Trim());

Sink: MeetingCommittee.aspx.cs:328 .
System.Data.SqlClient.SglParameterCollection.Add()

326 cnd. Par anet er s. Add( " @ubj ect”, txt purpose. Text);

327 crd. Par anet er s. Add( " @enue”, txtvenue. Text);

328 crd. Par anet ers. Add(" @ emar ks", txtremarks. Text);

329 cnd. Par anet er s. Add(" @ypeOf Conmi tt ee”, rdoConmitteeType. Sel ect edVal ue);

330 crd. Par anet ers. Add(" @i | eNo", TxtFileNo. Text.Trim());

MemberMaster.aspx.cs, line 489 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cmdSave_Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 489 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.
Source: MemberMaster.aspx.cs:489 System.Web.Ul.WebControls.TextBox.get_Text()
487 crd. Par anet ers. AddW t hVal ue(" @mbi |l e", TxtMbile. Text.Trim());
488 crd. Par anet ers. AddW t hVal ue(" @nmai | 1", TxteMil 1. Text.Trim());
489 crd. Par anet ers. AddW t hVal ue(" @nmai | 2", TxteMil 2. Text. Trim());
490 cmd. Par anet er s. AddW t hVal ue(" @_MP_STATE_CCDE",

cnbSt at e. Sel ect edVal ue. Trin());
491 cnd. Par anet er s. AddW t hVal ue(" @t at e_nane",

cnbSt at e. Sel ectedltem Text. Trim());
Sink: MemberMaster.aspx.cs:489

System.Data.SqlClient.SglParameterCollection.AddWithValue()
487 cnd. Par anet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text.Trin());
488 cnd. Par anet ers. AddW t hVal ue(" @nmi | 1", TxteMil 1. Text.Trinm());
489 cnd. Par anet er s. AddW t hVal ue(" @nmi | 2", TxteMil 2. Text. Trin());
490 cnd. Par anet er s. AddW t hVal ue(" @ _MP_STATE CCDE",

cnbSt at e. Sel ect edVal ue. Trim());
491 cmd. Par anet er s. AddW t hVal ue(" @t at e_nane",

cmbState. Sel ectedltem Text. Trim());

MemberMasterHindi.aspx.cs, line 626 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberMasterHindi.aspx.cs can execute a SQL statement on line 626 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:626
System.Web.Ul.WebControls.TextBox.get_Text()
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624 cmd. Par anet er s. AddW t hVal ue(" @_MP_PARTY_CCDE",
crmbparty. Sel ect edVal ue) ;
625 crd. Par anet ers. AddW t hVal ue(" @mbi |l e", TxtMbile. Text.Trim());
626 crd. Par anet ers. AddW t hVal ue(" @nmai | 1", TxteMil 1. Text.Trim());
627 crd. Par anet ers. AddW t hVal ue(" @nmai | 2", TxteMil 2. Text. Trim());
628 crd. Par anet er s. AddW t hval ue(" @._MP_STATE_CCDE",
cnbSt at e. Sel ect edVal ue. Trin());
Sink: MemberMasterHindi.aspx.cs:626
System.Data.SqlClient.SglParameterCollection.AddWithValue()
624 cmd. Par anet er s. AddW t hVal ue(" @_MP_PARTY_CCDE",
cnbparty. Sel ect edVal ue) ;
625 cnd. Par anet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text.Trinm());
626 cnd. Par anet ers. AddW t hVal ue(" @nmi | 1", TxteMil 1. Text.Trim());
627 cnd. Par anet er s. AddW t hVal ue(" @nmi | 2", TxteMil 2. Text. Trinm());
628 md. Par anet er s. AddW t hVal ue(" @_MP_STATE_CCDE",

c
cnbSt at e. Sel ect edVal ue. Trim());

MemberMasterHindi.aspx.cs, line 471 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 471 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:471
System.Web.Ul.WebControls.TextBox.get_Text()

469 cmd. Par anet er s. AddW t hVal ue("” @psno”, id.ToString());

470 crd. Par anet ers. AddW t hVal ue("@niti al _h",
txtinitial.Text.Trin());

471 cnd. Par anet ers. AddW t hVal ue(" @i r st _name_h",
txt fnane. Text. Trin());

472 cnd. Par anet er s. AddW t hVal ue(" @ ast _nanme_h",
txtl nane. Text. Trin());

473 cmd. Par anet er s. AddW t hVal ue(" @1_Addr ess1",
txtl ocadd. Text. Trin());

Sink: MemberMasterHindi.aspx.cs:471 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

469 cmd. Par anet er s. AddW t hVal ue("” @psno”, id.ToString());

470 crd. Par anet ers. AddW t hVal ue("@niti al _h",
txtinitial.Text.Trin());

471 cnd. Par anet ers. AddW t hVal ue(" @i r st _name_h",
txt fnane. Text. Trin());

472 cnd. Par anet er s. AddW t hVal ue(" @ ast _nanme_h",
txtl nane. Text. Trin());

473 crd. Par anet er s. AddW t hVal ue(" @1_Addr ess1",

txtl ocadd. Text. Trin());

MemberMasterHindi.aspx.cs, line 632 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 632 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:632
System.Web.Ul.WebControls.TextBox.get_Text()
630 crd. Par anet er s. AddW t hVal ue( " @GCONST_CCDE",
cnbConst . Sel ect edVal ue. Trin());
631 cnd. Par anet er s. AddW t hVal ue(" @onst _nanme_h",
cnbConst . Sel ectedltem Text. Trim());
632 cmd. Par anet er s. AddW t hVal ue(” @mbi | e2", Txt Mbil e2. Text. Trim());
633 cmd. Par anet er s. AddW t hVal ue(" @mbi | e3", Txt Mbil e3. Text. Trim());
634 cmd. Par anet er s. AddW t hVal ue(” @mbi | e4", Txt Mbil ed. Text. Trim());
Sink: MemberMasterHindi.aspx.cs:632

System.Data.SqlClient.SglParameterCollection.AddWithValue()
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630 cmd. Par anet er s. AddW t hVal ue( " @CONST_CCDE",

crmbConst . Sel ect edVal ue. Trim());
631 crd. Par anet er s. AddW t hval ue(" @onst _name_h",

cnbConst . Sel ectedl tem Text. Trin());
632 crd. Par anet er s. AddW t hVal ue(” @mbi | e2", Txt Mbil e2. Text. Trin());
633 cnd. Par anet er s. AddW t hVal ue(" @mbi | e3", Txt Mbil e3. Text. Trin());
634 crd. Par anet er s. AddW t hVal ue( " @mbi | e4", Txt Mbil ed. Text. Trin());
MemberMasterHindi.aspx.cs, line 519 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in

MemberMasterHindi.aspx.cs can execute a SQL statement on line 519 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:519
System.Web.Ul.WebControls.TextBox.get_Text()
517 cnd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txtl ocph. Text. Trin());
518 cmd. Par anet er s. AddW t hVal ue(" @C_PADDRESS",
t xt conadd. Text . Trin());
519 cmd. Par anet er s. AddW t hVal ue(" @el ephone2”,
t xt conph. Text . Tri m());
520 cnd. Par anmet er s. AddW t hVal ue(" @_MP_PARTY_CCDE",
cmbparty. Sel ect edVal ue) ;
521 cmd. Par anmet er s. AddW t hVal ue("” @mbi | e", TxtMbile. Text.Trinm());
Sink: MemberMasterHindi.aspx.cs:519
System.Data.SqlClient.SqglParameterCollection.AddWithValue()
517 cnd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txtl ocph. Text. Trin());
518 cmd. Par anet er s. AddW t hVal ue(" @C_PADDRESS",
t xt conadd. Text . Trin());
519 cmd. Par anet er s. AddW t hVal ue(" @el ephone2”,
t xt conph. Text . Tri m());
520 cnd. Par anmet er s. AddW t hVal ue(" @_MP_PARTY_CCDE",
cmbparty. Sel ect edVal ue) ;
521 cmd. Par anmet er s. AddW t hVal ue("” @mbi | e", TxtMbile. Text.Trinm());
MemberMaster.aspx.cs, line 332 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 332 that contains an
attacker-controlled primary key, thereby alowing the attacker to access unauthorized

records.

Source: MemberMaster.aspx.cs:332 System.Web.Ul.WebControls.TextBox.get_Text()

330 cmd. Par anet ers. AddW t hVal ue("@nitial ",
txtinitial.Text.Trin());

331 crd. Par anet ers. AddW t hval ue(" @i r st _nanme",
txt fnanme. Text. Trin());

332 cnd. Par anet er s. AddW t hVal ue(" @ ast _nane",
txt | nane. Text. Trin());

333 cmd. Par anet er s. AddW t hVal ue( " @\ddr ess1”,
txt| ocadd. Text. Trin());

334 crd. Par anet er s. AddW t hval ue(" @el ephonel”,
txtl ocph. Text. Trin());

Sink: MemberMaster.aspx.cs:332 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

330 cnd. Par anet ers. AddWt hval ue("@nitial ",
txtinitial.Text.Trin());

331 cnd. Par anet ers. AddW t hVal ue(" @i r st _nanme",
txt f nane. Text . Trin());

332 cmd. Par anet er s. AddW t hVal ue(" @ ast _nane",
txt | name. Text. Trin());

333 crd. Par anet er s. AddW t hval ue(" @\ddr ess1",

txtl ocadd. Text. Trin());
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334 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txtlocph. Text. Trinm());

MemberMaster.aspx.cs, line 387 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 387 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: MemberMaster.aspx.cs:387 System.Web.Ul.WebControls. TextBox.get_Text()

385 cnd. Par anet er s. AddW t hVal ue( " @CONST_CCDE",
cmbConst . Sel ect edVal ue. Trim());

386 cnd. Par anmet er s. AddW t hVal ue(" @GCONST_NAME",
crmbConst. Sel ectedl tem Text. Trin());

387 cmd. Par anet er s. AddW t hVal ue( " @mbi | e2",
Txt Mobi | e2. Text . Trin());

388 cmd. Par anet er s. AddW t hVal ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());

389 cnd. Par anet er s. AddW t hVal ue(" @mbi | e4",
Txt Mobi | e4. Text . Trin());

Sink: MemberMaster.aspx.cs:387
System.Data.SqlClient.SqglParameterCollection.AddWithValue()

385 cnd. Par anmet er s. AddW t hVal ue(" @GCONST_CCDE",
cmbConst . Sel ect edVal ue. Trin());

386 cnd. Par anmet er s. AddW t hVal ue( " @GCONST_NAME",
cnbConst . Sel ectedltem Text. Trin());

387 cmd. Par anet er s. AddW t hVal ue( " @mbi | e2",
Txt Mobi | e2. Text . Trin());

388 cnd. Par anet er s. AddW t hVal ue(" @mbi | e3",
Txt Mobi | e3. Text. Trin());

389 cmd. Par anet er s. AddW t hVal ue( " @mbi | e4",

Txt Mobi | e4. Text . Trin());

MemberMasterHindi.aspx.cs, line 586 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberMasterHindi.aspx.cs can execute a SQL statement on line 586 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:586
System.Web.Ul.WebControls.TextBox.get_Text()

584 crd. Par anet ers. AddW t hVal ue(" @ ast _name_h", txtlname. Text.Trim());

585 crd. Par anet ers. AddW t hVal ue(" @_Address1", txtlocadd. Text.Trim());

586 crd. Par anet er s. AddW t hVal ue(" @el ephonel”, txtl ocph. Text.Trim());

587 crd. Par anet er s. AddW t hVal ue(" @1_Addr ess2", txtconadd. Text.Trim());

588 crd. Par anet er s. AddW t hVal ue(" @el ephone2", txtconph. Text.Trim());

Sink: MemberMasterHindi.aspx.cs:586
System.Data.SqlClient.SglParameterCollection.AddWithValue()

584 cmd. Par anet er s. AddW t hVal ue(" @ ast _nanme_h", txtl name. Text.Trim());

585 cmd. Par anet er s. AddW t hVal ue(" @1_Address1", txtlocadd. Text.Trim());

586 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”, txtl ocph. Text.Trim());

587 cmd. Par anet er s. AddW t hVal ue(" @1_Addr ess2", txtconadd. Text.Trim());

588 cmd. Par anet er s. AddW t hVal ue(" @el ephone2”, txtconph. Text.Trim());

MemberMaster.aspx.cs, line 481 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cmdSave_Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 481 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.

=3 Page 18 of 97



Fortify Security Report FORTIFY

Source: MemberMaster.aspx.cs:481 System.Web.Ul.WebControls. TextBox.get_Text()

479 cnd. Par anet ers. AddW t hVal ue("@P_I NI T",
txtinitial.Text.Trin());

480 crd. Par anet er s. AddW t hVal ue( " @/P_FNAME",
txtfnanme. Text. Trinm());

481 crd. Par anet er s. AddW t hVal ue(" @/P_LNAME",
txtl nanme. Text. Trin());

482 cnd. Par anet er s. AddW t hVal ue(" @ _LADDRESS",
txt| ocadd. Text . Trin());

483 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txtl ocph. Text. Trin());

Sink: MemberMaster.aspx.cs:481
System.Data.SqlClient.SglParameterCollection.AddWithValue()

479 cmd. Par anet er s. AddW t hVal ue("@P_I NI T",
txtinitial.Text.Trin());

480 crd. Par anmet er s. AddW t hVal ue(" @/P_FNAME",
txt fnanme. Text. Trin());

481 cnd. Par anet er s. AddW t hVal ue( " @/P_LNAME",
txt| nanme. Text. Trin());

482 cnd. Par anet er s. AddW t hVal ue(" @ _LADDRESS",
txt| ocadd. Text. Trin());

483 crd. Par anet er s. AddW t hval ue(" @el ephonel”,
txtl ocph. Text. Trin());

MemberMaster.aspx.cs, line 484 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave _Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 484 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.
Source: MemberMaster.aspx.cs:484 System.Web.Ul.WebControls.TextBox.get_Text()
482 cnd. Par anmet er s. AddW t hVal ue(" @C_LADDRESS",
txtl ocadd. Text. Trin());
483 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txt| ocph. Text. Trin());
484 cmd. Par anet er s. AddW t hVal ue(" @_PADDRESS",
t xt conadd. Text . Trin());
485 cnd. Par anet er s. AddW t hVal ue(" @el ephone2",
t xt conph. Text. Trin());
486 cmd. Par anet er s. AddW t hVal ue(" @ _MP_PARTY_CCDE",
cnbparty. Sel ect edVal ue) ;
Sink: MemberMaster.aspx.cs:484 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()
482 crd. Par anet er s. AddW t hVal ue(" @ _LADDRESS",
txtl ocadd. Text. Trin());
483 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txtl ocph. Text. Trin());
484 cmd. Par anet er s. AddW t hVal ue(" @_PADDRESS",
t xt conadd. Text . Trin());
485 cnd. Par anet er s. AddW t hVal ue(" @el ephone2”,
t xt conph. Text . Trin());
486 crd. Par anet er s. AddW t hVal ue(" @_MP_PARTY_CCDE",

cnbparty. Sel ect edVal ue);

PartyMaster.aspx.cs, line 210 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in PartyMaster.aspx.cs

can execute a SQL statement on line 210 that contains an attacker-controlled primary
key, thereby allowing the attacker to access unauthorized records.

Source: PartyMaster.aspx.cs:210 System.Web.Ul.WebControls.TextBox.get_Text()
208 cnd. Par anet er s. AddW t hVal ue( " @PARTY_FNAME H',
Sql DbType. NVar Char ) . Val ue = txt HPart yName. Text . Tri m() ;
209 cmd. Par anet er s. AddW t hVal ue(" @PARTY_SNAME H',
Sql DbType. NVar Char) . Val ue = t xt HShort Name. Text . Tri m() ;
210 crd. Par anet ers. AddW t hVal ue(" @ STO', Sql DbType. Smal | I nt). Val ue =

t xt LSTo. Text . Tri n();
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211 cmd. Par anet er s. AddW t hVal ue(" @ EADER', Sql DbType. Var Char) . Val ue =
t xt Leader . Text . Tri n();

212 crd. Par anet ers. AddW t hVal ue(" @QEADER H', Sqgl DbType. NVar Char) . Val ue
= txtLeaderH Text. Trinm();

Sink: PartyMaster.aspx.cs:210 System.Data.Common.DbParameter.set_Value()

208 crd. Par anet er s. AddW t hVal ue(" @PARTY_FNAME H',
Sql DbType. NVar Char) . Val ue = txt HPart yNanme. Text. Tri () ;

209 cnd. Par anet er s. AddW t hVal ue( " @PARTY_SNAME H',
Sql DbType. NVar Char ) . Val ue = txt HShort Name. Text . Tri m() ;

210 cmd. Par anet er s. AddW t hVal ue(" @ STO', Sql DbType. Smal | I nt). Val ue =
txt LSTo. Text . Tri m();

211 crd. Par anmet er s. AddW t hVal ue(" @ EADER', Sqgl DbType. Var Char) . Val ue =
t xt Leader . Text. Tri n();

212 cnd. Par anet er s. AddW t hVal ue(" @QEADER H', Sql DbType. NVar Char) . Val ue

= txtLeaderH Text. Trim();

PartyMaster.aspx.cs, line 198 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in PartyMaster.aspx.cs

can execute a SQL statement on line 198 that contains an attacker-controlled primary
key, thereby allowing the attacker to access unauthorized records.

Source: PartyMaster.aspx.cs:198 System.Web.Ul.WebControls.TextBox.get_Text()

196 crd. Par anet er s. AddW t hVal ue( " @PARTY_SNAME H',
Sql DbType. NVar Char ) . Val ue = txt HShort Name. Text. Tri m();

197 crd. Par anet er s. AddW t hVal ue(" @ EADER', Sql DbType. Var Char) . Val ue =
t xt Leader. Text . Tri n();

198 cmd. Par amet er s. AddW t hVal ue(" @ EADER H', Sql DbType. NVar Char) . Val ue
= txtLeaderH Text. Trim();

199 crd. Par anet er s. AddW t hVal ue(" @PARTY_CCDE",
Sql DbType. Smal | I nt) . Val ue = Vi ewSt at e[ "Key"];

200 con. Qpen();

Sink: PartyMaster.aspx.cs:198 System.Data.Common.DbParameter.set_Value()

196 crd. Par anet er s. AddW t hVal ue( " @PARTY_SNAME H',
Sql DbType. NVar Char ) . Val ue = txt HShort Name. Text. Tri m();

197 crd. Par anet er s. AddW t hVal ue(" @ EADER', Sql DbType. Var Char) . Val ue =
t xt Leader . Text . Tri n();

198 cmd. Par amet er s. AddW t hVal ue(" @ EADER H', Sql DbType. NVar Char) . Val ue
= txtLeaderH Text. Trim();

199 crd. Par anet er s. AddW t hVal ue(" @PARTY_CCDE",
Sql DbType. Smal | I nt) . Val ue = Vi ewSt at e[ "Key"];

200 con. Qpen();

MemberMasterHindi.aspx.cs, line 590 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cmdSave_Click() in

MemberMasterHindi.aspx.cs can execute a SQL statement on line 590 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:590
System.Web.Ul.WebControls.TextBox.get_Text()
588 crd. Par anet er s. AddW t hVal ue(" @el ephone2", txtconph. Text.Trim());
589 crd. Par anet er s. AddW t hval ue(" @arty_snanme",
cnbparty. Sel ect edVal ue) ;
590 cnd. Par anet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text.Trin());
591 cnd. Par anet ers. AddW t hVal ue(" @nmi | 1", TxteMil 1. Text.Trim());
592 cnd. Par anet er s. AddW t hVal ue(" @nmi | 2", TxteMil 2. Text. Trim());
Sink: MemberMasterHindi.aspx.cs:590
System.Data.SqlClient.SglParameterCollection.AddWithValue()
588 crd. Par anet er s. AddW t hVal ue(" @el ephone2", txtconph. Text.Trim());
589 crd. Par anet er s. AddW t hval ue(" @arty_snanme",
cnbparty. Sel ect edVal ue) ;
590 cnd. Par anet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text.Trin());
591 cnd. Par anet ers. AddW t hVal ue(" @nmi | 1", TxteMil 1. Text.Trim());
592 cnd. Par anet er s. AddW t hVal ue(" @nmi | 2", TxteMil 2. Text. Trim());
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MemberM aster.aspx.cs, line 444 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cdSave _Click() in
MemberM aster.aspx.cs can execute a SQL statement on line 444 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.

Source: MemberMaster.aspx.cs:444 System.Web.Ul.WebControls.TextBox.get_Text()

442 cnd. Par anet ers. AddW t hVal ue("@nitial ",
txtinitial.Text.Trin());

443 cnd. Par anet ers. AddW t hVal ue(" @i r st _nanme",
txtfnane. Text. Trin());

444 cmd. Par anet er s. AddW t hVal ue(" @ ast _nang",
txtl name. Text. Trin());

445 cmd. Par amet er s. AddW t hVal ue(" @\ddr ess1",
txtl ocadd. Text. Trin());

446 cnd. Par anmet er s. AddW t hVal ue(" @ el ephonel",
txtl ocph. Text. Trin());

Sink: MemberMaster.aspx.cs:444
System.Data.SqlClient.SqglParameterCollection.AddWithValue()

442 cnd. Par anet ers. AddW t hVal ue("@nitial ",
txtinitial.Text.Trin());

443 crd. Par anet ers. AddW t hVal ue(" @i r st _name",
txt f name. Text. Trin());

444 cmd. Par amet er s. AddW t hVal ue(" @ ast _nane",
txt | nane. Text. Trin());

445 cnd. Par anet er s. AddW t hVal ue(" @\ddr ess1",
txtl ocadd. Text. Trin());

446 cnd. Par anet er s. AddW t hVal ue(" @el ephonel”,

depatment_detail .aspx.cs, line 175 (Access Control: Database)

txtlocph. Text. Trim());

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method Savebtn_Click() in
depatment_detail.aspx.cs can execute a SQL statement on line 175 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.

Source: depatment_detail.aspx.cs:175
System.Web.Ul.WebControls.TextBox.get_Text()

173 cmd = new Sgl Command( " depart ment I nsert", conn);

174 crmd. CommandType = ConmmandType. St or edPr ocedur g;

175 crd. Par anet er s. AddW t hVal ue(" @ep_nanme", depl. Text);

176 crd. Par anet er s. AddW t hval ue(" @dep_nanme", hdepl. Text);

177 crd. Par amet ers. AddW t hVal ue("@mstry_code", minstry_id);

Sink: depatment_detail.aspx.cs:175
System.Data.SqlClient.SglParameterCollection.AddWithValue()

173 cmd = new Sgl Command( " depart ment I nsert”, conn);

174 cmd. CommandType = ConmmandType. St or edPr ocedur e;

175 cmd. Par anet er s. AddW t hVal ue(” @ep_nanme", depl. Text);

176 cmd. Par anet er s. AddW t hVal ue( " @dep_nanme", hdepl. Text);

177 cmd. Par anet er s. AddW t hVal ue(" @mstry_code", minstry_id);

MestingAttendance.aspx.cs, line 449 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method excuteY esquery() in
M eetingAttendance.aspx.cs can execute a SQL statement on line 449 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.

Source: MeetingAttendance.aspx.cs:449
System.Web.Ul.WebControls.TextBox.get_Text()
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447 cmd. Par anmet er s. AddW t hVal ue( " @onmi t t eeType", rdoConmitteeType. Sel ect edVal ue);

448 cmd. Par amet ers. AddWt hVal ue("@itle", cnbtitle. Text);

449 cmd. Par anet er s. AddW t hVal ue( " @lat eof meet ", txtdatel. Text);

450 cmd. Par anet er s. AddW t hVal ue( " @lat eof meet 2", txt date2. Text);

451 cmd. Par anet ers. AddW t hVal ue(" @i meof meet ", txttime. Text);

Sink: MeetingAttendance.aspx.cs:449 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

447 cnd. Par anet er s. AddW t hVal ue(" @onmi tt eeType", rdoConmitteeType. Sel ect edVal ue);

448 cnd. Par anet ers. AddWthVal ue("@itle", cnbtitle. Text);

449 cnd. Par anet er s. AddW t hVal ue( " @lat eof meet ”, txtdatel. Text);

450 cmd. Par anet er s. AddW t hVal ue( " @lat eof neet 2", txt dat e2. Text);

451 cnd. Par anet ers. AddW t hVal ue(" @i meof meet ", txttime. Text);

CommitteeMaster.aspx.cs, line 190 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cdSave _Click() in

CommitteeM aster.aspx.cs can execute a SQL statement on line 190 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: CommitteeMaster.aspx.cs:190
System.Web.Ul.WebControls.TextBox.get_Text()

188 cnd. Par amet er s. AddW t hVal ue(" @i d", Sql DbType.Int). Val ue =
Vi ewSt at e[ " Key"] ;

189 crd. Par anet er s. AddW t hVal ue(" @nane”, Sql DbType. Var Char) . Val ue =
t xt ConmNane. Text . Tri n() ;

190 cmd. Par anet er s. AddW t hVal ue(" @knanme”, Sql DbType. Var Char). Val ue =
t xt HConmNane. Text . Tri n() ;

191 con. Qpen();

192 i = cmd. Execut eNonQuery();

Sink: CommitteeMaster.aspx.cs:190
System.Data.Common.DbParameter.set_Value()

188 cnd. Par anet ers. AddW t hVal ue(" @i d", Sql DbType. Int). Val ue =
Vi ewSt at e[ "Key" ] ;

189 cmd. Par anmet er s. AddW t hVal ue(" @nane", Sql DbType. Var Char) . Val ue =
t xt ConmNane. Text . Tri n() ;

190 cmd. Par anet er s. AddW t hVal ue(" @kcnanme”, Sql DbType. Var Char) . Val ue =
t xt HCommNane. Text . Tri n() ;

191 con. Qpen();

192 i = cmd. Execut eNonQuery();

MemberMaster.aspx.cs, line 492 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cmdSave_Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 492 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.
Source: MemberMaster.aspx.cs:492 System.Web.Ul.WebControls. TextBox.get_Text()
490 cmd. Par anet er s. AddW t hVal ue(" @_MP_STATE_CCDE",
cnbSt at e. Sel ect edVal ue. Trin());
491 cnd. Par anet er s. AddW t hVal ue(" @t at e_nane",
cnbSt at e. Sel ectedltem Text. Trim());
492 cmd. Par anet er s. AddW t hVal ue(" @mwbi | e2",
Txt Mobi | e2. Text . Tri n());
493 cnd. Par anet er s. AddW t hval ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());
494 cnd. Par anet er s. AddW t hVal ue( " @mbi | e4",
Txt Mobi | e4. Text . Trin());
Sink: MemberMaster.aspx.cs:492 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()
490 cnd. Par anet er s. AddW t hVal ue(" @ _MP_STATE CCDE",
cnbSt at e. Sel ect edVal ue. Trim());
491 cmd. Par anet er s. AddW t hVal ue(" @t at e_nane",

cmbState. Sel ectedltem Text. Trim());
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492 cmd. Par anet er s. AddW t hVal ue(" @mbi | e2",
Txt Mobi | e2. Text . Tri n());
493 cnd. Par anet er s. AddW t hval ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());
494 cnd. Par anet er s. AddW t hVal ue( " @mbi | e4",

Txt Mobi | e4. Text . Trin());

MemberMasterHindi.aspx.cs, line 584 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 584 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:584
System.Web.Ul.WebControls.TextBox.get_Text()
582 cmd. Par anet ers. AddWthVal ue("@nitial _h", txtinitial.Text.Trin());
583 cmd. Par anet er s. AddW t hVal ue(" @i r st _name_h",
txt f name. Text. Trin());
584 cmd. Par anet ers. AddW t hVal ue(" @ ast _nanme_h", txtl name. Text.Trim());
585 cnd. Par anet er s. AddW t hVal ue(" @1_Address1", txtlocadd. Text.Trim());
586 cnd. Par anet er s. AddW t hVal ue(" @el ephonel”, txtl ocph. Text.Trim());
Sink: MemberMasterHindi.aspx.cs:584 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()
582 cmd. Par anet ers. AddWthVal ue("@nitial _h", txtinitial.Text.Trin());
583 crd. Par anet er s. AddW t hVal ue(" @i r st _name_h",
txt f name. Text. Trin());
584 cmd. Par anet ers. AddW t hVal ue(" @ ast _nanme_h", txtl name. Text.Trim());
585 cnd. Par anet er s. AddW t hVal ue(" @1_Address1", txtlocadd. Text.Trim());
586 cnd. Par anet er s. AddW t hVal ue(" @el ephonel”, txtl ocph. Text.Trim());
MemberMasterHindi.aspx.cs, line 588 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 588 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:588
System.Web.Ul.WebControls.TextBox.get_Text()
586 crd. Par anet er s. AddW t hVal ue(" @el ephonel”, txtl ocph. Text.Trim());
587 crd. Par anet er s. AddW t hVal ue(" @1_Addr ess2", txtconadd. Text.Trim());
588 crd. Par anet er s. AddW t hVal ue(" @el ephone2", txtconph. Text.Trim());
589 crd. Par anet er s. AddW t hval ue(" @arty_snanme",
cnbparty. Sel ect edVal ue) ;
590 cnd. Par anet er s. AddW t hVal ue(" @mbi | e", TxtMbbile. Text.Trinm());
Sink: MemberMasterHindi.aspx.cs:588 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()
586 crd. Par anet er s. AddW t hVal ue(" @el ephonel”, txtl ocph. Text.Trim());
587 crd. Par anet er s. AddW t hVal ue(" @1_Addr ess2", txtconadd. Text.Trim());
588 crd. Par anet er s. AddW t hVal ue(" @el ephone2", txtconph. Text.Trim());
589 crd. Par anet er s. AddW t hval ue(" @arty_snanme",
cnbparty. Sel ect edVal ue) ;
590 cnd. Par anet er s. AddW t hVal ue(" @mbi | e", TxtMbbile. Text.Trinm());
MestingAttendance.aspx.cs, line 466 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method excuteNoquery() in

M eetingAttendance.aspx.cs can execute a SQL statement on line 466 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.
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Source: MeetingAttendance.aspx.cs:466
System.Web.Ul.WebControls.TextBox.get_Text()

464 cnd. Par anet er s. AddW t hVal ue(" @onmi tt eeType", rdoConmitteeType. Sel ect edVal ue);

465 cnd. Par anet ers. AddWthVal ue("@itle", cnbtitle. Text);

466 cnd. Par anet er s. AddW t hVal ue( " @lat eof meet ”, txtdatel. Text);

467 cmd. Par anet er s. AddW t hVal ue( " @lat eof neet 2", txt dat e2. Text);

468 cnd. Par anet ers. AddW t hVal ue(" @i meof meet ", txttime. Text);

Sink: MeetingAttendance.aspx.cs:466 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

464 crd. Par anet er s. AddW t hVal ue(" @onmi tt eeType", rdoConmitteeType. Sel ect edVal ue);

465 crd. Paramet ers. AddWt hVal ue("@ritle", cnbtitle. Text);

466 cmd. Par anet er s. AddW t hVal ue(" @lat eof neet ", txtdatel. Text);

467 crd. Par anet er s. AddW t hVal ue(" @lat eof neet 2", txt dat e2. Text);

468 crd. Par anet ers. AddWt hVal ue(" @i meof meet ", txttime. Text);

MemberMaster.aspx.cs, line 381 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cmdSave _Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 381 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.
Source: MemberMaster.aspx.cs:381 System.Web.Ul.WebControls. TextBox.get_Text()
379 cnd. Par anet er s. AddW t hVal ue(" @mbi | e",
Txt Mobile. Text. Trin());
380 cnd. Par amet er s. AddW t hVal ue(" @nmai | 1",
TxteMil 1. Text. Trin());
381 cmd. Par anet er s. AddW t hVal ue(" @nmi | 2",
TxteMni | 2. Text . Trin());
382 crd. Par anet er s. AddW t hVal ue(" @P_CURRENT", 1);
383 cnd. Par anet er s. AddW t hVal ue(" @_MP_STATE_CCDE",
cmbSt at e. Sel ect edVal ue. Trim());
Sink: MemberMaster.aspx.cs:381
System.Data.SqlClient.SglParameterCollection.AddWithValue()
379 cmd. Par anet er s. AddW t hVal ue(" @mbi | e",
Txt Mobi l e. Text . Trim());
380 cnd. Par anet ers. AddW t hVal ue(" @mai | 1",
TxteMil 1. Text. Trin());
381 cmd. Par anet er s. AddW t hVal ue(" @nmi | 2",
TxteMni | 2. Text . Trin());
382 crd. Par anet er s. AddW t hVal ue(" @P_CURRENT", 1);
383 cnd. Par anet er s. AddW t hVal ue(" @_MP_STATE_CCDE",

cmbSt at e. Sel ect edVal ue. Trim());

MemberMaster.aspx.cs, line 341 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 341 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: MemberMaster.aspx.cs:341 System.Web.Ul.WebControls. TextBox.get_Text()

339 cnd. Par anet er s. AddW t hVal ue(" @mbi | e",
Txt Mobi l e. Text . Trin());

340 cmd. Par anet er s. AddW t hVal ue(" @nmi | 1",
TxteMil 1. Text . Trin());

341 crd. Par anet er s. AddW t hval ue(" @nmi | 2",
TxteMnil 2. Text. Trin());

342 cnd. Par anet ers. AddW t hVal ue(" @ ast _I s",
Ddl HouseNo. Sel ect edVal ue. Trim());

343 cnd. Par anet er s. AddW t hVal ue( " @GSTATE_CCDE",
cmbSt at e. Sel ect edval ue. Trim());

Sink: MemberMaster.aspx.cs:341

System.Data.SqlClient.SglParameterCollection.AddWithValue()
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MemberCommittee.aspx.cs, line 575 (Access Control: Database)

cmd. Par anet er s. AddW t hVal ue(" @mbi | e",
Txt Mobi l e. Text . Trinm());

crd. Par anet ers. AddW t hval ue(" @nmi | 1",
TxteMnil 1. Text. Trin());

cnd. Par anet er s. AddW t hVal ue(" @nmi | 2",
Txt eMni | 2. Text . Trin());

cnd. Par anet er s. AddW t hVal ue(" @ ast _I s",
Ddl HouseNo. Sel ect edVal ue. Trim());

cmd. Par anet er s. AddW t hVal ue(" @TATE_CCDE",
cnbSt at e. Sel ect edVal ue. Trin());

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method CM SUpdateMemCom() in
MemberCommittee.aspx.cs can execute a SQL statement on line 575 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.

Source: MemberCommittee.aspx.cs:575
System.Web.Ul.WebControls.TextBox.get_Text()

573 cnd. Par anmet ers. Add(" @ nl d", cnbni nnane. Sel ect edVal ue) ;

574 crd. Par amet er s. Add(" @ept | d", cnbdepat . Sel ect edVal ue) ;

575 cnd. Par amet er s. Add(" @odi esNanme", txt Bodi eName. Text. Trin());

576 cnd. Par amet ers. Add(" @ adi 0", rdoConmitteeType. Sel ect edVal ue);

577 cmd. Execut eNonQuery();

Sink: MemberCommittee.aspx.cs:575
System.Data.SqlClient.SglParameterCollection.Add()

573 crd. Par anet ers. Add(" @ nl d", cnbni nnane. Sel ect edVal ue) ;

574 crd. Par anet er s. Add( " @ept | d*, cnbdepat . Sel ect edVal ue) ;

575 crd. Par anet er s. Add( " @odi esNanme”, txt Bodi eNanme. Text. Trim());

576 cnd. Par anet ers. Add(" @ adi 0", rdoConmitteeType. Sel ect edVal ue) ;

577 cmd. Execut eNonQuery();

MemberMaster.aspx.cs, line 448 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in _
MemberMaster.aspx.cs can execute a SQL statement on line 448 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.
Source: MemberMaster.aspx.cs:448 System.Web.Ul.WebControls. TextBox.get_Text()
446 cnd. Par anet er s. AddW t hVval ue(" @el ephonel”,
txtl ocph. Text. Trin());
447 cmd. Par amet er s. AddW t hVal ue(" @\ddr ess2",
t xt conadd. Text . Tri n());
448 cmd. Par anet er s. AddW t hVal ue(" @el ephone2”,
t xt conph. Text . Trin());
449 cmd. Par anet er s. AddW t hVal ue(" @arty_snane",
cnbparty. Sel ect edVal ue) ;
450 cnd. Par anet er s. AddW t hVal ue(" @arty_f name",
cnbparty. Sel ect edl t em Text) ;
Sink: MemberMaster.aspx.cs:448 _ _
System.Data.SqlClient.SqlParameterCollection.AddWithValue()
446 cnd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txt | ocph. Text. Trin());
447 cmd. Par anet er s. AddW t hVal ue( " @\ddr ess2",
t xt conadd. Text . Trin());
448 crd. Par anet er s. AddW t hval ue(" @el ephone2",
t xt conph. Text . Trin());
449 cnd. Par anet er s. AddW t hVal ue(" @arty_snanme",
cnbparty. Sel ect edVal ue) ;
450 cmd. Par anet er s. AddW t hVal ue("” @arty_f name",

crmbparty. Sel ect edl t em Text);

PartyMaster.aspx.cs, line 160 (Access Control: Database)
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Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in PartyMaster.aspx.cs

can execute a SQL statement on line 160 that contains an attacker-controlled primary
key, thereby allowing the attacker to access unauthorized records.

Source: PartyMaster.aspx.cs:160 System.Web.Ul.WebControls.TextBox.get_Text()
158 cnd. Par anet er s. AddW t hVal ue( " @GPARTY_FNAME",
Sql DbType. Var Char ) . Val ue = txtPartyName. Text. Tri m();
159 cmd. Par anet er s. AddW t hVal ue( " @GPARTY_SNAME",
Sql DbType. Var Char) . Val ue = txt Short Name. Text. Tri m() ;
160 crd. Par anet er s. AddW t hVal ue(" @PARTY_FNAME H',
Sql DbType. NVar Char) . Val ue = txt HPart yNane. Text. Tri () ;
161 cnd. Par anet er s. AddW t hVal ue( " @PARTY_SNAME H',
Sql DbType. NVar Char ) . Val ue = txt HShort Name. Text . Tri m() ;
162 cmd. Par anet er s. AddW t hVal ue(" @ SFROM', Sql DbType. Smal | I nt) . Val ue =
ddl LSFrom Sel ect edVal ue. Tri () ;
Sink: PartyMaster.aspx.cs:160 System.Data.Common.DbParameter.set_Value()
158 cmd. Par anet er s. AddW t hVal ue( " @GPARTY_FNAME",
Sql DbType. Var Char) . Val ue = txtPartyName. Text. Tri m();
159 crd. Par anet er s. AddW t hVal ue(" @GPARTY_SNAME" ,
Sql DbType. Var Char ) . Val ue = txt Short Nanme. Text. Tri nm();
160 cnd. Par anet er s. AddW t hVal ue( " @PARTY_FNAME H',
Sql DbType. NVar Char ) . Val ue = txt HPart yName. Text . Tri m() ;
161 cmd. Par anet er s. AddW t hVal ue(" @PARTY_SNAME H',
Sql DbType. NVar Char) . Val ue = t xt HShort Name. Text . Tri m() ;
162 crd. Par anet ers. AddW t hVal ue(" @ SFROM', Sql DbType. Smal | I nt) . Val ue =

ddl LSFrom Sel ect edVal ue. Tri () ;

MemberMasterHindi.aspx.cs, line 487 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in

MemberMasterHindi.aspx.cs can execute a SQL statement on line 487 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:487
System.Web.Ul.WebControls.TextBox.get_Text()

485 cnd. Par anmet er s. AddW t hVal ue(" @GCONST_CCDE",
cmbConst . Sel ect edVal ue. Trin());

486 crd. Par anet er s. AddW t hVal ue(" @onst _nanme_h",
cnbConst . Sel ectedltem Text. Trin());

487 cmd. Par anet er s. AddW t hVal ue( " @mbi | e2",
Txt Mobi | e2. Text . Trin());

488 cnd. Par anet er s. AddW t hVal ue(" @mbi | e3",
Txt Mobi | e3. Text. Trin());

489 crd. Par anet er s. AddW t hVal ue( " @mbi | e4",
Txt Mobi | e4. Text . Trin());

Sink: MemberMasterHindi.aspx.cs:487 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

485 cnd. Par anet er s. AddW t hVal ue( " @XONST_CCDE",
cnbConst . Sel ect edVal ue. Trim());

486 crd. Par anet er s. AddW t hVal ue(" @onst _name_h",
cmbConst . Sel ectedltem Text. Trim());

487 cnd. Par anet er s. AddW t hVal ue(" @mbi | e2",
Txt Mobi | e2. Text . Trin());

488 cmd. Par anet er s. AddW t hVal ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());

489 crd. Par anet er s. AddW t hVal ue(" @mbi | e4",

Txt Mobi | e4. Text. Trim());

Login.aspx.cs, line 152 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method submit_Click() in Login.aspx.cs can

execute a SQL statement on line 152 that contains an attacker-controlled primary key,
thereby allowing the attacker to access unauthorized records.
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Source: Login.aspx.cs:141 System.Web.Ul.WebControls.TextBox.get_Text()

139 string pass = String. Enpty;

140 string pageone = String. Enpty;

141 string uname = UserNane. Text. ToString().Trin();

142 Sessi on[ "unanme"] = unane;

143 //1Get Wype

Sink: Login.aspx.cs:152
System.Data.SqlClient.SglParameterCollection.AddWithValue()

150 cmd3. CommandText = "[dbo]. [ CMB_Logi nMast er SP] “;

151 cmd3. CommandType = CommandType. St or edPr ocedur g;

152 crmd3. Par anet er s. AddW t hval ue(" @nane", unane);

153 crmd3. Paraneters. C ear();

154 Sql Dat aReader dr3 = cmd3. Execut eReader () ;

MemberMasterHindi.aspx.cs, line 513 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cmdSave _Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 513 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:513
System.Web.Ul.WebControls.TextBox.get_Text()

511 crmd. ConmandType = ConmandType. St or edPr ocedur e;

512 cmd. Par anet er s. AddW t hVal ue(" @P_CCDE", id.ToString());

513 cnd. Par anet ers. AddW t hVal ue("@W_I NI T",
txtinitial.Text.Trin());

514 cnd. Par anet er s. AddW t hVal ue(" @GIVP_FNAME" ,
txtfnane. Text. Trin());

515 crd. Par anmet er s. AddW t hVal ue( " GIVP_LNAME",
txtl name. Text. Trin());

Sink: MemberMasterHindi.aspx.cs:513 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

511 crmd. ConmandType = ConmandType. St or edPr ocedur e;

512 cmd. Par anet er s. AddW t hVal ue(" @P_CCDE", id.ToString());

513 cmd. Par anet er s. AddW t hVal ue("@W_I NI T",
txtinitial.Text.Trin());

514 crd. Par anet er s. AddW t hVal ue( " GIVP_FNAME",
txt fnane. Text. Trin());

515 cnd. Par anmet er s. AddW t hVal ue(" GIVP_LNAME" ,

txtl nane. Text. Trin());

MemberMaster.aspx.cs, line 379 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 379 that contains an
attacker-controlled primary key, thereby alowing the attacker to access unauthorized

records.
Source: MemberMaster.aspx.cs:379 System.Web.Ul.WebControls.TextBox.get_Text()
377 cnd. Par anet er s. AddW t hVal ue(" @el ephone2”,
t xt conph. Text . Trin());
378 crd. Par anet er s. AddW t hval ue(" @C_MP_PARTY_CCDE",
cnbparty. Sel ect edVal ue) ;
379 cnd. Par anet er s. AddW t hVal ue(" @mbi | e",
Txt Mobi l e. Text . Trin());
380 cmd. Par anet er s. AddW t hVal ue(" @nmi | 1",
TxteMil 1. Text. Trin());
381 crd. Par anet er s. AddW t hval ue(" @nmi | 2",
TxteMnil 2. Text. Trin());
Sink: MemberMaster.aspx.cs:379 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()
377 crd. Par anet er s. AddW t hval ue(" @el ephone2",

t xt conph. Text. Trim());
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378 cmd. Par anet er s. AddW t hVal ue(" @_MP_PARTY_CCDE",
crmbparty. Sel ect edVal ue);
379 crd. Par anet er s. AddW t hval ue(" @mbi | e",
Txt Mobi l e. Text . Trin());
380 cnd. Par anet er s. AddW t hVal ue(" @nmi | 1",
TxteMuil 1. Text . Trin());
381 cmd. Par anet er s. AddW t hVal ue(" @nmi | 2",
TxteMil 2. Text . Trin());

MeetingAttendance.aspX.cs, line 467 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method excuteNoquery() in

M eetingAttendance.aspx.cs can execute a SQL statement on line 467 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: MeetingAttendance.aspx.cs:467
System.Web.Ul.WebControls.TextBox.get_Text()

465 crd. Par anet ers. AddWthVal ue("@itle", cnbtitle.Text);

466 cmd. Par anet er s. AddW t hVal ue( " @lat eof meet ", txtdatel. Text);

467 cmd. Par anet er s. AddW t hVal ue(" @lat eof neet 2", txt dat e2. Text);

468 crd. Par anet ers. AddW t hVal ue(" @i meof meet ", txttime. Text);

469 crd. Par anet er s. AddW t hVal ue(" @i d", cnbconmi ttee. Sel ect edVal ue) ;

Sink: MeetingAttendance.aspx.cs:467 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

465 cmd. Par anet ers. AddWthVal ue("@itle", cnbtitle.Text);

466 cmd. Par anet er s. AddW t hVal ue(" @lat eof neet ", txtdatel. Text);

467 cmd. Par anmet er s. AddW t hVal ue(" @lat eof neet 2", txtdate2. Text);

468 crd. Par anet ers. AddW t hVal ue(" @i meof meet ", txttime. Text);

469 crd. Par anmet er s. AddW t hVal ue(" @i d", cmbconmi ttee. Sel ect edVal ue) ;

MemberMasterHindi.aspx.cs, line 470 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cdSave _Click() in

MemberMasterHindi.aspx.cs can execute a SQL statement on line 470 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:470
System.Web.Ul.WebControls.TextBox.get_Text()

468 crmd. CommandType = ConmmandType. St or edPr ocedur e;

469 cmd. Par anet er s. AddW t hVal ue(” @psno”, id.ToString());

470 cmd. Par anet er s. AddW t hVal ue("@ni ti al _h",
txtinitial.Text.Trin());

471 crd. Par anet ers. AddW t hVal ue(" @i r st _name_h",
txt fnanme. Text. Trin());

472 cnd. Par anet er s. AddW t hVal ue(" @ ast _nanme_h",
txt| nane. Text. Trin());

Sink: MemberMasterHindi.aspx.cs:470 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

468 cnd. CommandType = ConmandType. St or edPr ocedur e;

469 cnd. Par anet er s. AddW t hVal ue(" @psno”, id.ToString());

470 cnd. Par anet ers. AddW t hVal ue("@ni ti al _h",
txtinitial.Text. Trin());

471 crd. Par anet er s. AddW t hVal ue(" @i r st _name_h",
txtfnanme. Text. Trin());

472 crd. Par anet ers. AddW t hval ue(" @ ast _name_h",

txtl name. Text. Trin());

MemberMaster.aspx.cs, line 389 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features

=3 Page 28 of 97




Fortify Security Report FORTIFY

Abstract: Without proper access control, the method cmdSave_Click() in
MemberM aster.aspx.cs can execute a SQL statement on line 389 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.
Source: MemberMaster.aspx.cs:389 System.Web.Ul.WebControls.TextBox.get_Text()
387 cnd. Par anet er s. AddW t hval ue(" @mbi | e2",
Txt Mobi | e2. Text . Trin());
388 cnd. Par anet er s. AddW t hVal ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());
389 cmd. Par anet er s. AddW t hVal ue(" @mbi | e4",
Txt Mobi | e4. Text . Trin());
390 crd. Par anet er s. AddW t hval ue(" @P_Joi nDat e",
t xt MPJoi nDat e. Text . Trin());
391 con. Qpen();
Sink: MemberMaster.aspx.cs:389
System.Data.SqlClient.SglParameterCollection.AddWithValue()
387 cnd. Par anet er s. AddW t hval ue(" @mbi | e2",
Txt Mobi | e2. Text . Trin());
388 cnd. Par anet er s. AddW t hVal ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());
389 cmd. Par anet er s. AddW t hVal ue( " @mbi | e4",
Txt Mobi | e4. Text . Trin());
390 crd. Par anet er s. AddW t hval ue(" @P_Joi nDat e",
t xt MPJoi nDat e. Text . Trin());
391 con. Qpen();
MeetingCommittee.aspx.cs, line 283 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method InsertSchedul&() in

M eetingCommittee.aspx.cs can execute a SQL statement on line 283 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: MeetingCommittee.aspx.cs:283
System.Web.Ul.WebControls.TextBox.get_Text()

281 cmd. Par anmet er s. Add(" @ubj ect", txt purpose. Text);

282 cnd. Par anet er s. Add(" @enue", txtvenue. Text);

283 cmd. Par anet ers. Add(" @ emar ks", txtremarks. Text);

284 cnd. Par amet er s. Add(" @ypeO Conmi tt ee", rdoConmitteeType. Sel ect edVal ue);

285 crd. Paramet ers. Add(" @i | eNo", TxtFileNo. Text.Trim());

Sink: MeetingCommittee.aspx.cs:283 .
System.Data.SqlClient.SglParameterCollection.Add()

281 cnd. Par anet er s. Add( " @ubj ect”, txt purpose. Text);

282 crd. Par anet er s. Add( " @enue”, txtvenue. Text);

283 crd. Par anet ers. Add(" @ emar ks", txtremarks. Text);

284 cnd. Par anet er s. Add(" @ypeOf Conmi tt ee”, rdoConmitteeType. Sel ect edVal ue);

285 crd. Par anet ers. Add(" @i | eNo", TxtFileNo. Text.Trim());

MemberMaster.aspx.cs, line 458 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cmdSave_Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 458 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.
Source: MemberMaster.aspx.cs:458 System.Web.Ul.WebControls. TextBox.get_Text()
456 crd. Par anet er s. AddW t hVal ue(" @GCONST_CCDE",
cnbConst . Sel ect edVal ue. Trin());
457 cnd. Par anet er s. AddW t hVal ue( " @GCONST_NAME",
cnbConst . Sel ectedltem Text. Trim());
458 cmd. Par anet er s. AddW t hVal ue(" @mwbi | e2",
Txt Mobi | e2. Text . Tri n());
459 cnd. Par anet er s. AddW t hval ue(" @mbi | e3",

Txt Mobi | €3. Text. Trin());
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460 cmd. Par anet er s. AddW t hVal ue(" @mbi | e4",
Txt Mobi | e4. Text . Trin());

Sink: MemberMaster.aspx.cs:458
System.Data.SqlClient.SglParameterCollection.AddWithValue()

456 cnd. Par anet er s. AddW t hVal ue( " @CONST_CCDE",
crmbConst . Sel ect edVal ue. Trim());

457 crd. Par anet er s. AddW t hVal ue( " GCONST_NAME" ,
cnbConst . Sel ectedl tem Text. Trin());

458 cnd. Par anet er s. AddW t hVal ue( " @mbi | e2",
Txt Mobi | e2. Text . Trin());

459 cmd. Par anet er s. AddW t hVal ue(" @mbi | e3",
Txt Mobi | e3. Text. Trin());

460 cnd. Par anet er s. AddW t hval ue(" @mbi | e4",
Txt Mobi | e4. Text . Trin());

MemberMasterHindi.aspx.cs, line 591 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave _Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 591 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:591
System.Web.Ul.WebControls.TextBox.get_Text()

589 cnd. Par anet ers. AddW t hVal ue(" @arty_snane",
cmbparty. Sel ect edVal ue) ;
590 cmd. Par anmet er s. AddW t hVal ue("” @mbi | e", TxtMbile. Text.Trin());
591 cmd. Par anet er s. AddW t hVal ue(" @nmmi | 1", TxteMil 1. Text.Trin());
592 cmd. Par anet er s. AddW t hVal ue(" @nmmi | 2", TxteMil 2. Text. Trin());
593 crd. Par anet er s. AddW t hVal ue(" @GTATE_CCDE",
cnbSt at e. Sel ect edVal ue. Trim());
Sink: MemberMasterHindi.aspx.cs:591
System.Data.SqlClient.SglParameterCollection.AddWithValue()
589 cmd. Par anet er s. AddW t hVal ue(" @arty_snanme",
cnbparty. Sel ect edVal ue) ;
590 cnd. Par anet er s. AddW t hVal ue("” @mbi | e", TxtMbile. Text.Trim());
591 cnd. Par anet ers. AddW t hVal ue(" @nmi | 1", TxteMil 1. Text.Trim());
592 cnd. Par anet ers. AddW t hVal ue(" @nmi | 2", TxteMil 2. Text.Trim());
593 md. Par anet er s. AddW t hVal ue(" @TATE_CCDE",

c
cmbSt at e. Sel ect edVal ue. Trim());

MemberMasterHindi.aspx.cs, line 479 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 479 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:479
System.Web.Ul.WebControls.TextBox.get_Text()
477 cnd. Par anet er s. AddW t hVal ue(" @arty_snanme",
cnbparty. Sel ect edVal ue) ;
478 cnd. Par anet er s. AddW t hVal ue( " @PARTY_FNAME H',
crmbparty. Sel ect edl t em Text);
479 crd. Par anet ers. AddW t hVal ue(" @mbi | e", TxtMbile. Text.Trim());
480 crd. Par anet ers. AddW t hVal ue(" @nmai | 1", TxteMil 1. Text.Trim());
481 cmd. Par anet ers. AddW t hVal ue(" @nai | 2", TxteMil 2. Text. Trin());
Sink: MemberMasterHindi.aspx.cs:479
System.Data.SqlClient.SglParameterCollection.AddWithValue()
477 cmd. Par anet er s. AddW t hVal ue(" @arty_sname",
crmbparty. Sel ect edVal ue) ;
478 crd. Par anet er s. AddW t hVal ue(" @PARTY_FNAME H',
cnbparty. Sel ect edl t em Text);
479 cnd. Par anet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text.Trinm());
480 cnd. Par anet ers. AddW t hVal ue(" @nmi | 1", TxteMil 1. Text.Trinm());
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481 cmd. Par anet er s. AddW t hVal ue(" @nmai | 2", TxteMil 2. Text. Trim());
MemberMasterHindi.aspx.cs, line 480 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 480 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:480
System.Web.Ul.WebControls.TextBox.get_Text()
478 cmd. Par anet er s. AddW t hVal ue(" @PARTY_FNAME_H',
cnbparty. Sel ect edl t em Text) ;
479 cnd. Par anet er s. AddW t hVal ue("” @mbi | e", TxtMbile. Text.Trim());
480 crd. Par anet ers. AddW t hVal ue(" @nmai | 1", TxteMil 1. Text.Trinm());
481 cnd. Par anet ers. AddW t hVal ue(" @nmai | 2", TxteMil 2. Text.Trim());
482 cnd. Par anet ers. AddW t hVal ue(" @ ast _I s",
Ddl HouseNo. Sel ect edVal ue. Trim());
Sink: MemberMasterHindi.aspx.cs:480
System.Data.SqlClient.SglParameterCollection.AddWithValue()
478 cnd. Par anet er s. AddW t hVal ue( " @PARTY_FNAME H',
cnbparty. Sel ect edlt em Text);
479 cnd. Par amet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text. Trim());
480 crd. Par amet ers. AddW t hVal ue("@nmai | 1", TxteMil 1. Text.Trim());
481 crd. Par amet ers. AddW t hVal ue(" @nmai | 2", TxteMil 2. Text. Trim());
482 cnd. Par anet ers. AddW t hVal ue(" @ ast _I s",

Ddl HouseNo. Sel ect edVal ue. Trin());

PartyMaster.aspx.cs, line 195 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in PartyMaster.aspx.cs

can execute a SQL statement on line 195 that contains an attacker-controlled primary
key, thereby allowing the attacker to access unauthorized records.

Source: PartyMaster.aspx.cs:195 System.Web.Ul.WebControls.TextBox.get_Text()
193 cmd. Par anet er s. AddW t hVal ue( " @GPARTY_FNAME",
Sql DbType. Var Char) . Val ue = txtPartyName. Text. Tri m();
194 crd. Par anet er s. AddW t hVal ue(" @GPARTY_SNAME" ,
Sql DbType. Var Char ) . Val ue = txt Short Nanme. Text. Tri nm();
195 cnd. Par anet er s. AddW t hVal ue( " @PARTY_FNAME H',
Sql DbType. NVar Char ) . Val ue = txt HPart yName. Text . Tri m() ;
196 cmd. Par anet er s. AddW t hVal ue(" @PARTY_SNAME H',
Sql DbType. NVar Char) . Val ue = t xt HShort Name. Text . Tri m() ;
197 crd. Par anmet er s. AddW t hVal ue(" @ EADER', Sqgl DbType. Var Char) . Val ue =
t xt Leader . Text. Tri n();
Sink: PartyMaster.aspx.cs:195 System.Data.Common.DbParameter.set_Value()
193 crd. Par anet er s. AddW t hVal ue(" @GPARTY_FNAME" ,
Sql DbType. Var Char) . Val ue = txtPartyNanme. Text. Trinm();
194 cnd. Par anet er s. AddW t hVal ue( " @GPARTY_SNAME",
Sql DbType. Var Char ) . Val ue = txt Short Name. Text. Tri m();
195 cmd. Par anet er s. AddW t hVal ue( " @PARTY_FNAME H',
Sql DbType. NVar Char) . Val ue = txt HPart yName. Text . Tri m() ;
196 crd. Par anet er s. AddW t hVal ue(" @GPARTY_SNAME H',
Sql DbType. NVar Char ) . Val ue = txt HShort Nanme. Text. Tri () ;
197 cnd. Par anet er s. AddW t hVal ue(" @ EADER', Sql DbType. Var Char) . Val ue =

t xt Leader . Text . Tri n();

Ministry_details.aspx.cs, line 152 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method Savebtn_Click() in

Ministry _details.aspx.cs can execute a SQL statement on line 152 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.
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Source: Ministry_details.aspx.cs:152
System.Web.Ul.WebControls.TextBox.get_Text()

150 cnd. CommandType = ConmandType. St or edPr ocedur e;

151 cnd. Par anet er s. AddW t hVal ue(" @i n_code", Sql DbType. SmallInt). Val ue =
r;

152 cmd. Par anet er s. AddW t hVal ue(" @i n_nanme", Sql DbType. Var Char). Val ue =
mntxt1. Text. Trinm();

153 crd. Par anmet er s. AddW t hVal ue(" @i n_name_h", Sqgl DbType. Var Char). Val ue =
hmi ntxt 1. Text. Tri () ;

154 cnd. Par anet er s. AddW t hVal ue(" @i n_ab", Sql DbType. Var Char) . Val ue =
Shortmi ntxt1. Text. Trim();

Sink: Ministry details.aspx.cs:152 System.Data.Common.DbParameter.set_Value()

150 cnd. CommandType = ConmandType. St or edPr ocedur e;

151 cnd. Par anet er s. AddW t hVal ue(" @i n_code", Sql DbType. SmallInt). Val ue =
r;

152 cmd. Par anet er s. AddW t hVal ue(" @i n_nanme", Sql DbType. Var Char). Val ue =
mntxt1. Text. Trinm();

153 crd. Par anmet er s. AddW t hVal ue(" @i n_name_h", Sqgl DbType. Var Char). Val ue =
hmi ntxt 1. Text. Tri () ;

154 cnd. Par anet er s. AddW t hVal ue(" @i n_ab", Sql DbType. Var Char) . Val ue =

Shortmi ntxt1. Text. Trim();

MemberMasterHindi.aspx.cs, line 621 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 621 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:621
System.Web.Ul.WebControls.TextBox.get_Text()
619 crd. Par anmet er s. AddW t hVal ue(" @HW_LNAME", txtl name. Text.Trin());
620 cmd. Par anet er s. AddW t hVal ue(" @4C_LADDRESS",
txt| ocadd. Text. Trin());
621 cnd. Par anet er s. AddW t hVal ue(" @el ephonel”, txtl ocph. Text.Trin());
622 cid. Par anet er s. AddW t hVal ue(" @iC_PADDRESS",
t xt conadd. Text . Trin());
623 cnd. Par anmet er s. AddW t hVal ue(" @ el ephone2", txtconph. Text.Trim());
Sink: MemberMasterHindi.aspx.cs:621
System.Data.SqlClient.SglParameterCollection.AddWithValue()
619 crd. Par anet er s. AddW t hVal ue(" @IVW_LNAME', txtl name. Text.Trim());
620 cnd. Par anet er s. AddW t hVal ue(" @C_LADDRESS",
txtl ocadd. Text. Trin());
621 cnd. Par amet er s. AddW t hVal ue(" @ el ephonel”, txtl ocph. Text.Trim());
622 cnd. Par anet er s. AddW t hVal ue(" @iC_PADDRESS",
t xt conadd. Text . Trin());
623 crd. Par anet er s. AddW t hVal ue(" @el ephone2", txtconph. Text.Trin());
MemberMaster.aspx.cs, line 459 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave _Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 459 that contains an
attacker-controlled primary key, thereby alowing the attacker to access unauthorized

records.

Source: MemberMaster.aspx.cs:459 System.Web.Ul.WebControls.TextBox.get_Text()

457 cmd. Par anet er s. AddW t hVal ue( " GCONST_NAME",
crmbConst . Sel ectedltem Text. Trim());

458 cnd. Par anet er s. AddW t hval ue(" @mbi | e2",
Txt Mobi | e2. Text . Trin());

459 cnd. Par anet er s. AddW t hVal ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());

460 cmd. Par anet er s. AddW t hVal ue(" @mbi | e4",
Txt Mobi | e4. Text . Trin());

461 crd. Par anet er s. AddW t hval ue(" @t at us",

rdobt nSt at us. Sel ect edVal ue. Trin());
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Sink: MemberMaster.aspx.cs:459 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

457 cnd. Par anet er s. AddW t hVal ue( " @GCONST_NAME",
cnbConst . Sel ectedltem Text. Trim());

458 cmd. Par anet er s. AddW t hVal ue(" @mbi | e2",
Txt Mobi | e2. Text. Trin());

459 crd. Par anet er s. AddW t hval ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());

460 cnd. Par anet er s. AddW t hVal ue( " @mbi | e4",
Txt Mobi | e4. Text . Trin());

461 cmd. Par anet er s. AddW t hVal ue(" @t at us”,
rdobt nSt at us. Sel ect edVal ue. Trin());

MemberMasterHindi.aspx.cs, line 489 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave _Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 489 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:489
System.Web.Ul.WebControls.TextBox.get_Text()
487 cnd. Par anet er s. AddW t hVal ue(" @mbi | e2",
Txt Mobi | e2. Text. Trin());
488 cnd. Par anet er s. AddW t hVal ue(" @mbi | e3",
Txt Mobi | e3. Text. Trin());
489 cmd. Par anet er s. AddW t hVal ue(" @mwbi | e4",
Txt Mobi | e4. Text . Trin());
490 cnd. Par anet er s. AddW t hVal ue(" @P_Joi nDat e",
t xt MPJoi nDat e. Text . Tri n());
Sink: MemberMasterHindi.aspx.cs:489
System.Data.SqlClient.SqlParameterCollection.AddWithValue()
487 cmd. Par anet er s. AddW t hVal ue(" @mwbi | e2",
Txt Mobi | e2. Text . Trin());
488 cnd. Par anet er s. AddW t hVal ue(" @mbi | e3",
Txt Mobi | e3. Text. Trin());
489 cmd. Par anet er s. AddW t hVal ue(" @mwbi | e4",
Txt Mobi | e4. Text . Trin());
490 cnd. Par anet er s. AddW t hVal ue(" @P_Joi nDat e",

t xt MPJoi nDate. Text. Trim());

MemberCommittee.aspx.cs, line 506 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method UpdateDesignation() in

MemberCommittee.aspx.cs can execute a SQL statement on line 506 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.
Source: MemberCommittee.aspx.cs:506
System.Web.Ul.WebControls.TextBox.get_Text()
504 cnd. Par anet er s. AddW t hVal ue( " @esi gnati onText", DesignationText);
505 cnd. Par anet er s. AddW t hVal ue(" @pcode"”,
Convert. Tol nt 32( cnbnp. Sel ect edVal ue) ) ;
506 cmd. Par anmet er s. AddW t hVal ue(” @esi gnati on", txtDesg.Text.Trim());
507 cmd. Execut eNonQuery();
508 cmd. Di spose();
Sink: MemberCommittee.aspx.cs:506
System.Data.SqlClient.SglParameterCollection.AddWithValue()
504 cnd. Par anet er s. AddW t hVal ue( " @esi gnati onText", DesignationText);
505 cnd. Par anet er s. AddW t hVal ue(" @pcode"”,
Convert. Tol nt 32( cnbnp. Sel ect edVal ue) ) ;
506 cmd. Par anmet er s. AddW t hVal ue(” @esi gnati on", txtDesg.Text.Trim());
507 cmd. Execut eNonQuery();
508 cmd. Di spose();
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MemberMasterHindi.aspx.cs, line 622 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in

MemberMasterHindi.aspx.cs can execute a SQL statement on line 622 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:622
System.Web.Ul.WebControls.TextBox.get_Text()

620 cmd. Par anet er s. AddW t hVal ue(" @C_LADDRESS",
txtl ocadd. Text. Trin());
621 cnd. Par anmet er s. AddW t hVal ue(" @ el ephonel”, txtl ocph. Text.Trim());
622 cnd. Par anet er s. AddW t hVal ue(" @iC_PADDRESS",
t xt conadd. Text . Trin());
623 crd. Par anet er s. AddW t hVal ue(" @el ephone2", txtconph. Text.Trin());
624 cmd. Par anet er s. AddW t hVal ue(" @ _MP_PARTY_CCDE",
cnbparty. Sel ect edVal ue) ;
Sink: MemberMasterHindi.aspx.cs:622
System.Data.SqlClient.SglParameterCollection.AddWithValue()
620 cmd. Par anet er s. AddW t hVal ue(" @1C_LADDRESS",
txtl ocadd. Text. Trin());
621 crd. Par anet er s. AddW t hVal ue(" @el ephonel”, txtl ocph. Text.Trim());
622 md. Par anet er s. AddW t hVal ue(" @iC_PADDRESS",

c
txt conadd. Text. Trin());
623 cmd. Par amet er s. AddW t hVal ue(" @el ephone2", txtconph. Text.Trin());

cmd. Par anet er s. AddW t hVal ue(" @_MP_PARTY_CCDE",
cmbparty. Sel ect edVal ue) ;

624

MemberMasterHindi.aspx.cs, line 532 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in

MemberMasterHindi.aspx.cs can execute a SQL statement on line 532 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:532
System.Web.Ul.WebControls.TextBox.get_Text()

530 cmd. Par anet er s. AddW t hVal ue(" @mbi | e3",
Txt Mobi | €3. Text . Trin());

531 cnd. Par anet er s. AddW t hval ue(" @mbi | e4",
Txt Mobi | e4. Text . Trin());

532 cmd. Par anet er s. AddW t hVal ue(" @P_Joi nDat e",
t xt MPJoi nDat e. Text . Tri n());

533 con. Qpen();

534 i = cmd. Execut eNonQuery();

Sink: MemberMasterHindi.aspx.cs:532
System.Data.SqlClient.SqlParameterCollection.AddWithValue()

530 cnd. Par anet er s. AddW t hVal ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());

531 cmd. Par anet er s. AddW t hVal ue(" @mbi | e4",
Txt Mobi | e4. Text . Trin());

532 crd. Par anet er s. AddW t hval ue(" @P_Joi nDat e",
t xt MPJoi nDat e. Text . Trin());

533 con. Qpen();

534 i = cmd. Execut eNonQuery();

Ministry_details.aspx.cs, line 116 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method Savebtn_Click() in

Ministry_details.aspx.cs can execute a SQL statement on line 116 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.
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Source: Ministry_details.aspx.cs:116
System.Web.Ul.WebControls.TextBox.get_Text()

114 cmd = new Sqgl Command( "M ni stryUpdat el", conn);

115 cnd. CommandType = ConmandType. St or edPr ocedur e;

116 cnd. Par anet er s. AddW t hVal ue(" @i n_nanme", Sql DbType. Var Char). Val ue =
mntxt2. Text. Trim();

117 cmd. Par anet er s. AddW t hVal ue(" @i n_name_h", Sql DbType. Var Char) . Val ue =
hmi ntxt 2. Text. Tri m();

118 crd. Par anmet er s. AddW t hVal ue(" @i n_ab", Sqgl DbType. Var Char) . Val ue =
Shortmi ntxt2. Text. Trim();

Sink: Ministry _details.aspx.cs:116 System.Data.Common.DbParameter.set_Value()

114 cmd = new Sql Command(" M ni st ryUpdat el", conn);

115 crmd. CommandType = ConmmandType. St or edPr ocedur €;

116 crd. Par anet er s. AddW t hVal ue(" @i n_name", Sql DbType. Var Char). Val ue =
mntxt2. Text. Trin();

117 cnd. Par anet er s. AddW t hVal ue(" @i n_nanme_h", Sql DbType. Var Char). Val ue =
hmi ntxt 2. Text. Trim();

118 cmd. Par anet er s. AddW t hVal ue(" @i n_ab", Sql DbType. Var Char) . Val ue =

Short mi nt xt 2. Text . Tri m();

MemberMasterHindi.aspx.cs, line 620 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in

MemberMasterHindi.aspx.cs can execute a SQL statement on line 620 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:620
System.Web.Ul.WebControls.TextBox.get_Text()
618 crd. Par anet er s. AddW t hVal ue(" @IVW_FNAME', txtfname. Text.Trim());
619 crd. Par anet er s. AddW t hVal ue(" @IVW_LNAME", txtl name. Text.Trim());
620 cmd. Par anet er s. AddW t hVal ue(" @4C_LADDRESS",
txtl ocadd. Text. Trin());
621 cnd. Par anmet er s. AddW t hVal ue(" @ el ephonel”, txtl ocph. Text.Trim());
622 cnd. Par anet er s. AddW t hVal ue(" @iC_PADDRESS",
t xt conadd. Text . Trin());
Sink: MemberMasterHindi.aspx.cs:620
System.Data.SqlClient.SqglParameterCollection.AddWithValue()
618 cnd. Par anmet er s. AddW t hVal ue(" @IW_FNAME", txtfname. Text.Trim());
619 crd. Par amet er s. AddW t hVal ue(" @IW_LNAME", txtl name. Text.Trim());
620 cnd. Par anet er s. AddW t hVal ue(" @C_LADDRESS",
txtl ocadd. Text. Trin());
621 crd. Par anet er s. AddW t hVal ue(" @el ephonel”, txtlocph. Text.Trin());
622 cmd. Par anet er s. AddW t hVal ue(" @C_PADDRESS",

t xt conadd. Text . Trin());

MeetingCommittee.aspx.cs, line 314 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method UpdateSchedule() in

M eetingCommittee.aspx.cs can execute a SQL statement on line 314 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.
Source: MeetingCommittee.aspx.cs:314
System.Web.Ul.WebControls.TextBox.get_Text()
312 crmd. CommandType = ConmmandType. St or edPr ocedur g;
313
314 crmd. Paranmeters. Add("@itle", txttitle.Text);
315 crd. Par anet er s. Add(" @lat eof meet ", txtdatel. Text);
316 crd. Par anet er s. Add(" @lat eof meet 2", txt date2. Text);
Sink: MeetingCommittee.aspx.cs:314
System.Data.SqlClient.SglParameterCollection.Add()
312 cmd. CommandType = ConmmandType. St or edPr ocedur €;
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313

314 crmd. Paraneters. Add("@itle", txttitle.Text);

315 cmd. Par anet er s. Add( " @lat eof meet ", txtdatel. Text);
316 cmd. Par anet er s. Add( " @lat eof meet 2", txt date2. Text);
MemberMasterHindi.aspx.cs, line 514 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features

Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 514 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:514
System.Web.Ul.WebControls.TextBox.get_Text()

512 cmd. Par anet er s. AddW t hVal ue(" @P_CCDE", id.ToString());

513 crd. Par anet er s. AddW t hVal ue("@W_I NI T",
txtinitial.Text.Trin());

514 cnd. Par anet er s. AddW t hVal ue( " GIVP_FNAME",
txt fnane. Text. Trin());

515 cnd. Par anmet er s. AddW t hVal ue(" GIVP_LNAME" ,
txtl nane. Text. Trin());

516 cmd. Par anet er s. AddW t hVal ue(" @4C_LADDRESS",
txtl ocadd. Text. Trin());

Sink: MemberMasterHindi.aspx.cs:514 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

512 cmd. Par anet er s. AddW t hVal ue(" @P_CCDE", id.ToString());

513 crd. Par anet er s. AddW t hVal ue("@W_I NI T",
txtinitial.Text.Trin());

514 cnd. Par anet er s. AddW t hVal ue( " GIVP_FNAME",
txt fnane. Text. Trin());

515 cnd. Par anmet er s. AddW t hVal ue(" GIVP_LNAME" ,
txtl nane. Text. Trin());

516 cmd. Par anet er s. AddW t hVal ue(" @4C_LADDRESS",

txtl ocadd. Text. Trin());

depatment_detail .aspx.cs, line 144 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method Savebtn_Click() in

depatment_detail.aspx.cs can execute a SQL statement on line 144 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: depatment_detail.aspx.cs:144
System.Web.Ul.WebControls.TextBox.get_Text()

142 cmd = new Sgl Command( " depart ment Updat e", conn);

143 crmd. CommandType = ConmmandType. St or edPr ocedur g;

144 crd. Par anet ers. AddW t hVal ue(" @ep_nanme", dep2. Text);

145 crd. Par anet er s. AddW t hval ue(" @dep_nanme", hdep2. Text);

146 crd. Par anet ers. AddW t hVal ue(" @ep_code", ViewState["dep_code"]);

Sink: depatment_detail.aspx.cs:144
System.Data.SqlClient.SglParameterCollection.AddWithValue()

142 cmd = new Sgl Command( " depar t ment Updat e”, conn);

143 cmd. CommandType = ConmmandType. St or edPr ocedur €;

144 cmd. Par anet er s. AddW t hVal ue(” @ep_nanme", dep2. Text);

145 cmd. Par anet er s. AddW t hVal ue(" @dep_nanme", hdep2. Text);

146 cmd. Par anet er s. AddW t hVal ue(” @ep_code”, ViewState["dep_code"]);

MemberCommittee.aspx.cs, line 540 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features
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Abstract: Without proper access control, the method InsertDesignation() in
MemberCommittee.aspx.cs can execute a SQL statement on line 540 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.

Source: MemberCommittee.aspx.cs:540
System.Web.Ul.WebControls.TextBox.get_Text()

538 crd. Par anet ers. Add(" @ nl d", crbmi nnane. Sel ect edVal ue) ;

539 crd. Par anet ers. Add(" @ept | d", crbdepat . Sel ect edVal ue) ;

540 crd. Par anet er s. Add( " @odi esNanme", txt Bodi eNanme. Text. Trim());

541 crd. Par anet ers. Add(" @ adi 0", rdoConmitteeType. Sel ect edVal ue);

542 crmd. Execut eNonQuery();

Sink: MemberCommittee.aspx.cs:540
System.Data.SqlClient.SglParameterCollection.Add()

538 cmd. Par anet er s. Add(" @ nl d", cnbni nnane. Sel ect edVal ue) ;

539 cmd. Par anet er s. Add( " @ept | d*, cnbdepat . Sel ect edVal ue) ;

540 cmd. Par anmet er s. Add( " @odi esNanme”, txt Bodi eName. Text. Trim());

541 cmd. Par anet er s. Add(" @ adi 0", rdoConmi tteeType. Sel ect edVal ue) ;

542 cmd. Execut eNonQuery();

MemberMaster.aspx.cs, line 371 (Access Control: Database)

Fortify Priority: ~ High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in
MemberM aster.aspx.cs can execute a SQL statement on line 371 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.
Source: MemberMaster.aspx.cs:371 System.Web.Ul.WebControls. TextBox.get_Text()
369 crmd. ConmandType = ConmandType. St or edPr ocedur e;
370 cmd. Par anet er s. AddW t hVal ue(" @P_CCDE", id.ToString());
371 cmd. Par anet er s. AddW t hVal ue("@P_I NI T",
txtinitial.Text.Trin());
372 cid. Par anet er s. AddW t hVal ue( " @/P_FNAME",
txtfname. Text. Trim());
373 cnd. Par anet er s. AddW t hVal ue(" @/P_LNAME",
txtl nane. Text. Trin());
Sink: MemberMaster.aspx.cs:371
System.Data.SqlClient.SqglParameterCollection.AddWithValue()
369 cmd. CommandType = CommandType. St or edPr ocedur €;
370 cnd. Par amet er s. AddW t hVal ue(" @P_CCDE", id.ToString());
371 cnd. Par anet ers. AddW t hVal ue("@P_INI T",
txtinitial.Text.Trin());
372 crd. Par anet er s. AddW t hVal ue(" @/P_FNAME",
txt f nanme. Text. Trin());
373 cnd. Par anmet er s. AddW t hVal ue( " @/P_LNAME",

MemberMaster.aspx.cs, line 480 (Access Control: Database)

txtlname. Text. Trin());

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in
MemberM aster.aspx.cs can execute a SQL statement on line 480 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.
Source: MemberMaster.aspx.cs:480 System.Web.Ul.WebControls. TextBox.get_Text()
478 cmd. Par anet er s. AddW t hVal ue(" @P_CCDE", Vi ewState["Key"]);
479 cnd. Par anet ers. AddW t hVal ue("@P_I NI T",
txtinitial.Text. Trin());
480 cmd. Par anet er s. AddW t hVal ue( " @/P_FNAME",
txtfname. Text. Trin());
481 crd. Par anmet er s. AddW t hVal ue(" @/P_LNAME",
txtl name. Text. Trin());
482 cnd. Par anet er s. AddW t hVal ue(" @ _LADDRESS",

txt| ocadd. Text. Trin());
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Sink: MemberMaster.aspx.cs:480 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

478 cmd. Par anet er s. AddW t hVal ue(" @P_CCDE", Vi ewState["Key"]);

479 cnd. Par anet ers. AddW t hVal ue("@P_I NI T",
txtinitial.Text. Trin());

480 cmd. Par anet er s. AddW t hVal ue( " @/P_FNAME",
txt f name. Text . Trin());

481 crd. Par anmet er s. AddW t hVal ue(" @/P_LNAME",
txtl name. Text. Trin());

482 cnd. Par anet er s. AddW t hVal ue(" @ _LADDRESS",

txt| ocadd. Text . Trin());

MemberMasterHindi.aspx.cs, line 473 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 473 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:473
System.Web.Ul.WebControls.TextBox.get_Text()

471 crd. Par anet ers. AddW t hVal ue(" @i r st _name_h",
txt f nanme. Text. Trin());

472 cnd. Par anet er s. AddW t hVal ue(" @ ast _nanme_h",
txtlname. Text. Trim());

473 cnd. Par anet ers. AddW t hVal ue(" @1_Addr ess1",
txtl ocadd. Text. Trin());

474 cnd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txtl ocph. Text. Trin());

475 cmd. Par anet er s. AddW t hVal ue(" @_Addr ess2",
t xt conadd. Text . Trin());

Sink: MemberMasterHindi.aspx.cs:473
System.Data.SqlClient.SglParameterCollection.AddWithValue()

471 cnd. Par anet ers. AddW t hVal ue(" @i r st _name_h",
txt fnane. Text. Trin());

472 cnd. Par anet er s. AddW t hVal ue(" @ ast _nanme_h",
txtl nane. Text. Trin());

473 cmd. Par anet er s. AddW t hVal ue(" @1_Addr ess1",
txt| ocadd. Text. Trin());

474 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txtl ocph. Text. Trin());

475 cnd. Par anmet er s. AddW t hVal ue(" @_Addr ess2",

t xt conadd. Text . Trin());

MemberMaster.aspx.cs, line 331 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 331 that contains an
attacker-controlled primary key, thereby alowing the attacker to access unauthorized

records.
Source: MemberMaster.aspx.cs:331 System.Web.Ul.WebControls.TextBox.get_Text()
329 cmd. Par anet er s. AddW t hVal ue(” @psno”, id.ToString());
330 cmd. Par anet ers. AddW t hVal ue("@nitial ",
txtinitial.Text.Trin());
331 crd. Par anet ers. AddW t hval ue(" @i r st _nanme",
txt fnane. Text. Trin());
332 cnd. Par anet er s. AddW t hVal ue(" @ ast _nane",
txt | nanme. Text. Trin());
333 cmd. Par anet er s. AddW t hVal ue( " @\ddr ess1”,
txt| ocadd. Text. Trin());
Sink: MemberMaster.aspx.cs:331
System.Data.SqlClient.SglParameterCollection.AddWithValue()
329 cmd. Par anet er s. AddW t hVal ue(” @psno”, id.ToString());
330 cmd. Par anet ers. AddW t hVal ue("@nitial ",

txtinitial.Text.Trim));
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331 cmd. Par anet er s. AddW t hVal ue(" @i r st _name",
txtfname. Text. Trin());

332 crd. Par anet er s. AddW t hval ue(" @ ast _nane",
txtl name. Text. Trin());

333 cnd. Par anet er s. AddW t hVal ue(" @A\ddr ess1”,

txt| ocadd. Text . Trin());

MemberMaster.aspx.cs, line 339 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 339 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: MemberMaster.aspx.cs:339 System.Web.Ul.WebControls. TextBox.get_Text()

337 cmd. Par anet er s. AddW t hVal ue(" @arty_sname",
cnbparty. Sel ect edVal ue) ;

338 cnd. Par anet er s. AddW t hVal ue(" @arty_f name",
crbparty. Sel ect edl t em Text);

339 cnd. Par amet er s. AddW t hVal ue(" @mbi | e",
Txt Mobi l e. Text. Trin());

340 cmd. Par anet er s. AddW t hVal ue(" @nmi | 1",
TxteMnil 1. Text. Trin());

341 cnd. Par anet er s. AddW t hVal ue(" @nmi | 2",
TxteMail 2. Text. Trim());

Sink: MemberMaster.aspx.cs:339
System.Data.SqlClient.SglParameterCollection.AddWithValue()

337 cnd. Par anet er s. AddW t hVal ue(" @arty_snanme",
cnbparty. Sel ect edVal ue) ;

338 cmd. Par anet er s. AddW t hVal ue(" @arty_f nane",
crmbparty. Sel ect edl tem Text);

339 cmd. Par anet er s. AddW t hVal ue(" @mbi | e",
Txt Mobi l e. Text . Trin());

340 cnd. Par anet er s. AddW t hVal ue(" @nmi | 1",
TxteMail 1. Text. Trim());

341 cnd. Par anet er s. AddW t hVal ue(" @nmi | 2",

TxteMil 2. Text. Trin());

depatment_detail .aspx.cs, line 176 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method Savebtn_Click() in

depatment_detail .aspx.cs can execute a SQL statement on line 176 that contains an
attacker-controlled primary key, thereby alowing the attacker to access unauthorized

records.
Source: depatment_detail.aspx.cs:176
System.Web.Ul.WebControls.TextBox.get_Text()
174 cmd. CommandType = ConmmandType. St or edPr ocedur e;
175 cmd. Par anet er s. AddW t hVal ue(" @ep_nanme", depl. Text);
176 cmd. Par anet er s. AddW t hVal ue( " @dep_nanme", hdepl. Text);
177 cmd. Par anet er s. AddW t hVal ue(" @mstry_code”, minstry_id);
178 crd. Par anet er s. AddW t hVal ue(" @ep_code", r);
Sink: depatment_detail.aspx.cs:176 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()
174 cnd. CommandType = ConmandType. St or edPr ocedur e;
175 cnd. Par anet er s. AddW t hVal ue( " @ep_nanme", depl. Text);
176 cmd. Par anet er s. AddW t hVal ue( " @dep_nanme", hdepl. Text);
177 cnd. Par anet ers. AddW t hVal ue(" @mstry_code", minstry_id);
178 cnd. Par anet er s. AddW t hVal ue(" @ep_code", r);
MemberMasterHindi.aspx.cs, line 475 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
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Abstract: Without proper access control, the method cmdSave_Click() in
MemberM asterHindi.aspx.cs can execute a SQL statement on line 475 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:475
System.Web.Ul.WebControls.TextBox.get_Text()

473 crd. Par anet er s. AddW t hval ue(" @_Addr ess1",
txtl ocadd. Text. Trin());

474 cnd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txt | ocph. Text. Trin());

475 cmd. Par anet er s. AddW t hVal ue(" @_Addr ess2",
t xt conadd. Text . Trin());

476 cnd. Par anet er s. AddW t hval ue(" @el ephone2",
t xt conph. Text. Trin());

477 cnd. Par anet er s. AddW t hVal ue(" @arty_snanme",
cnbparty. Sel ect edVal ue) ;

Sink: MemberMasterHindi.aspx.cs:475 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

473 cnd. Par anet er s. AddW t hVal ue(" @_Addr ess1",
txt| ocadd. Text . Trin());

474 crd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txt!locph. Text. Trinm());

475 crd. Par anet er s. AddW t hval ue(" @1_Addr ess2",
t xt conadd. Text. Trin());

476 cnd. Par anet er s. AddW t hVal ue(" @el ephone2”,
t xt conph. Text . Tri n());

477 cmd. Par anet er s. AddW t hVal ue(" @arty_sname",

crmbparty. Sel ect edVal ue) ;

MemberM aster.aspx.cs, line 380 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cndSave_Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 380 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.
Source: MemberMaster.aspx.cs:380 System.Web.Ul.WebControls.TextBox.get_Text()
378 crd. Par anet er s. AddW t hVal ue(" @_MP_PARTY_CCDE",
cnbparty. Sel ect edVal ue) ;
379 cmd. Par anet er s. AddW t hVal ue(" @mwbi | e",
Txt Mobil e. Text. Trin());
380 cmd. Par anet er s. AddW t hVal ue(" @nmi | 1",
TxteMuil 1. Text. Trin());
381 crd. Par anet er s. AddW t hVal ue(" @nmi | 2",
TxteMail 2. Text. Trim());
382 cnd. Par anet er s. AddW t hVal ue(" @P_CURRENT", 1);
Sink: MemberMaster.aspx.cs:380 . .
System.Data.SqlClient.SglParameterCollection.AddWithValue()
378 crd. Par anet er s. AddW t hVal ue(" @_MP_PARTY_CCDE",
cnbparty. Sel ect edVal ue) ;
379 cmd. Par anet er s. AddW t hVal ue(" @mwbi | e",
Txt Mobil e. Text. Trin());
380 cmd. Par anet er s. AddW t hVal ue(" @nmi | 1",
TxteMuil 1. Text. Trin());
381 cnd. Par anet er s. AddW t hVal ue(" @nmi | 2",
TxteMail 2. Text. Trim());
382 cnd. Par anet er s. AddW t hVal ue(" @P_CURRENT", 1);
MemberMaster.aspx.cs, line 347 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 347 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.

Source: MemberMaster.aspx.cs:347 System.Web.Ul.WebControls. TextBox.get_Text()
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345 cnd. Par anet er s. AddW t hVal ue( " @CONST_CCDE",
crmbConst . Sel ect edVal ue. Trim());

346 crd. Par anmet er s. AddW t hVal ue( " GCONST_NAME" ,
cnbConst . Sel ectedl tem Text. Trin());

347 cnd. Par anet er s. AddW t hVal ue( " @mbi | e2",
Txt Mobi | e2. Text . Trin());

348 cmd. Par anet er s. AddW t hVal ue(" @mbi | e3",
Txt Mobi | e3. Text. Trin());

349 cnd. Par anet er s. AddW t hval ue(" @mbi | e4",
Txt Mobi | e4. Text . Trin());

Sink: MemberMaster.aspx.cs:347
System.Data.SqlClient.SglParameterCollection.AddWithValue()

345 cnd. Par anet er s. AddW t hVal ue(" @GCONST_CCDE",
cnbConst . Sel ect edVal ue. Trin());

346 cnd. Par anet er s. AddW t hVal ue( " @GCONST_NAME",
cnbConst . Sel ectedl tem Text. Trim());

347 cmd. Par anet er s. AddW t hVal ue(" @mwbi | e2",
Txt Mobi | e2. Text. Trin());

348 cnd. Par anet er s. AddW t hval ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());

349 cnd. Par anet er s. AddW t hVal ue( " @mbi | e4",

Txt Mobi | e4. Text . Trin());

CommitteeMaster.aspx.cs, line 138 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

CommitteeM aster.aspx.cs can execute a SQL statement on line 138 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: CommitteeMaster.aspx.cs:138
System.Web.Ul.WebControls.TextBox.get_Text()

136 cmd. Par anet er s. AddW t hVal ue(" @i d*, Sql DbType. Int). Val ue =
id. ToString();

137 cnd. Par anet er s. AddW t hVal ue(" @nane”, Sql DbType. Var Char). Val ue =
t xt ConmNane. Text . Tri n();

138 cmd. Par anet er s. AddW t hVal ue(" @icname”, Sql DbType. Var Char) . Val ue =
t xt HConmNane. Text . Tri n() ;

139 crd. Par anet er s. AddW t hVal ue(" @rno", Sql DbType.Int). Val ue =
sno. ToString();

140 cmd. Par anet er s. AddW t hVal ue( " @baxMeet i ngNo", Sql DbType. I nt). Val ue
= 0;

Sink: CommitteeMaster.aspx.cs:138
System.Data.Common.DbParameter.set_Value()

136 cnd. Par anet ers. AddW t hVal ue(" @i d", Sql DbType. Int). Val ue =
id. ToString();

137 cmd. Par anmet er s. AddW t hVal ue(" @nane", Sql DbType. Var Char) . Val ue =
t xt ConmNane. Text . Tri n() ;

138 cmd. Par anet er s. AddW t hVal ue(" @kcnanme”, Sql DbType. Var Char) . Val ue =
t xt HCommNane. Text . Tri n() ;

139 cnd. Par anet er s. AddW t hVal ue(" @rno", Sql DbType.Int). Val ue =
sno. ToString();

140 0 cmd. Par amet er s. AddW t hVal ue(" @baxMeet i ngNo", Sql DbType. I nt). Val ue

MeetingCommittee.aspx.cs, line 271 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method InsertSchedule() in

M eetingCommittee.aspx.cs can execute a SQL statement on line 271 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.
Source: MeetingCommittee.aspx.cs:271
System.Web.Ul.WebControls.TextBox.get_Text()
269 crmd. Paraneters. Add("@itle", txttitle.Text);
270 cmd. Par anet er s. Add( " @lat eof meet ", txtdatel. Text);
271 cmd. Par anet er s. Add( " @lat eof meet 2", txt date2. Text);

=3 Page 41 of 97




Fortify Security Report FORTIFY

272 if(tinchk == "Yy")

273 {

Sink: MeetingCommittee.aspx.cs:271
System.Data.SqlClient.SqlParameterCollection.Add()

269 cnd. Paraneters. Add("@itle", txttitle.Text);

270 cnd. Par anet er s. Add( " @lat eof meet ", txtdatel. Text);

271 cnd. Par anet er s. Add( " @lat eof neet 2", txt date2. Text);

272 if(tinchk == "y")

273 {

MemberMasterHindi.aspx.cs, line 598 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cdSave _Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 598 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:598
System.Web.Ul.WebControls.TextBox.get_Text()
596 cnd. Par anet er s. AddW t hVal ue(" @onst _nanme_h",
crmbConst . Sel ectedltem Text. Trin());
597 crd. Par anet er s. AddW t hVal ue(” @mbi | e2", Txt Mbil e2. Text. Trin());
598 cmd. Par anet er s. AddW t hVal ue(” @mbi | e3", Txt Mbil e3. Text. Trin());
599 crd. Par anet er s. AddW t hVal ue( " @mbi | e4", Txt Mbil e4. Text. Trin());
600 cnd. Par anet er s. AddW t hVal ue(" @t at us"”,
rdobt nSt at us. Sel ect edVal ue. Trim());
Sink: MemberMasterHindi.aspx.cs:598
System.Data.SqlClient.SglParameterCollection.AddWithValue()
596 crd. Par anet er s. AddW t hVal ue(" @onst _nanme_h",
cnbConst. Sel ectedltem Text. Trim());
597 crd. Par anet er s. AddW t hVal ue(” @mbi | e2", Txt Mbil e2. Text. Trin());
598 cmd. Par anet er s. AddW t hVal ue(" @mbi | e3", Txt Mbil e3. Text. Trin());
599 crd. Par anet er s. AddW t hVal ue( " @mbi | e4", Txt Mbil ed. Text.Trim());
600 cnd. Par anet er s. AddW t hVal ue(" @t at us"”,

rdobt nSt at us. Sel ect edVal ue. Trim());

MemberMasterHindi.aspx.cs, line 521 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 521 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:521
System.Web.Ul.WebControls. TextBox.get_Text()
519 cnd. Par anet er s. AddW t hVal ue(" @el ephone2”,
t xt conph. Text . Tri n());
520 cmd. Par anet er s. AddW t hVal ue(" @_MP_PARTY_CCDE",
crmbparty. Sel ect edVal ue);
521 crd. Par anet ers. AddW t hVal ue(" @mbi | e", TxtMbile. Text.Trim());
522 crd. Par anet ers. AddW t hVal ue(" @nmai | 1", TxteMil 1. Text.Trim());
523 crd. Par anet ers. AddW t hVal ue(" @nai | 2", TxteMil 2. Text. Trim());
Sink: MemberMasterHindi.aspx.cs:521
System.Data.SqlClient.SglParameterCollection.AddWithValue()
519 cmd. Par anet er s. AddW t hVal ue(" @el ephone2”,
t xt conph. Text . Tri m());
520 crd. Par anet er s. AddW t hval ue(" @._MP_PARTY_CCDE",
cnbparty. Sel ect edVal ue) ;
521 cnd. Par anet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text.Trinm());
522 cnd. Par anet ers. AddW t hVal ue(" @nmi | 1", TxteMil 1. Text.Trinm());
523 cnd. Par anet er s. AddW t hVal ue(" @nmi | 2", TxteMil 2. Text. Trim());

MemberMaster.aspx.cs, line 334 (Access Control: Database)
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Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 334 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: MemberMaster.aspx.cs:334 System.Web.Ul.WebControls. TextBox.get_Text()

332 cmd. Par anmet er s. AddW t hVal ue(" @ ast _nang",
txt| nanme. Text. Trin());

333 cmd. Par amet er s. AddW t hVal ue(" @\ddr ess1",
txt| ocadd. Text. Trin());

334 crd. Par anet er s. AddW t hval ue(" @el ephonel”,
txtl ocph. Text. Trin());

335 cmd. Par anet er s. AddW t hVal ue(" @A\ddr ess2",
t xt conadd. Text . Tri n());

336 cmd. Par anet er s. AddW t hVal ue(" @el ephone2”,
t xt conph. Text . Trin());

Sink: MemberMaster.aspx.cs:334
System.Data.SqlClient.SglParameterCollection.AddWithValue()

332 cmd. Par anet er s. AddW t hVal ue(" @ ast _nane",
txtlname. Text. Trin());

333 crd. Par anet er s. AddW t hval ue(" @\ddr ess1",
txtl ocadd. Text. Trin());

334 cnd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txt | ocph. Text. Trin());

335 crd. Par anet er s. AddW t hVal ue(" @\ddr ess2",
t xt conadd. Text . Trin());

336 crd. Par anet er s. AddW t hval ue(" @el ephone2",

t xt conph. Text. Trim());

MemberMaster.aspx.cs, line 335 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 335 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: MemberMaster.aspx.cs:335 System.Web.Ul.WebControls. TextBox.get_Text()

333 cnd. Par anet er s. AddW t hVal ue(" @\ddr ess1",
txtl ocadd. Text. Trin());

334 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txt| ocph. Text. Trin());

335 cmd. Par anet er s. AddW t hVal ue(" @A\ddr ess2”,
t xt conadd. Text . Trin());

336 cnd. Par anet er s. AddW t hVal ue(" @ el ephone2",
t xt conph. Text. Trin());

337 cmd. Par anet er s. AddW t hVal ue(" @arty_sname",
cnbparty. Sel ect edVal ue) ;

Sink: MemberMaster.aspx.cs:335 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

333 crd. Par anet er s. AddW t hVal ue(" @\ddr ess1”,
txtl ocadd. Text. Trin());

334 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txtl ocph. Text. Trin());

335 crd. Par anmet er s. AddW t hVal ue(" @\ddr ess2",
t xt conadd. Text . Trin());

336 crd. Par anet er s. AddW t hVal ue(" @el ephone2”,
t xt conph. Text . Trin());

337 cnd. Par anet er s. AddW t hVal ue(" @arty_snanme",

cnbparty. Sel ect edVal ue);

Login.aspx.cs, line 217 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
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Abstract: Without proper access control, the method submit_Click() in Login.aspx.cs can
execute a SQL statement on line 217 that contains an attacker-controlled primary key,
thereby allowing the attacker to access unauthorized records.

Source: Login.aspx.cs:141 System.Web.Ul.WebControls.TextBox.get_Text()

139 string pass = String. Enpty;

140 string pageone = String. Enpty;

141 string uname = UserName. Text. ToString().Trim();

142 Sessi on[ "unanme"] = unane;

143 //Get Wype

Sink: Login.aspx.cs:217
System.Data.SqlClient.SglParameterCollection.AddWithValue()

215 cnmd2. CommandText = "[dbo].[ CMS_Logi nMast er User SP] *;

216 cnmd2. CommandType = ConmmandType. St or edPr ocedur e;

217 cnmd2. Par anet er s. AddW t hVal ue( " @nane", unane);

218 cnd2. Par anet er s. AddW t hVal ue(" @Type", utype);

219 Sql Dat aReader dr2 = cnd2. Execut eReader () ;

MemberMaster.aspx.cs, line 483 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cmdSave_Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 483 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: MemberMaster.aspx.cs:483 System.Web.Ul.WebControls. TextBox.get_Text()

481 crd. Par anet er s. AddW t hVal ue( " @/P_LNAME",
txtl name. Text. Trin());

482 cnd. Par anet er s. AddW t hVal ue(" @_LADDRESS",
txtl ocadd. Text. Trin());

483 cnd. Par anet er s. AddW t hVal ue(" @ el ephonel",
txtl ocph. Text. Trin());

484 cnd. Par anet er s. AddW t hVal ue(" @ _PADDRESS",
t xt conadd. Text . Trin());

485 cmd. Par anet er s. AddW t hVal ue(" @el ephone2”,
t xt conph. Text . Trin());

Sink: MemberMaster.aspx.cs:483
System.Data.SqlClient.SglParameterCollection.AddWithValue()

481 cnd. Par anet er s. AddW t hVal ue(" @/P_LNAME",
txtl nane. Text. Trin());

482 cnd. Par anmet er s. AddW t hVal ue(" @C_LADDRESS",
txtl ocadd. Text. Trin());

483 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txt| ocph. Text. Trin());

484 cmd. Par anet er s. AddW t hVal ue(" @_PADDRESS",
t xt conadd. Text . Trin());

485 cnd. Par anmet er s. AddW t hVal ue(" @ el ephone2",

txt conph. Text. Trim());

MemberMasterHindi.aspx.cs, line 633 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in

MemberMasterHindi.aspx.cs can execute a SQL statement on line 633 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:633
System.Web.Ul.WebControls.TextBox.get_Text()
631 cmd. Par anet er s. AddW t hVal ue(" @onst _name_h",
crmbConst . Sel ectedltem Text. Trim());
632 crd. Par anet er s. AddW t hVal ue("” @mbi | e2", Txt Mobil e2. Text. Trim());
633 crd. Par anet er s. AddW t hVal ue("” @mbi | e3", Txt Mbil e3. Text. Trim());
634 crd. Par anet er s. AddW t hVal ue(" @mbi | e4", Txt Mbiled. Text. Trim());
635 crd. Par anet er s. AddW t hval ue(" @t at us",

rdobt nSt at us. Sel ect edVal ue. Trin());
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Sink: MemberMasterHindi.aspx.cs:633
System.Data.SqlClient.SglParameterCollection.AddWithValue()
631 cnd. Par anet er s. AddW t hVal ue(" @onst _nanme_h",
cnbConst . Sel ectedltem Text. Trim());
632 cmd. Par anet er s. AddW t hVal ue(” @mbi | e2", Txt Mbil e2. Text. Trim());
633 cmd. Par anet er s. AddW t hVal ue(” @mbi | e3", Txt Mbil e3. Text. Trim());
634 cmd. Par anet er s. AddW t hVal ue(” @mbi | e4", Txt Mbil ed. Text. Trim());
635 cnd. Par anet er s. AddW t hVal ue(" @t at us”,
rdobt nSt at us. Sel ect edVal ue. Trin());

MemberMaster.aspx.cs, line 330 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 330 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.
Source: MemberMaster.aspx.cs:330 System.Web.Ul.WebControls. TextBox.get_Text()
328 cmd. ConmandType = ConmandType. St or edPr ocedur e;
329 crd. Par anet er s. AddW t hVal ue("” @psno”, id.ToString());
330 cmd. Par anet ers. AddW t hVal ue("@nitial ",
txtinitial.Text.Trin());
331 cnd. Par anet ers. AddW t hVal ue(" @i r st _nanme",
txtfnane. Text. Trin());
332 crd. Par anet er s. AddW t hVal ue(" @ ast _nane",
txtl name. Text. Trin());
Sink: MemberMaster.aspx.cs:330 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()
328 crmd. ConmandType = ConmandType. St or edPr ocedur e;
329 cmd. Par anet er s. AddW t hVal ue("” @psno”, id.ToString());
330 cmd. Par anet ers. AddW t hVal ue("@nitial ",
txtinitial.Text.Trin());
331 cnd. Par anet ers. AddW t hVal ue(" @i r st _name",
txt fnane. Text. Trin());
332 cnd. Par anet er s. AddW t hVal ue(" @ ast _nane",

txtl nane. Text. Trin());

MemberMaster.aspx.cs, line 482 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 482 that contains an
attacker-controlled primary key, thereby alowing the attacker to access unauthorized

records.

Source: MemberMaster.aspx.cs:482 System.Web.Ul.WebControls.TextBox.get_Text()

480 crd. Par anet er s. AddW t hVal ue( " @/P_FNAME",
txt f name. Text . Trin());

481 crd. Par anmet er s. AddW t hVal ue(" @/P_LNAME",
txtl nanme. Text. Trin());

482 cnd. Par anet er s. AddW t hVal ue(" @ _LADDRESS",
txt| ocadd. Text . Trin());

483 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txt!locph. Text. Trinm());

484 cmd. Par anet er s. AddW t hVal ue(" @_PADDRESS",
t xt conadd. Text. Trin());

Sink: MemberMaster.aspx.cs:482 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

480 crd. Par anmet er s. AddW t hVal ue(" @/P_FNAME",
txt fnanme. Text. Trin());

481 cmd. Par anet er s. AddW t hVal ue( " @/P_LNAME",
txt| name. Text. Trin());

482 cmd. Par anet er s. AddW t hVal ue(" @ _LADDRESS",
txt| ocadd. Text. Trin());

483 crd. Par anet er s. AddW t hVval ue(" @el ephonel”,

txt1locph. Text. Trim());
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484

MemberMaster.aspx.cs, line 375 (Access Control: Database)

cnd. Par anet er s. AddW t hVal ue(" @_PADDRESS",
t xt conadd. Text . Trin());

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in
MemberM aster.aspx.cs can execute a SQL statement on line 375 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.
Source: MemberMaster.aspx.cs:375 System.Web.Ul.WebControls.TextBox.get_Text()
373 cnd. Par anet er s. AddW t hVal ue( " @/P_LNAME",
txtl nane. Text. Trin());
374 cnd. Par anmet er s. AddW t hVal ue(" @C_LADDRESS",
txtl ocadd. Text. Trin());
375 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txt| ocph. Text. Trin());
376 cmd. Par anet er s. AddW t hVal ue(" @C_PADDRESS",
t xt conadd. Text . Trin());
377 cnd. Par anmet er s. AddW t hVal ue(" @el ephone2",
t xt conph. Text. Trin());
Sink: MemberMaster.aspx.cs:375
System.Data.SqlClient.SqglParameterCollection.AddWithValue()
373 cnd. Par anet er s. AddW t hVal ue(" @/P_LNAME",
txtl nane. Text. Trin());
374 cnd. Par anet er s. AddW t hVal ue(" @ _LADDRESS",
txt| ocadd. Text. Trin());
375 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txtl ocph. Text. Trin());
376 cnd. Par anmet er s. AddW t hVal ue(" @-_PADDRESS",
t xt conadd. Text . Trin());
377 crd. Par anet er s. AddW t hVal ue(" @el ephone2”,

MemberMaster.aspx.cs, line 487 (Access Control: Database)

t xt conph. Text. Trim());

Fortify Priority:
Kingdom:

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in
MemberM aster.aspx.cs can execute a SQL statement on line 487 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.
Source: MemberMaster.aspx.cs:487 System.Web.Ul.WebControls. TextBox.get_Text()
485 cmd. Par anet er s. AddW t hVal ue(" @el ephone2”,
t xt conph. Text. Trin());
486 cmd. Par anet er s. AddW t hVal ue(" @_MP_PARTY_CCDE",
cnbparty. Sel ect edVal ue) ;
487 cmd. Par anet er s. AddW t hVal ue(” @mbi | e", TxtMbile. Text. Trim());
488 cmd. Par anet ers. AddW t hVal ue(" @nmai | 1", TxteMil 1. Text.Trim());
489 cmd. Par anet er s. AddW t hVal ue(" @nmai | 2", TxteMil 2. Text. Trim());
Sink: MemberMaster.aspx.cs:487
System.Data.SqlClient.SqlParameterCollection.AddWithValue()
485 cmd. Par anet er s. AddW t hVal ue(" @el ephone2",
t xt conph. Text . Tri n());
486 cmd. Par anet er s. AddW t hVal ue(" @_MP_PARTY_CCDE",
crmbparty. Sel ect edVal ue);
487 crd. Par anet ers. AddW t hVal ue(" @mbi | e", TxtMbile. Text.Trim());
488 crd. Par anet ers. AddW t hVal ue(" @nmai | 1", TxteMil 1. Text.Trim());
489 crd. Par anet ers. AddW t hVal ue(" @nai | 2", TxteMil 2. Text. Trim());

MemberMasterHindi.aspx.cs, line 518 (Access Control: Database)

High Folder High
Security Features
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Abstract: Without proper access control, the method cmdSave_Click() in
MemberM asterHindi.aspx.cs can execute a SQL statement on line 518 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:518
System.Web.Ul.WebControls.TextBox.get_Text()

516 crd. Par anet er s. AddW t hVval ue(" @C_LADDRESS",
txtl ocadd. Text. Trin());

517 cnd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txt | ocph. Text. Trin());

518 cmd. Par anet er s. AddW t hVal ue(" @C_PADDRESS",
t xt conadd. Text . Trin());

519 cnd. Par anet er s. AddW t hval ue(" @el ephone2",
t xt conph. Text. Trin());

520 cnd. Par anet er s. AddW t hVal ue(" @ _MP_PARTY_CCDE",
cnbparty. Sel ect edVal ue) ;

Sink: MemberMasterHindi.aspx.cs:518 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

516 cnd. Par anet er s. AddW t hVal ue(" @C_LADDRESS",
txt| ocadd. Text . Trin());

517 crd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txt | ocph. Text. Trin());

518 crd. Par anet er s. AddW t hval ue(" @C_PADDRESS",
t xt conadd. Text. Trin());

519 cnd. Par anet er s. AddW t hVal ue(" @el ephone2”,
t xt conph. Text . Tri n());

520 cmd. Par anet er s. AddW t hVal ue(" @_MP_PARTY_CCDE",

crmbparty. Sel ect edVal ue) ;

MemberMaster.aspx.cs, line 374 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cndSave_Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 374 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: MemberMaster.aspx.cs:374 System.Web.Ul.WebControls.TextBox.get_Text()

372 cid. Par anet er s. AddW t hVal ue( " @/P_FNAME",
txtfname. Text. Trim());

373 cnd. Par anet er s. AddW t hVal ue(" @/P_LNAME",
txtl nane. Text. Trin());

374 cmd. Par anet er s. AddW t hVal ue(" @ _LADDRESS",
txt| ocadd. Text. Trin());

375 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txtl ocph. Text. Trin());

376 cnd. Par anmet er s. AddW t hVal ue(" @-_PADDRESS",
t xt conadd. Text . Trin());

Sink: MemberMaster.aspx.cs:374
System.Data.SqlClient.SqglParameterCollection.AddWithValue()

372 cnd. Par anet er s. AddW t hVal ue(" @/P_FNAME",
txtfnane. Text. Trin());

373 crd. Par anet er s. AddW t hVal ue(" @/P_LNAME",
txtl name. Text. Trin());

374 cmd. Par anet er s. AddW t hVal ue(" @_LADDRESS",
txtl ocadd. Text. Trin());

375 cnd. Par anet er s. AddW t hVal ue(" @ el ephonel",
txtl ocph. Text. Trin());

376 crd. Par anet er s. AddW t hVal ue(" @ _PADDRESS",

t xt conadd. Text . Trin());

MemberMasterHindi.aspx.cs, line 515 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 515 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.
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Source: MemberMasterHindi.aspx.cs:515
System.Web.Ul.WebControls.TextBox.get_Text()

513 cnd. Par anet er s. AddW t hVal ue("@W_I NI T",
txtinitial.Text.Trin());

514 cmd. Par anet er s. AddW t hVal ue( " @GHIVP_FNAME",
txtfnanme. Text. Trinm());

515 crd. Par anet er s. AddW t hVal ue(" GIVP_LNAME" ,
txtl nanme. Text. Trin());

516 cnd. Par anet er s. AddW t hVal ue(" @C_LADDRESS",
txt| ocadd. Text . Trin());

517 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txtl ocph. Text. Trin());

Sink: MemberMasterHindi.aspx.cs:515
System.Data.SqlClient.SglParameterCollection.AddWithValue()

513 cmd. Par anet er s. AddW t hVal ue("@W_I NI T",
txtinitial.Text.Trin());

514 crd. Par anmet er s. AddW t hVal ue(" GIVP_FNAME" ,
txt fnanme. Text. Trin());

515 cnd. Par anet er s. AddW t hVal ue( " GIVP_LNAME",
txt| nanme. Text. Trin());

516 cmd. Par anet er s. AddW t hVal ue(" @C_LADDRESS",
txt| ocadd. Text. Trin());

517 crd. Par anet er s. AddW t hval ue(" @el ephonel”,

txt1locph. Text. Trim());

MemberMasterHindi.aspx.cs, line 623 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave _Click() in

MemberMasterHindi.aspx.cs can execute a SQL statement on line 623 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:623
System.Web.Ul.WebControls.TextBox.get_Text()

621 cnd. Par anmet er s. AddW t hVal ue(" @ el ephonel”, txtl ocph. Text.Trim());

622 md. Par anet er s. AddW t hVal ue(" @iC_PADDRESS",

c
t xt conadd. Text . Trin());
623 crd. Par anet er s. AddW t hVal ue(" @el ephone2", txtconph. Text.Trin());

624 cmd. Par anet er s. AddW t hVal ue(" @ _MP_PARTY_CCDE",
cnbparty. Sel ect edVal ue) ;
625 cnd. Par anet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text.Trinm());
Sink: MemberMasterHindi.aspx.cs:623 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()
621 crd. Par anet er s. AddW t hVal ue(" @el ephonel”, txtlocph. Text.Trin());
622 cmd. Par anet er s. AddW t hVal ue(" @C_PADDRESS",
t xt conadd. Text . Trin());
623 cnd. Par anet er s. AddW t hVal ue(" @el ephone2", txtconph. Text.Trin());
624 cnd. Par anet er s. AddW t hVal ue(" @_MP_PARTY_CCDE",
cnbparty. Sel ect edVal ue);
625 crd. Par amet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text. Trim());
MemberMasterHindi.aspx.cs, line 634 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 634 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:634
System.Web.Ul.WebControls.TextBox.get_Text()

632 cmd. Par anet er s. AddW t hVal ue( " @mbi | e2", Txt Mbil e2. Text. Trin());

633 cmd. Par anet er s. AddW t hVal ue(" @mbi | e3", Txt Mbil e3. Text. Trin());

634 cnd. Par anet er s. AddW t hVal ue( " @mbi | e4", Txt Mbil ed. Text. Trin());

635 cnd. Par anet er s. AddW t hVal ue(" @t at us”,

rdobt nSt at us. Sel ect edVal ue. Trim());
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636 con. Qpen();
Sink: MemberMasterHindi.aspx.cs:634
System.Data.SqlClient.SglParameterCollection.AddWithValue()
632 crd. Par anet er s. AddW t hVal ue( " @mbi | e2", Txt Mbil e2. Text. Trin());
633 cmd. Par anet er s. AddW t hVal ue( " @mbi | e3", Txt Mbil e3. Text. Trin());
634 cnd. Par anet er s. AddW t hVal ue( " @mbi | e4", Txt Mbil ed. Text. Trin());
635 cnd. Par anet er s. AddW t hVal ue(" @t at us”,
rdobt nSt at us. Sel ect edVal ue. Trim());
636 con. Qpen();
MemberMasterHindi.aspx.cs, line 472 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 472 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:472
System.Web.Ul.WebControls.TextBox.get_Text()

470 crd. Par anet ers. AddW t hVal ue("@niti al _h",
txtinitial.Text.Trin());

471 cnd. Par anet ers. AddW t hVal ue(" @i r st _name_h",
txtfname. Text. Trim());

472 cnd. Par anet ers. AddW t hVal ue(" @ ast _nanme_h",
txtl nane. Text. Trin());

473 crd. Par anet er s. AddW t hVal ue(" @1_Addr ess1",
txtl ocadd. Text. Trin());

474 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txtl ocph. Text. Trin());

Sink: MemberMasterHindi.aspx.cs:472
System.Data.SqlClient.SglParameterCollection.AddWithValue()

470 cnd. Par anet ers. AddW t hVal ue("@ni ti al _h",
txtinitial.Text.Trin());

471 cnd. Par anet ers. AddW t hVal ue(" @i r st _name_h",
txtfnane. Text. Trin());

472 cmd. Par anet er s. AddW t hVal ue(" @ ast _nanme_h",
txtl name. Text. Trin());

473 cmd. Par anet er s. AddW t hVal ue(" @_Addr ess1",
txtl ocadd. Text. Trin());

474 cnd. Par anmet er s. AddW t hVal ue(" @ el ephonel",

txtlocph. Text. Trim());

PartyMaster.aspx.cs, line 208 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave Click() in PartyMaster.aspx.cs

can execute a SQL statement on line 208 that contains an attacker-controlled primary
key, thereby allowing the attacker to access unauthorized records.

Source: PartyMaster.aspx.cs:208 System.Web.Ul.WebControls.TextBox.get_Text()
206 cmd. Par anet er s. AddW t hVal ue( " @GPARTY_FNAME",
Sql DbType. Var Char) . Val ue = txtPartyName. Text. Tri m();
207 crd. Par anet er s. AddW t hVal ue(" @GPARTY_SNAME" ,
Sql DbType. Var Char ) . Val ue = txt Short Nanme. Text. Tri nm();
208 cnd. Par anet er s. AddW t hVal ue( " @PARTY_FNAME H',
Sql DbType. NVar Char ) . Val ue = txt HPart yName. Text . Tri m() ;
209 cmd. Par anet er s. AddW t hVal ue(" @PARTY_SNAME H',
Sql DbType. NVar Char) . Val ue = t xt HShort Name. Text . Tri m() ;
210 crd. Par anet ers. AddW t hval ue(" @ STO', Sql DbType. Smal | I nt). Val ue =
t xt LSTo. Text. Tri n();
Sink: PartyMaster.aspx.cs:208 System.Data.Common.DbParameter.set_Value()
206 crd. Par anet er s. AddW t hVal ue(" @GPARTY_FNAME" ,
Sql DbType. Var Char) . Val ue = txtPartyNanme. Text. Trinm();
207 cnd. Par anet er s. AddW t hVal ue( " @GPARTY_SNAME",
Sql DbType. Var Char ) . Val ue = txt Short Name. Text. Tri m();
208 cmd. Par anet er s. AddW t hVal ue( " @PARTY_FNAME H',

Sql DbType. NVar Char) . Val ue = txt HPart yName. Text . Tri m() ;
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209 cmd. Par anet er s. AddW t hVal ue( " @PARTY_SNAME H',
Sql DbType. NVar Char) . Val ue = t xt HShort Name. Text . Tri m() ;

210 crd. Par anet ers. AddW t hVal ue(" @ STO', Sql DbType. Smal | I nt). Val ue =
t xt LSTo. Text. Tri n();

MemberMaster.aspx.cs, line 377 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cmdSave_Click() in _
MemberMaster.aspx.cs can execute a SQL statement on line 377 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.

Source: MemberMaster.aspx.cs:377 System.Web.Ul.WebControls.TextBox.get_Text()

375 cnd. Par anet er s. AddW t hVal ue(" @ el ephonel”,
txtl ocph. Text. Trin());

376 crd. Par anet er s. AddW t hVal ue(" @ _PADDRESS",
t xt conadd. Text . Trin());

377 cnd. Par anet er s. AddW t hVal ue(" @el ephone2”,
t xt conph. Text . Tri n());

378 cnd. Par amet er s. AddW t hVal ue(" @_MP_PARTY_CCDE",
cmbparty. Sel ect edVal ue) ;

379 cmd. Par anet er s. AddW t hVal ue(" @mbi | e",
Txt Mobi l e. Text . Trin());

Sink: MemberMaster.aspx.cs:377 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

375 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txtl ocph. Text. Trin());

376 cmd. Par anet er s. AddW t hVal ue(" @_PADDRESS",
t xt conadd. Text . Trin());

377 cnd. Par anet er s. AddW t hVal ue(" @el ephone2",
t xt conph. Text. Trin());

378 cmd. Par anet er s. AddW t hVal ue(" @ _MP_PARTY_CCDE",
cnbparty. Sel ect edVal ue) ;

379 cmd. Par anet er s. AddW t hVal ue(" @mbi | e",
Txt Mobile. Text. Trin());

MemberMaster.aspx.cs, line 460 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 460 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: MemberMaster.aspx.cs:460 System.Web.Ul.WebControls.TextBox.get_Text()

458 cnd. Par anet er s. AddW t hVal ue(" @mbi | e2",
Txt Mobi | e2. Text . Trin());

459 cmd. Par anet er s. AddW t hVal ue(" @mwbi | e3",
Txt Mobi | e3. Text. Trin());

460 crd. Par anet er s. AddW t hVal ue(" @mbi | e4",
Txt Mobi | e4. Text . Trin());

461 cnd. Par anet er s. AddW t hVal ue(" @t at us”,
rdobt nSt at us. Sel ect edVal ue. Trim());

462 con. Qpen();

Sink: MemberMaster.aspx.cs:460 _ _
System.Data.SqlClient.SqlParameterCollection.AddWithValue()

458 cnd. Par anet er s. AddW t hVal ue(" @mbi | e2",
Txt Mobi | e2. Text . Trin());

459 cmd. Par anet er s. AddW t hVal ue(" @mwbi | e3",
Txt Mobi | €3. Text . Trin());

460 crd. Par anet er s. AddW t hVval ue(" @mbi | e4",
Txt Mobi | e4. Text . Trin());

461 cnd. Par anet er s. AddW t hVal ue(" @t at us”,
rdobt nSt at us. Sel ect edVal ue. Trim());

462 con. Qpen();

MemberMaster.aspx.cs, line 494 (Access Control: Database)
Fortify Priority: High Folder High
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Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave _Click() in
MemberM aster.aspx.cs can execute a SQL statement on line 494 that contains an
attacker-controlled primary key, thereby alowing the attacker to access unauthorized
records.
Source: MemberMaster.aspx.cs:494 System.Web.Ul.WebControls.TextBox.get_Text()
492 cmd. Par anet er s. AddW t hVal ue(" @mbi | e2",
Txt Mobi | e2. Text . Trin());
493 cnd. Par anet er s. AddW t hval ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());
494 cnd. Par anet er s. AddW t hVal ue( " @mbi | e4",
Txt Mobi | e4. Text . Trin());
495 cmd. Par anet er s. AddW t hVal ue(" @t at us”,
rdobt nSt at us. Sel ect edVal ue. Trin());
496 con. Qpen();
Sink: MemberMaster.aspx.cs:494
System.Data.SqlClient.SglParameterCollection.AddWithValue()
492 cmd. Par anet er s. AddW t hVal ue(" @mbi | e2",
Txt Mobi | e2. Text . Trin());
493 cnd. Par anet er s. AddW t hval ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());
494 cnd. Par anet er s. AddW t hVal ue( " @mbi | e4",
Txt Mobi | e4. Text . Trin());
495 cmd. Par anet er s. AddW t hVal ue(" @t at us”,
rdobt nSt at us. Sel ect edVal ue. Trin());
496 con. Qpen();

MeetingAttendance.aspXx.cs, line 450 (Access Control: Database)

MemberMasterHindi.

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method excuteY esquery() in
M eetingAttendance.aspx.cs can execute a SQL statement on line 450 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.

Source: MeetingAttendance.aspx.cs:450
System.Web.Ul.WebControls.TextBox.get_Text()

448 crd. Par anet ers. AddWthVal ue("@itle", cnbtitle.Text);

449 cmd. Par anet er s. AddW t hVal ue( " @lat eof meet ", txtdatel. Text);

450 cmd. Par anet er s. AddW t hVal ue(" @lat eof meet 2", txt dat e2. Text);

451 crd. Par anet ers. AddW t hVal ue(" @i meof meet ", txttime. Text);

452 crd. Par anet er s. AddW t hVal ue(" @i d", cnbconmi ttee. Sel ect edVal ue) ;

Sink: MeetingAttendance.aspx.cs:450
System.Data.SqlClient.SglParameterCollection.AddWithValue()

448 crd. Par anet ers. AddWthVal ue("@itle", cnbtitle.Text);

449 cmd. Par anet er s. AddW t hVal ue(" @lat eof neet ", txtdatel. Text);

450 cmd. Par anmet er s. AddW t hVal ue(" @lat eof meet 2", txtdate2. Text);

451 crd. Par anet ers. AddW t hVal ue(" @i meof meet ", txttime. Text);

452 crd. Par anmet er s. AddW t hVal ue(" @i d", cmbconmi ttee. Sel ect edVal ue) ;

aspx.cs, line 488 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cdSave _Click() in
MemberMasterHindi.aspx.cs can execute a SQL statement on line 488 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:488
System.Web.Ul.WebControls.TextBox.get_Text()

486 crd. Par anet er s. AddW t hVal ue(" @onst _name_h",
crmbConst . Sel ectedltem Text. Trim());

487 cnd. Par anet er s. AddW t hval ue(" @mbi | e2",

Txt Mobi | 2. Text. Trin());
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488 cmd. Par anet er s. AddW t hVal ue(" @mwbi | e3",
Txt Mobi | €3. Text . Trin());
489 cnd. Par anet er s. AddW t hval ue(" @mbi | e4",
Txt Mobi | e4. Text . Trin());
490 cnd. Par anet er s. AddW t hVal ue(" @P_Joi nDat e",
t xt MPJoi nDat e. Text . Tri n());
Sink: MemberMasterHindi.aspx.cs:488
System.Data.SqlClient.SglParameterCollection.AddWithValue()
486 cnd. Par anet er s. AddW t hVal ue(" @onst _nanme_h",
cnbConst . Sel ectedltem Text. Trim());
487 cmd. Par anet er s. AddW t hVal ue(" @mbi | e2",
Txt Mobi | e2. Text. Trin());
488 crd. Par anet er s. AddW t hval ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());
489 cnd. Par anet er s. AddW t hVal ue( " @mbi | e4",
Txt Mobi | e4. Text . Trin());
490 cmd. Par anet er s. AddW t hVal ue(" @P_Joi nDat e",

t xt MPJoi nDat e. Text . Trin());

MemberMasterHindi.aspx.cs, line 582 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in

MemberMasterHindi.aspx.cs can execute a SQL statement on line 582 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:582
System.Web.Ul.WebControls.TextBox.get_Text()
580 cmd. ConmandType = ConmmandType. St or edPr ocedur e;
581 crd. Par anet er s. AddW t hVal ue("” @psno”, Vi ewsState["Key"]);
582 crd. Par anet ers. AddWthVal ue("@nitial _h", txtinitial.Text.Trim());
583 cnd. Par anet ers. AddW t hVal ue(" @i r st _name_h",
txtfname. Text. Trim());
584 crd. Par amet ers. AddW t hVal ue(" @ ast _nanme_h", txtlname. Text.Trim());
Sink: MemberMasterHindi.aspx.cs:582 . .
System.Data.SqlClient.SglParameterCollection.AddWithValue()
580 cmd. ConmandType = ConmmandType. St or edPr ocedur e;
581 crd. Par anet er s. AddW t hVal ue("” @psno”, Vi ewsState["Key"]);
582 cmd. Par anet ers. AddWthVal ue("@nitial _h", txtinitial.Text.Trim());
583 cnd. Par anet ers. AddW t hVal ue(" @i r st _name_h",
txt fnane. Text. Trin());
584 crd. Par amet er s. AddW t hVal ue(" @ ast _name_h", txtlname. Text.Trim());
MemberMaster.aspx.cs, line 373 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 373 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: MemberMaster.aspx.cs:373 System.Web.Ul.WebControls. TextBox.get_Text()

371 cnd. Par anet ers. AddW t hVal ue("@P_I NI T",
txtinitial.Text.Trin());

372 cmd. Par anet er s. AddW t hVal ue( " @/P_FNAME",
txt f nanme. Text . Trin());

373 crd. Par anet er s. AddW t hVal ue(" @/P_LNAME",
txtl nanme. Text. Trin());

374 cnd. Par anet er s. AddW t hVal ue(" @ _LADDRESS",
txt| ocadd. Text. Trin());

375 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txtl ocph. Text. Trin());

Sink: MemberMaster.aspx.cs:373
System.Data.SqlClient.SglParameterCollection.AddWithValue()

371 cmd. Par anet er s. AddW t hVal ue("@P_I NI T",

txtinitial.Text.Trim));
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372 crd. Par anet er s. AddW t hVal ue( " @/P_FNAME",
txtfnanme. Text. Trinm());

373 crd. Par anet er s. AddW t hVal ue(" @/P_LNAME",
txtl nanme. Text. Trin());

374 cnd. Par anet er s. AddW t hVal ue(" @ _LADDRESS",
txt| ocadd. Text . Trin());

375 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txtlocph. Text. Trinm());

MemberM aster.aspx.cs, line 488 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave_Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 488 that contains an
attacker-controlled primary key, thereby alowing the attacker to access unauthorized

records.
Source: MemberMaster.aspx.cs:488 System.Web.Ul.WebControls.TextBox.get_Text()
486 crd. Par anet er s. AddW t hVal ue(" @_MP_PARTY_CCDE",

cnbparty. Sel ect edVal ue);
487 cnd. Par amet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text. Trim());
488 crd. Par amet ers. AddW t hVal ue("@nmai | 1", TxteMil 1. Text.Trim());
489 crd. Par amet ers. AddW t hVal ue(" @nmai | 2", TxteMil 2. Text. Trim());
490 cmd. Par anet er s. AddW t hVal ue(" @_MP_STATE_CCDE",

cmbSt at e. Sel ect edVal ue. Trin());
Sink: MemberMaster.aspx.cs:488

System.Data.SqlClient.SqglParameterCollection.AddWithValue()
486 cmd. Par anet er s. AddW t hVal ue(" @_MP_PARTY_CCDE",

cmbparty. Sel ect edVal ue) ;
487 cmd. Par anmet er s. AddW t hVal ue("” @mbi | e", TxtMbile. Text.Trin());
488 cmd. Par anet ers. AddW t hVal ue(" @nmmi | 1", TxteMil 1. Text. Trin());
489 cmd. Par anet er s. AddW t hVal ue(" @nmmi | 2", TxteMil 2. Text.Trin());
490 crd. Par anet er s. AddW t hVal ue(" @ _MP_STATE CCDE",

cnbSt at e. Sel ect edVal ue. Trim());

PartyMaster.aspx.cs, line 209 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in PartyMaster.aspx.cs

can execute a SQL statement on line 209 that contains an attacker-controlled primary
key, thereby allowing the attacker to access unauthorized records.

Source: PartyMaster.aspx.cs:209 System.Web.Ul.WebControls.TextBox.get_Text()
207 crd. Par anet er s. AddW t hVal ue(" @GPARTY_SNAME" ,
Sql DbType. Var Char) . Val ue = txt Short Nanme. Text. Tri m();
208 cnd. Par anet er s. AddW t hVal ue( " @PARTY_FNAME H',
Sql DbType. NVar Char ) . Val ue = txt HPart yName. Text . Tri m() ;
209 cmd. Par anet er s. AddW t hVal ue( " @PARTY_SNAME H',
Sql DbType. NVar Char) . Val ue = t xt HShort Name. Text . Tri m() ;
210 crd. Par anet ers. AddW t hval ue(" @ STO', Sql DbType. Smal | I nt). Val ue =
t xt LSTo. Text. Tri n();
211 cnd. Par anet er s. AddW t hVal ue(" @ EADER', Sql DbType. Var Char) . Val ue =
t xt Leader . Text . Tri n();
Sink: PartyMaster.aspx.cs:209 System.Data.Common.DbParameter.set_Value()
207 cnd. Par anet er s. AddW t hVal ue( " @GPARTY_SNAME",
Sql DbType. Var Char ) . Val ue = txt Short Name. Text. Tri m();
208 cmd. Par anet er s. AddW t hVal ue(" @PARTY_FNAME H',
Sql DbType. NVar Char) . Val ue = t xt HPart yName. Text . Tri m() ;
209 crd. Par anet er s. AddW t hVal ue(" @GPARTY_SNAME H',
Sql DbType. NVar Char) . Val ue = txt HShort Name. Text. Tri () ;
210 cnd. Par anet er s. AddW t hVal ue(" @STCO', Sql DbType. Smal | I nt). Val ue =
t xt LSTo. Text . Tri n();
211 cmd. Par anet er s. AddW t hVal ue(" @ EADER', Sqgl DbType. Var Char) . Val ue =

t xt Leader . Text . Tri n();

MemberMasterHindi.aspx.cs, line 583 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
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Abstract: Without proper access control, the method cmdSave_Click() in
MemberM asterHindi.aspx.cs can execute a SQL statement on line 583 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.
Source: MemberMasterHindi.aspx.cs:583
System.Web.Ul.WebControls.TextBox.get_Text()
581 crd. Par anet er s. AddW t hVal ue(" @psno”, ViewsState["Key"]);
582 crd. Paranet ers. AddWthVal ue("@nitial _h", txtinitial.Text.Trim());
583 crd. Par anet ers. AddW t hval ue(" @i r st _name_h",
txt fnane. Text. Trin());
584 cnd. Par anet er s. AddW t hVal ue(" @ ast _nanme_h", txtlname. Text.Trim());
585 cnd. Par anet er s. AddW t hVal ue(" @_Address1", txtlocadd. Text.Trim());
Sink: MemberMasterHindi.aspx.cs:583
System.Data.SqlClient.SglParameterCollection.AddWithValue()
581 crd. Par anet er s. AddW t hVal ue(" @psno”, ViewsState["Key"]);
582 crd. Paranet ers. AddWthVal ue("@nitial _h", txtinitial.Text.Trim());
583 crd. Par anet ers. AddW t hval ue(" @i r st _name_h",
txt fnane. Text. Trin());
584 cnd. Par anet er s. AddW t hVal ue(" @ ast _nanme_h", txtlname. Text.Trim());
585 cnd. Par anet er s. AddW t hVal ue(" @_Address1", txtlocadd. Text.Trim());
MemberMaster.aspx.cs, line 443 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave _Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 443 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.
Source: MemberMaster.aspx.cs:443 System.Web.Ul.WebControls. TextBox.get_Text()
441 cmd. Par anet er s. AddW t hVal ue(" @psno", ViewState["Key"]);
442 cmd. Parameters. AddW t hVal ue("@nitial ",
txtinitial.Text.Trin());
443 cmd. Par anet er s. AddW t hVal ue(" @i r st _nanme",
txt f name. Text. Trin());
444 cnd. Par anet er s. AddW t hVal ue(" @ ast _nane",
txtl nane. Text. Trin());
445 cnd. Par anet er s. AddW t hVal ue(" @\ddr ess1",
txtl ocadd. Text. Trin());
Sink: MemberMaster.aspx.cs:443
System.Data.SqlClient.SqglParameterCollection.AddWithValue()
441 cnd. Par anmet er s. AddW t hVal ue(" @psno", Vi ewState["Key"]);
442 cnd. Par anet ers. AddW t hVal ue("@nitial ",
txtinitial.Text.Trin());
443 cmd. Par anet er s. AddW t hVal ue(" @i r st _nanme",
txt f name. Text. Trin());
444 cnd. Par anet er s. AddW t hVal ue(" @ ast _nane",
txtl nane. Text. Trin());
445 cnd. Par anet er s. AddW t hVal ue(" @\ddr ess1",

txtl ocadd. Text. Trin());

MemberMasterHindi.aspx.cs, line 474 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in

MemberMasterHindi.aspx.cs can execute a SQL statement on line 474 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:474
System.Web.Ul.WebControls.TextBox.get_Text()

472 cmd. Par anet er s. AddW t hVal ue(" @ ast _name_h",
txtlname. Text. Trin());

473 crd. Par anet er s. AddW t hval ue(" @_Addr ess1",

txtl ocadd. Text. Trin());
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474 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txt!locph. Text. Trinm());

475 crd. Par anet er s. AddW t hval ue(" @_Addr ess2",
t xt conadd. Text. Trin());

476 cnd. Par anet er s. AddW t hVal ue(" @el ephone2”,
t xt conph. Text . Tri n());

Sink: MemberMasterHindi.aspx.cs:474
System.Data.SqlClient.SglParameterCollection.AddWithValue()

472 cnd. Par anet er s. AddW t hVal ue(" @ ast _nanme_h",
txt| nanme. Text. Trin());

473 cnd. Par anet er s. AddW t hVal ue(" @_Addr ess1",
txt| ocadd. Text. Trin());

474 crd. Par anet er s. AddW t hval ue(" @el ephonel”,
txtl ocph. Text. Trin());

475 cnd. Par anet er s. AddW t hVal ue(" @_Addr ess2",
t xt conadd. Text . Tri n());

476 cmd. Par anet er s. AddW t hVal ue(" @el ephone2”,

txt conph. Text. Trim());

MemberMaster.aspx.cs, line 340 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 340 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: MemberMaster.aspx.cs:340 System.Web.Ul.WebControls. TextBox.get_Text()

338 cnd. Par anet er s. AddW t hVal ue(" @arty_f name",
cnbparty. Sel ect edlt em Text);

339 cnd. Par amet er s. AddW t hVal ue(" @mbi | e",
Txt Mobil e. Text. Trin());

340 cmd. Par anet er s. AddW t hVal ue(" @nmi | 1",
TxteMuil 1. Text. Trin());

341 crd. Par anet er s. AddW t hVal ue(" @nmi | 2",
TxteMail 2. Text. Trim());

342 cnd. Par amet ers. AddW t hVal ue(" @ ast _I s",
Ddl HouseNo. Sel ect edVal ue. Trin());

Sink: MemberMaster.aspx.cs:340
System.Data.SqlClient.SqglParameterCollection.AddWithValue()

338 cnd. Par anet er s. AddW t hVal ue(" @arty_f name",
crmbparty. Sel ect edl tem Text);

339 cmd. Par anet er s. AddW t hVal ue(" @mbi | e",
Txt Mobi l e. Text . Trin());

340 crd. Par anet er s. AddW t hVal ue(" @nmi | 1",
TxteMail 1. Text. Trim());

341 cnd. Par anet er s. AddW t hVal ue(" @nmi | 2",
TxteMil 2. Text. Trin());

342 cmd. Par anet ers. AddW t hVal ue(" @ ast _I s",

Ddl HouseNo. Sel ect edVal ue. Trim());

MemberMasterHindi.aspx.cs, line 585 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 585 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:585
System.Web.Ul.WebControls.TextBox.get_Text()
583 crd. Par anet ers. AddW t hval ue(" @i r st _name_h",
txt fnanme. Text. Trin());
584 cnd. Par anet er s. AddW t hVal ue(" @ ast _nanme_h", txtl name. Text.Trim());
585 crd. Par anet er s. AddW t hVal ue(" @1_Address1", txtlocadd. Text.Trin());
586 cnd. Par anet er s. AddW t hVal ue(" @el ephonel”, txtlocph. Text.Trinm());
587 cnd. Par anet er s. AddW t hVal ue(" @1_Addr ess2", txtconadd. Text.Trinm());
Sink: MemberMasterHindi.aspx.cs:585

System.Data.SqlClient.SglParameterCollection.AddWithValue()
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583 cmd. Par anet er s. AddW t hVal ue(" @i r st _name_h",

txt f name. Text . Trin());
584 crd. Par anet ers. AddW t hVal ue(" @ ast _name_h", txtlname. Text.Trim());
585 crd. Par anet ers. AddW t hVal ue(" @1_Address1", txtlocadd. Text.Trim());
586 crd. Par anet er s. AddW t hVal ue(" @el ephonel”, txtl ocph. Text.Trim());
587 crd. Par anet er s. AddW t hVal ue(" @1_Addr ess2", txtconadd. Text.Trim());
PartyMaster.aspx.cs, line 161 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cndSave_Click() in PartyMaster.aspx.cs

can execute a SQL statement on line 161 that contains an attacker-controlled primary
key, thereby allowing the attacker to access unauthorized records.

Source: PartyMaster.aspx.cs:161 System.Web.Ul.WebControls.TextBox.get_Text()
159 cid. Par anet er s. AddW t hVal ue( " @GPARTY_SNAME",
Sql DbType. Var Char) . Val ue = txt Short Name. Text. Tri m();
160 cnd. Par anmet er s. AddW t hVal ue(" @PARTY_FNAME H',
Sql DbType. NVar Char) . Val ue = txt HPart yName. Text. Tri () ;
161 crd. Par anet er s. AddW t hVal ue( " @PARTY_SNAME H',
Sql DbType. NVar Char) . Val ue = txt HShort Name. Text. Tri m();
162 cnd. Par anet er s. AddW t hVal ue(" @ SFROM', Sql DbType. Smal | I nt). Val ue =
ddl LSFrom Sel ect edVal ue. Tri m() ;
163 99 cnd. Par anmet er s. AddW t hVal ue(" @ STO', Sql DbType. Smal l I nt). Val ue =
Sink: PartyMaster.aspx.cs:161 System.Data.Common.DbParameter.set_Value()
159 cnd. Par anet er s. AddW t hVal ue(" @GPARTY_SNAME",
Sql DbType. Var Char) . Val ue = txt Short Name. Text. Tri () ;
160 crd. Par anet er s. AddW t hVal ue( " @PARTY_FNAME H',
Sql DbType. NVar Char ) . Val ue = txt HPart yName. Text. Tri m();
161 cid. Par anet er s. AddW t hVal ue( " @PARTY_SNAME H',
Sql DbType. NVar Char) . Val ue = t xt HShort Name. Text . Tri m() ;
162 cnd. Par anmet er s. AddW t hVal ue(" @ SFROM', Sql DbType. Smal | I nt) . Val ue =
ddl LSFrom Sel ect edVal ue. Tri () ;
163 cmd. Par anet er s. AddW t hVal ue(" @STO', Sql DbType. Smal | I nt). Val ue =
99;
MemberMasterHindi.aspx.cs, line 617 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 617 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:617
System.Web.Ul.WebControls.TextBox.get_Text()

615 crmd. CommandType = ConmmandType. St or edPr ocedur g;

616 crd. Par anet er s. AddW t hval ue(" @P_CCDE", ViewsState["Key"]);

617 crd. Paranet ers. AddWthVal ue("@W_INT", txtinitial.Text.Trim());

618 crd. Par anet er s. AddW t hval ue(" @IW_FNAME", txtfname. Text.Trim());

619 crd. Par anet er s. AddW t hVal ue(" @IW_LNAME", txtl name. Text.Trim());

Sink: MemberMasterHindi.aspx.cs:617 . .
System.Data.SqlClient.SglParameterCollection.AddWithValue()

615 cmd. CommandType = ConmmandType. St or edPr ocedur €;

616 cmd. Par anet er s. AddW t hVal ue(" @P_CCDE", Vi ewSt ate["Key"]);

617 cmd. Par amet ers. AddW t hVal ue("@IWP_INIT", txtinitial.Text.Trim());

618 cmd. Par anet er s. AddW t hVal ue(" @IW_FNAME', txtfname. Text.Trim());

619 cmd. Par anet er s. AddW t hVal ue(" @IW_LNAME", txtl name. Text.Trim());

MeetingCommittee.aspx.cs, line 269 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features
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Abstract: Without proper access control, the method InsertSchedule() in
M eetingCommittee.aspXx.cs can execute a SQL statement on line 269 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.
Source: MeetingCommittee.aspx.cs:269
System.Web.Ul.WebControls.TextBox.get_Text()
267 crmd. CommandType = ConmmandType. St or edPr ocedur g;
268
269 crmd. Paranmeters. Add("@itle", txttitle.Text);
270 crd. Par anet er s. Add(" @lat eof nreet ", txtdatel. Text);
271 crd. Par anet er s. Add(" @lat eof meet 2", txt date2. Text);
Sink: MeetingCommittee.aspx.cs:269
System.Data.SqlClient.SglParameterCollection.Add()
267 cmd. CommandType = ConmmandType. St or edPr ocedur e;
268
269 crmd. Paraneters. Add("@itle", txttitle.Text);
270 cmd. Par anet er s. Add( " @lat eof meet ", txtdatel. Text);
271 cmd. Par anet er s. Add( " @lat eof meet 2", txt date2. Text);
MemberMasterHindi.aspx.cs, line 625 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 625 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:625
System.Web.Ul.WebControls.TextBox.get_Text()
623 crd. Par anet er s. AddW t hVal ue(" @el ephone2", txtconph. Text.Trin());
624 cmd. Par anet er s. AddW t hVal ue(" @ _MP_PARTY_CCDE",
cnbparty. Sel ect edVal ue) ;
625 cnd. Par anet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text.Trinm());
626 cnd. Par anet ers. AddW t hVal ue(" @nmi | 1", TxteMil 1. Text.Trim());
627 cnd. Par anet ers. AddW t hVal ue(" @nmi | 2", TxteMil 2. Text.Trim());
Sink: MemberMasterHindi.aspx.cs:625 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()
623 crd. Par anet er s. AddW t hVal ue(" @el ephone2", txtconph. Text.Trin());
624 cmd. Par anet er s. AddW t hVal ue(" @ _MP_PARTY_CCDE",
cnbparty. Sel ect edVal ue) ;
625 cnd. Par anet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text.Trinm());
626 cnd. Par anet ers. AddW t hVal ue(" @nmi | 1", TxteMil 1. Text.Trim());
627 cnd. Par anet ers. AddW t hVal ue(" @nmai | 2", TxteMil 2. Text.Trim());
Login.aspx.cs, line 180 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method submit_Click() in Login.aspx.cs can

execute a SQL statement on line 180 that contains an attacker-controlled primary key,
thereby allowing the attacker to access unauthorized records.

Source: Login.aspx.cs:141 System.Web.Ul.WebControls.TextBox.get_Text()

139 string pass = String. Enpty;

140 string pageone = String. Enpty;

141 string unane = User Name. Text. ToString().Trin();

142 Sessi on[ "unanme"] = unane;

143 //Get Wype

Sink: Login.aspx.cs:180
System.Data.SqlClient.SglParameterCollection.AddWithValue()

178 sql Command. CommandText = "[dbo].[ CMS_Logi nMast er User SP] *;

179 sgl Command. CommandType = CommandType. St or edPr ocedur e;

180 sql Command. Par anet er s. AddW t hVal ue(" @nane", unane);
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181 sql Command. Par anet er s. AddW t hVal ue(" @Type",
Convert . ToChar("C'));
182 sql Command. CommandTi meout = 600;
PartyMaster.aspx.cs, line 196 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in PartyMaster.aspx.cs

can execute a SQL statement on line 196 that contains an attacker-controlled primary
key, thereby allowing the attacker to access unauthorized records.

Source: PartyMaster.aspx.cs:196 System.Web.Ul.WebControls.TextBox.get_Text()
194 cid. Par anet er s. AddW t hVal ue( " @GPARTY_SNAME",
Sql DbType. Var Char) . Val ue = txt Short Name. Text. Tri m();
195 cnd. Par anmet er s. AddW t hVal ue(" @PARTY_FNAME H',
Sql DbType. NVar Char) . Val ue = txt HPart yName. Text. Tri () ;
196 crd. Par anet er s. AddW t hVal ue( " @PARTY_SNAME H',
Sql DbType. NVar Char) . Val ue = txt HShort Name. Text. Tri m();
197 crd. Par anet er s. AddW t hVal ue(" @ EADER', Sql DbType. Var Char) . Val ue =
t xt Leader. Text . Tri n();
198 cnd. Par amet er s. AddW t hVal ue(" @ EADER H', Sql DbType. NVar Char) . Val ue
= txtLeaderH Text. Trinm();
Sink: PartyMaster.aspx.cs:196 System.Data.Common.DbParameter.set_Value()
194 cnd. Par anet er s. AddW t hVal ue(" @GPARTY_SNAME",
Sql DbType. Var Char) . Val ue = txt Short Name. Text. Tri () ;
195 crd. Par anet er s. AddW t hVal ue( " @PARTY_FNAME H',
Sql DbType. NVar Char ) . Val ue = txt HPart yName. Text. Tri m();
196 cid. Par anet er s. AddW t hVal ue( " @PARTY_SNAME H',
Sql DbType. NVar Char) . Val ue = t xt HShort Name. Text . Tri m() ;
197 cnd. Par amet er s. AddW t hVal ue(" @EADER', Sql DbType. Var Char) . Val ue =
txt Leader. Text. Tri n();
198 crd. Par anmet er s. AddW t hVal ue(" @QEADER H', Sql DbType. Nvar Char) . Val ue

= txtLeaderH Text. Trim();

MemberMasterHindi.aspx.cs, line 618 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 618 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:618
System.Web.Ul.WebControls.TextBox.get_Text()
616 crd. Par anet er s. AddW t hval ue(" @P_CCDE", ViewsState["Key"]);
617 cmd. Paraneters. AddWt hVal ue("@IW_INIT", txtinitial.Text.Trim());
618 cmd. Par anet er s. AddW t hVal ue(" GHW_FNAME", txtfname. Text. Trin());
619 cmd. Par anet er s. AddW t hVal ue(" GHW_LNAME", txtl name. Text. Trin());
620 cmd. Par anet er s. AddW t hVal ue(" @4C_LADDRESS",
txtl ocadd. Text. Trin());
Sink: MemberMasterHindi.aspx.cs:618
System.Data.SqlClient.SglParameterCollection.AddWithValue()
616 crd. Par anet er s. AddW t hval ue(" @P_CCDE", ViewsState["Key"]);
617 cmd. Paraneters. AddWt hVal ue("@IW_INIT", txtinitial.Text.Trim());
618 crd. Par anet er s. AddW t hVal ue(" @HW_FNAME", txtfname. Text. Trim());
619 crd. Par anet er s. AddW t hVal ue(" @IW_LNAME", txtl name. Text.Trim());
620 crd. Par anet er s. AddW t hVal ue(" @C_LADDRESS",

txtl ocadd. Text. Trin());

MemberMaster.aspx.cs, line 349 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave _Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 349 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.
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Source:
347

348
349
350
351
Sink:
347
348
349

350

351

MemberMaster.aspx.cs, line 442 (Access Control: Database)

MemberMaster.aspx.cs:349 System.Web.Ul.WebControls. TextBox.get_Text()

cnd. Par anet er s. AddW t hVal ue( " @mbi | e2",
Txt Mobi | e2. Text . Trin());

cmd. Par anet er s. AddW t hVal ue(" @mbi | e3",
Txt Mobi | e3. Text. Trin());

crd. Par anet er s. AddW t hVval ue(" @mbi | e4",
Txt Mobi | e4. Text . Trin());

cnd. Par anet er s. AddW t hVal ue(" @P_Joi nDat e",
t xt MPJoi nDat e. Text . Tri n());

MemberMaster.aspx.cs:349
System.Data.SqlClient.SglParameterCollection.AddWithValue()

cnd. Par anet er s. AddW t hVal ue( " @mbi | e2",
Txt Mobi | e2. Text . Trin());

cmd. Par anet er s. AddW t hVal ue(" @mwbi | e3",
Txt Mobi | €3. Text . Trin());

crd. Par anet er s. AddW t hVval ue(" @mbi | e4",
Txt Mobi | e4. Text . Trin());

cnd. Par anet er s. AddW t hVal ue(" @P_Joi nDat e",
t xt MPJoi nDat e. Text . Tri n());

Fortify Priority: ~ High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cmdSave_Click() in
MemberM aster.aspx.cs can execute a SQL statement on line 442 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.

Source: MemberMaster.aspx.cs:442 System.Web.Ul.WebControls.TextBox.get_Text()

440 crmd. ConmandType = ConmandType. St or edPr ocedur e;

441 crd. Par anet er s. AddW t hVal ue("” @psno”, ViewsState["Key"]);

442 cmd. Par anet ers. AddW t hVal ue("@nitial ",
txtinitial.Text.Trin());

443 cmd. Par anet ers. AddW t hVal ue(" @i r st _name",
txtfname. Text. Trim());

444 cnd. Par anet er s. AddW t hVal ue(" @ ast _nane",
txtl nane. Text. Trin());

Sink: MemberMaster.aspx.cs:442
System.Data.SqlClient.SqglParameterCollection.AddWithValue()

440 cmd. CommandType = CommandType. St or edPr ocedur €;

441 cnd. Par amet er s. AddW t hVal ue(" @psno", Vi ewState["Key"]);

442 cnd. Par anet ers. AddW t hVal ue("@nitial ",
txtinitial.Text.Trin());

443 crd. Par anet ers. AddW t hVal ue(" @i r st _nanme",
txt f nanme. Text. Trin());

444 cnd. Par anet er s. AddW t hVal ue(" @ ast _nane",

Ministry_details.aspx.cs, line 117 (Access Control: Database)

txtlname. Text. Trin());

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method Savebtn_Click() in
Ministry details.aspx.cs can execute a SQL statement on line 117 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.

Source: Ministry_details.aspx.cs:117
System.Web.Ul.WebControls.TextBox.get_Text()

115 cnd. CommandType = ConmandType. St or edPr ocedur e;

116 cnd. Par anet er s. AddW t hVal ue(" @i n_nanme", Sql DbType. Var Char). Val ue =
mntxt2. Text. Trim();

117 cmd. Par anet er s. AddW t hVal ue(" @i n_name_h", Sql DbType. Var Char) . Val ue =
hmi ntxt 2. Text. Tri m();

118 crd. Par anet er s. AddW t hVal ue(" @i n_ab", Sqgl DbType. Var Char) . Val ue =

Shortmi ntxt2. Text. Trim();
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119 cmd. Par anet er s. AddW t hVal ue(" @i n_code", Sql DbType. SmallInt). Val ue =
Vi ewSt at e[ " mi n_code"] ;

Sink: Ministry_details.aspx.cs:117 System.Data.Common.DbParameter.set_Value()

115 crmd. CommandType = ConmmandType. St or edPr ocedur e;

116 cmd. Par anet er s. AddW t hVal ue(" @i n_nanme", Sql DbType. Var Char). Val ue =
mntxt2. Text. Trim();

117 crd. Par anet er s. AddW t hVal ue(" @i n_name_h", Sqgl DbType. Var Char). Val ue =
hmi nt xt 2. Text. Tri () ;

118 cnd. Par anet er s. AddW t hVal ue(" @i n_ab", Sql DbType. Var Char) . Val ue =
Shortmi ntxt 2. Text. Trim();

119 cnd. Par anet er s. AddW t hVal ue(" @i n_code", Sql DbType. SnallInt). Val ue =
Vi ewSt at e[ " mi n_code"] ;

MemberMaster.aspx.cs, line 446 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 446 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: MemberMaster.aspx.cs:446 System.Web.Ul.WebControls.TextBox.get_Text()

444 cnd. Par anet er s. AddW t hVal ue(" @ ast _nane",
txtlname. Text. Trim());

445 cnd. Par anet er s. AddW t hVal ue(" @\ddr ess1",
txtl ocadd. Text. Trin());

446 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txt| ocph. Text. Trin());

447 cnd. Par anet er s. AddW t hVal ue(" @\ddr ess2”,
t xt conadd. Text . Trin());

448 cnd. Par anmet er s. AddW t hVal ue(" @ el ephone2",
t xt conph. Text. Trin());

Sink: MemberMaster.aspx.cs:446
System.Data.SqlClient.SqglParameterCollection.AddWithValue()

444 cnd. Par anmet er s. AddW t hVal ue(" @ ast _nane",
txtl nane. Text. Trin());

445 crd. Par anet er s. AddW t hVal ue(" @\ddr ess1”,
txt| ocadd. Text. Trin());

446 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txtlocph. Text. Trim());

447 cnd. Par anet er s. AddW t hVal ue(" @A\ddr ess2",
t xt conadd. Text . Trin());

448 cnd. Par anet er s. AddW t hVal ue(" @el ephone2”,

t xt conph. Text. Trim());

MemberMasterHindi.aspx.cs, line 529 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM asterHindi.aspx.cs can execute a SQL statement on line 529 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:529
System.Web.Ul.WebControls.TextBox.get_Text()

527 crd. Par anet er s. AddW t hVal ue(" @GCONST_CCDE",
cnbConst . Sel ect edVal ue. Trin());

528 cmd. Par anet er s. AddW t hVal ue(" @onst _name_h",
cnbConst . Sel ectedltem Text. Trim());

529 cmd. Par anet er s. AddW t hVal ue(" @mwbi | e2",
Txt Mobi | e2. Text . Tri n());

530 cnd. Par anet er s. AddW t hval ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());

531 cnd. Par anet er s. AddW t hVal ue( " @mbi | e4",
Txt Mobi | e4. Text . Trin());

Sink: MemberMasterHindi.aspx.cs:529 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

527 cnd. Par anet er s. AddW t hVal ue( " @CONST_CCDE",

cnbConst . Sel ect edVal ue. Trim());

=3 Page 60 of 97



Fortify Security Report FORTIFY

528 cmd. Par anet er s. AddW t hVal ue(" @onst _name_h",
crmbConst . Sel ectedltem Text. Trim());
529 crd. Par anet er s. AddW t hVval ue(" @mbi | e2",
Txt Mobi | e2. Text . Trin());
530 cnd. Par anet er s. AddW t hVal ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());
531 cmd. Par anet er s. AddW t hVal ue(" @mbi | e4",
Txt Mobi | e4. Text . Trin());

PartyMaster.aspx.cs, line 165 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cndSave_Click() in PartyMaster.aspx.cs

can execute a SQL statement on line 165 that contains an attacker-controlled primary
key, thereby allowing the attacker to access unauthorized records.

Source: PartyMaster.aspx.cs:165 System.Web.Ul.WebControls.TextBox.get_Text()

163 99 crd. Par anet er s. AddW t hVal ue(" @ STO', Sql DbType. Smal | I nt). Val ue =

164 cnd. Par amet er s. AddW t hVal ue(" @EADER', Sql DbType. Var Char) . Val ue =
txt Leader. Text. Tri n();

165 cmd. Par anet er s. AddW t hVal ue(" @QEADER H', Sql DbType. NVar Char) . Val ue
= txtLeaderH Text. Trim();

166 con. Qpen();

167 i = cmd. Execut eNonQuery();

Sink: PartyMaster.aspx.cs:165 System.Data.Common.DbParameter.set_Value()

163 99 cmd. Par anet er s. AddW t hVal ue(" @STO', Sql DbType. Smal | I nt). Val ue =

164 crd. Par anet er s. AddW t hVal ue(" @ EADER', Sql DbType. Var Char) . Val ue =
t xt Leader. Text . Tri n();

165 cmd. Par amet er s. AddW t hVal ue(" @ EADER H', Sql DbType. NVar Char) . Val ue
= txtLeaderH Text. Trim();

166 con. Qpen();

167 i = cmd. Execut eNonQuery();

MesetingAttendance.aspx.cs, line 451 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method excuteY esquery() in

M eetingAttendance.aspx.cs can execute a SQL statement on line 451 that contains an
attacker-controlled primary key, thereby alowing the attacker to access unauthorized

records.

Source: MeetingAttendance.aspx.cs:451
System.Web.Ul.WebControls.TextBox.get_Text()

449 cmd. Par anet er s. AddW t hVal ue( " @lat eof meet ", txtdatel. Text);

450 cmd. Par anet er s. AddW t hVal ue( " @lat eof meet 2", txt dat e2. Text);

451 cmd. Par anet ers. AddW t hVal ue(" @i meof meet”, txttime. Text);

452 cmd. Par anet er s. AddW t hVal ue(" @i d", cnbconmi tt ee. Sel ect edVal ue) ;

453 cmd. Par anmet er s. AddW t hVal ue(" @nane”, cnbconmi ttee. Sel ect edltem Text);

Sink: MeetingAttendance.aspx.cs:451 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

449 cmd. Par anet er s. AddW t hVal ue( " @lat eof meet ", txtdatel. Text);

450 cmd. Par anet er s. AddW t hVal ue( " @lat eof meet 2", txt dat e2. Text);

451 cnd. Par anet ers. AddW t hVal ue(" @i meof meet ", txttime. Text);

452 cmd. Par anet er s. AddW t hVal ue(" @i d", cnbconmi ttee. Sel ect edVal ue) ;

453 cnd. Par anet er s. AddW t hVal ue(" @nane”, cnbconmi ttee. Sel ect edltem Text);

MemberMasterHindi.aspx.cs, line 619 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cdSave _Click() in

MemberMasterHindi.aspx.cs can execute a SQL statement on line 619 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.
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Source:

617
618
619
620

621
Sink:

617
618
619
620

621

MemberMaster.aspx.cs, line 350 (Access Control: Database)

MemberMasterHindi.aspx.cs:619
System.Web.Ul.WebControls.TextBox.get_Text()
cnd. Par anet ers. AddWthVal ue("@IW_INT", txtinitial.Text.Trinm());
cmd. Par anet er s. AddW t hVal ue(" @IW_FNAME", txtfname. Text.Trin());
crd. Par anet er s. AddW t hVal ue(" @IVW_LNAME", txtl name. Text. Trin());

cnd. Par anet er s. AddW t hVal ue(" @C_LADDRESS",
txt| ocadd. Text . Trin());

cmd. Par anet er s. AddW t hVal ue(" @el ephonel”, txtl ocph. Text.Trim());

MemberMasterHindi.aspx.cs:619
System.Data.SqlClient.SglParameterCollection.AddWithValue()
cnd. Par anet ers. AddW t hVal ue("@IW_INIT", txtinitial.Text.Trinm());
cmd. Par anet er s. AddW t hVal ue(" @IW_FNAME", txtfname. Text.Trin());
crd. Par anet er s. AddW t hVal ue(" @IVW_LNAME", txtl name. Text. Trin());

cnd. Par anet er s. AddW t hVal ue(" @C_LADDRESS",
txt| ocadd. Text . Trin());

cmd. Par anet er s. AddW t hVal ue(" @el ephonel”, txtl ocph. Text.Trim());

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in
MemberM aster.aspx.cs can execute a SQL statement on line 350 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.
Source: MemberMaster.aspx.cs:350 System.Web.Ul.WebControls.TextBox.get_Text()
348 crd. Par anet er s. AddW t hVal ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());
349 cmd. Par anet er s. AddW t hVal ue( " @mbi | e4",
Txt Mobi | e4. Text. Trin());
350 cnd. Par anet er s. AddW t hVal ue(" @P_Joi nDat e",
t xt MPJoi nDat e. Text . Trin());
351
352 con. Qpen();
Sink: MemberMaster.aspx.cs:350
System.Data.SqlClient.SqglParameterCollection.AddWithValue()
348 cnd. Par anet er s. AddW t hVal ue(" @mbi | e3",
Txt Mobi | e3. Text. Trin());
349 cmd. Par anet er s. AddW t hVal ue( " @mbi | e4",
Txt Mobi | e4. Text . Trin());
350 cmd. Par anet er s. AddW t hVal ue(" @P_Joi nDat e",
t xt MPJoi nDat e. Text . Tri n());
351
352 con. Qpen();

depatment_detail.aspx.cs, line 145 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method Savebtn_Click() in
depatment_detail.aspx.cs can execute a SQL statement on line 145 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.

Source: depatment_detail.aspx.cs:145
System.Web.Ul.WebControls.TextBox.get_Text()

143 cnd. CommandType = ConmandType. St or edPr ocedur e;

144 cnd. Par anet er s. AddW t hVal ue( " @ep_nanme", dep2. Text);

145 cmd. Par anet er s. AddW t hVal ue( " @dep_nanme", hdep2. Text);

146 cnd. Par anet er s. AddW t hVal ue("” @ep_code”, ViewState["dep_code"]);

147 conn. Qpen();

Sink: depatment_detail.aspx.cs:145
System.Data.SqlClient.SglParameterCollection.AddWithValue()

143 crmd. CommandType = ConmmandType. St or edPr ocedur €;

144 crd. Par anet ers. AddW t hVal ue(" @ep_nanme", dep2. Text);

145 crd. Par anet er s. AddW t hVal ue(" @dep_nanme", hdep2. Text);
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146 cmd. Par anet er s. AddW t hVal ue(” @ep_code”, Vi ewState["dep_code"]);
147 conn. Qpen();
PartyMaster.aspx.cs, line 212 (Access Control: Database)
Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in PartyMaster.aspx.cs

can execute a SQL statement on line 212 that contains an attacker-controlled primary
key, thereby allowing the attacker to access unauthorized records.

Source: PartyMaster.aspx.cs:212 System.Web.Ul.WebControls.TextBox.get_Text()

210 crd. Par anet er s. AddW t hVal ue(" @STO', Sql DbType. Smal | I nt). Val ue =
t xt LSTo. Text . Tri n() ;

211 cmd. Par anet er s. AddW t hVal ue(" @ EADER', Sql DbType. Var Char) . Val ue =
t xt Leader. Text . Tri n();

212 cmd. Par amet er s. AddW t hVal ue(" @ EADER H', Sql DbType. NVar Char) . Val ue
= txtLeaderH Text. Trim();

213 crd. Par anet er s. AddW t hVal ue(" @PARTY_CCDE",
Sql DbType. Smal | I nt) . Val ue = Vi ewSt at e[ "Key"];

214 con. Qpen();

Sink: PartyMaster.aspx.cs:212 System.Data.Common.DbParameter.set_Value()

210 cmd. Par anet er s. AddW t hVal ue(" @STO', Sql DbType. Smal | I nt). Val ue =
t xt LSTo. Text . Tri n() ;

211 cmd. Par anet er s. AddW t hVal ue(" @ EADER', Sql DbType. Var Char) . Val ue =
t xt Leader. Text . Tri n();

212 cmd. Par amet er s. AddW t hVal ue(" @ EADER H', Sql DbType. NVar Char) . Val ue
= txtLeaderH Text. Trim();

213 crd. Par anet er s. AddW t hVal ue(" @PARTY_CCDE",
Sql DbType. Smal | I nt) . Val ue = Vi ewSt at e[ "Key"];

214 con. Qpen();

MemberMaster.aspx.cs, line 447 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cmdSave_Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 447 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: MemberMaster.aspx.cs:447 System.Web.Ul.WebControls. TextBox.get_Text()

445 crd. Par anmet er s. AddW t hval ue(" @\ddr ess1",
txtl ocadd. Text. Trin());

446 cnd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txt | ocph. Text. Trin());

447 cmd. Par anet er s. AddW t hVal ue( " @\ddr ess2”,
t xt conadd. Text . Trin());

448 crd. Par anet er s. AddW t hVval ue(" @el ephone2",
t xt conph. Text. Trin());

449 cnd. Par anet er s. AddW t hVal ue(" @arty_snanme",
cnbparty. Sel ect edVal ue) ;

Sink: MemberMaster.aspx.cs:447 _ _
System.Data.SqlClient.SqlParameterCollection.AddWithValue()

445 cnd. Par anet er s. AddW t hVal ue(" @\ddr ess1”,
txt| ocadd. Text. Trin());

446 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txt | ocph. Text. Trin());

447 crd. Par anet er s. AddW t hVal ue(" @\ddr ess2",
t xt conadd. Text. Trin());

448 cnd. Par anet er s. AddW t hVal ue(" @el ephone2”,
t xt conph. Text . Tri n());

449 cmd. Par anet er s. AddW t hVal ue(" @arty_sname",

crmbparty. Sel ect edVal ue) ;

Ministry_details.aspx.cs, line 153 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
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Abstract: Without proper access control, the method Savebtn_Click() in
Ministry _details.aspx.cs can execute a SQL statement on line 153 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: Ministry _details.aspx.cs:153
System.Web.Ul.WebControls.TextBox.get_Text()

151 crd. Par anmet ers. AddW t hVal ue(" @i n_code", Sql DbType. SmallInt). Val ue =
r;

152 cnd. Par anet er s. AddW t hVal ue(" @i n_nanme", Sql DbType. Var Char). Val ue =
mntxtl Text. Trim();

153 cmd. Par anet er s. AddW t hVal ue(" @i n_name_h", Sql DbType. Var Char) . Val ue =
hmi ntxt 1. Text. Tri m();

154 crd. Par anmet er s. AddW t hVal ue(" @i n_ab", Sqgl DbType. Var Char) . Val ue =
Shortmi ntxt1. Text. Trin();

155 conn. Qpen();

Sink: Ministry _details.aspx.cs:153 System.Data.Common.DbParameter.set_Value()

151 crd. Par anmet ers. AddW t hVal ue(" @i n_code", Sql DbType. SmallInt). Val ue =
r;

152 cnd. Par anet er s. AddW t hVal ue(" @i n_nanme", Sql DbType. Var Char). Val ue =
mntxtl Text. Trim();

153 cmd. Par anet er s. AddW t hVal ue(" @i n_name_h", Sql DbType. Var Char) . Val ue =
hmi ntxt 1. Text. Tri m();

154 crd. Par anet er s. AddW t hVal ue(" @i n_ab", Sqgl DbType. Var Char) . Val ue =
Shortmi ntxt1. Text. Trin();

155 conn. Qpen();

MemberMasterHindi.aspx.cs, line 627 (Access Control: Database)

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cmdSave _Click() in

MemberMasterHindi.aspx.cs can execute a SQL statement on line 627 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:627
System.Web.Ul.WebControls.TextBox.get_Text()
625 crd. Par amet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text. Trim());
626 crd. Par amet ers. AddW t hVal ue("@nai | 1", TxteMil 1. Text.Trim());
627 crd. Par amet ers. AddW t hVal ue(" @nai | 2", TxteMil 2. Text. Trim());
628 cnd. Par anmet er s. AddW t hVal ue(" @._MP_STATE_CCDE",
cmbSt at e. Sel ect edVal ue. Trin());
629 cmd. Par anet er s. AddW t hVal ue(" @t at e_name_h",
cnbSt at e. Sel ectedltem Text. Trin());
Sink: MemberMasterHindi.aspx.cs:627
System.Data.SqlClient.SglParameterCollection.AddWithValue()
625 cmd. Par anet er s. AddW t hVal ue("” @mbi | e", TxtMbile. Text.Trinm());
626 cmd. Par anet ers. AddW t hVal ue(" @nmmi | 1", TxteMil 1. Text.Trinm());
627 cmd. Par anet er s. AddW t hVal ue(" @nmmi | 2", TxteMil 2. Text. Trin());
628 cmd. Par anet er s. AddW t hVal ue(" @ _MP_STATE CCDE",
cnbSt at e. Sel ect edVal ue. Trim());
629 cnd. Par anet er s. AddW t hVal ue(" @t at e_nanme_h",

cnbState. Sel ectedltem Text. Trim());

MemberMaster.aspx.cs, line 372 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 372 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.
Source: MemberMaster.aspx.cs:372 System.Web.Ul.WebControls. TextBox.get_Text()
370 cnd. Par anet er s. AddW t hVal ue(" @P_CCDE", id.ToString());
371 cnd. Par anet ers. AddW t hVal ue("@P_I NI T",

txtinitial.Text. Trin());
372 cmd. Par anet er s. AddW t hVal ue( " @/P_FNAME",

txtfname. Text. Trin());
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373 crd. Par anet er s. AddW t hVal ue( " @/P_LNAME",
txt | name. Text. Trin());

374 crd. Par anet er s. AddW t hVval ue(" @C_LADDRESS",
txtl ocadd. Text. Trin());

Sink: MemberMaster.aspx.cs:372 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

370 crd. Par anet ers. AddW t hval ue(" @P_CCDE", id.ToString());

371 cnd. Par anet ers. AddW t hval ue("@P_INI T",
txtinitial.Text.Trin());

372 cnd. Par anet er s. AddW t hVal ue( " @/P_FNAME",
txt f nane. Text . Trin());

373 crd. Par anet er s. AddW t hVal ue( " @/P_LNAME",
txt | name. Text. Trin());

374 crd. Par anet er s. AddW t hVal ue(" @C_LADDRESS",

txtl ocadd. Text. Trin());

MemberMaster.aspx.cs, line 452 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 452 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.
Source: MemberMaster.aspx.cs:452 System.Web.Ul.WebControls.TextBox.get_Text()
450 cnd. Par anet ers. AddW t hVal ue(" @arty_f nane",

crmbparty. Sel ect edl tem Text);
451 cmd. Par anmet er s. AddW t hVal ue("” @mbi | e", TxtMbile. Text.Trin());
452 cmd. Par anet ers. AddW t hVal ue(" @nmmi | 1", TxteMil 1. Text. Trin());
453 cmd. Par anet er s. AddW t hVal ue(" @nmmi | 2", TxteMil 2. Text.Trin());
454 cnd. Par anet er s. AddW t hVal ue(" @GTATE_CCDE",

cnbSt at e. Sel ect edVal ue. Trim());
Sink: MemberMaster.aspx.cs:452

System.Data.SqlClient.SglParameterCollection.AddWithValue()
450 cmd. Par anet er s. AddW t hVal ue(" @arty_f nane",

cnbparty. Sel ect edl t em Text);
451 crd. Par anet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text.Trim());
452 cnd. Par anet ers. AddW t hVal ue(" @nmi | 1", TxteMil 1. Text.Trim());
453 cnd. Par anet ers. AddW t hVal ue(" @nmai | 2", TxteMil 2. Text.Trim());
454 cnd. Par anet er s. AddW t hVal ue( " @GSTATE_CCDE",

cmbSt at e. Sel ect edVal ue. Trim());

Ministry_details.aspx.cs, line 154 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method Savebtn_Click() in

Ministry details.aspx.cs can execute a SQL statement on line 154 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.

Source: Ministry_details.aspx.cs:154
System.Web.Ul.WebControls.TextBox.get_Text()

152 cnd. Par anet er s. AddW t hVal ue(" @i n_nanme", Sql DbType. Var Char). Val ue =
mntxtl Text. Trim();

153 cmd. Par anet er s. AddW t hVal ue(" @i n_name_h", Sql DbType. Var Char) . Val ue =
hmi ntxt 1. Text. Tri m();

154 crd. Par anet ers. AddW t hVal ue(" @i n_ab", Sqgl DbType. Var Char) . Val ue =
Shortmi ntxt1. Text. Trinm();

155 conn. Qpen();

156 int j = cmd. Execut eNonQuery();

Sink: Ministry _details.aspx.cs:154 System.Data.Common.DbParameter.set_Value()

152 crd. Par anet er s. AddW t hVal ue(" @i n_name", Sql DbType. Var Char). Val ue =
mntxt1. Text. Trin();

153 cnd. Par anet er s. AddW t hVal ue(" @i n_nanme_h", Sql DbType. Var Char) . Val ue =
hmintxt 1. Text. Trim();

154 cmd. Par anet er s. AddW t hVal ue(" @i n_ab", Sqgl DbType. Var Char) . Val ue =
Short mintxt1. Text. Trim();

155 conn. Qpen();
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156

int j = cmd. Execut eNonQuery();

MemberMaster.aspx.cs, line 485 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave_Click() in .
MemberMaster.aspx.cs can execute a SQL statement on line 485 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.
Source: MemberMaster.aspx.cs:485 System.Web.Ul.WebControls. TextBox.get_Text()
483 cnd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txtl ocph. Text. Trin());
484 cmd. Par anet er s. AddW t hVal ue(" @_PADDRESS",
t xt conadd. Text . Trin());
485 cnd. Par anet er s. AddW t hVal ue(" @el ephone2",
t xt conph. Text. Trin());
486 cmd. Par anet er s. AddW t hVal ue(" @ _MP_PARTY_CCDE",
cnbparty. Sel ect edVal ue) ;
487 cnd. Par anet er s. AddW t hVal ue("” @mbi | e", TxtMbile. Text.Trim());
Sink: MemberMaster.aspx.cs:485 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()
483 cnd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txtl ocph. Text. Trin());
484 cmd. Par anet er s. AddW t hVal ue(" @_PADDRESS",
t xt conadd. Text . Trin());
485 cnd. Par anet er s. AddW t hVal ue(" @el ephone2",
t xt conph. Text. Trin());
486 cmd. Par anet er s. AddW t hVal ue(" @ _MP_PARTY_CCDE",
cnbparty. Sel ect edVal ue) ;
487 cnd. Par anet er s. AddW t hVal ue(" @mbi | e", TxtMbile. Text.Trim());

MemberMasterHindi.

aspx.cs, line 476 (Access Control: Database)

Fortify Priority:
Kingdom:

Fortify Priority: High Folder High

Kingdom: Security Features

Abstract: Without proper access control, the method cmdSave_Click() in _
MemberMasterHindi.aspx.cs can execute a SQL statement on line 476 that contains
an attacker-controlled primary key, thereby allowing the attacker to access
unauthorized records.

Source: MemberMasterHindi.aspx.cs:476
System.Web.Ul.WebControls.TextBox.get_Text()

474 cmd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txtl ocph. Text. Trin());

475 cmd. Par anet er s. AddW t hVal ue(" @1_Addr ess2",
t xt conadd. Text . Tri n());

476 cmd. Par anet er s. AddW t hVal ue(" @el ephone2”,
t xt conph. Text . Trin());

477 cmd. Par anet er s. AddW t hVal ue(" @arty_snane",
cnbparty. Sel ect edVal ue) ;

478 cnd. Par anet er s. AddW t hVal ue( " @PARTY_FNAME H',
cnbparty. Sel ect edl t em Text) ;

Sink: MemberMasterHindi.aspx.cs:476 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

474 cnd. Par anet er s. AddW t hVal ue(" @el ephonel”,
txt | ocph. Text. Trin());

475 crd. Par anet er s. AddW t hVal ue( " @_Addr ess2",
t xt conadd. Text . Trin());

476 crd. Par anet er s. AddW t hval ue(" @el ephone2",
t xt conph. Text . Trin());

477 cnd. Par anet er s. AddW t hVal ue(" @arty_snanme",
cnbparty. Sel ect edVal ue) ;

478 cnd. Par anet er s. AddW t hVal ue( " @PARTY_FNAME H',

MemberM aster.aspx.cs, line 348 (Access Control: Database)

crmbparty. Sel ect edl t em Text);

High Folder High
Security Features
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Abstract: Without proper access control, the method cmdSave_Click() in _
MemberMaster.aspx.cs can execute a SQL statement on line 348 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized
records.

Source: MemberMaster.aspx.cs:348 System.Web.Ul.WebControls. TextBox.get_Text()

346 crd. Par anmet er s. AddW t hVal ue( " GCONST_NAME" ,
cnbConst . Sel ectedl tem Text. Trin());

347 cnd. Par anet er s. AddW t hVal ue( " @mbi | e2",
Txt Mobi | e2. Text . Trin());

348 cmd. Par anet er s. AddW t hVal ue(" @mwbi | e3",
Txt Mobi | €3. Text . Trin());

349 cnd. Par anet er s. AddW t hval ue(" @mbi | e4",
Txt Mobi | e4. Text . Trin());

350 cnd. Par anet er s. AddW t hVal ue(" @P_Joi nDat e",
t xt MPJoi nDat e. Text . Tri n());

Sink: MemberMaster.aspx.cs:348 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()

346 cnd. Par anet er s. AddW t hVal ue( " @GCONST_NAME",
cnbConst . Sel ectedltem Text. Trim());

347 cmd. Par anet er s. AddW t hVal ue(" @mbi | e2",
Txt Mobi | e2. Text . Trin());

348 crd. Par anet er s. AddW t hVval ue(" @mbi | e3",
Txt Mobi | e3. Text . Trin());

349 cnd. Par anet er s. AddW t hVal ue( " @mbi | e4",
Txt Mobi | e4. Text . Trin());

350 cmd. Par anet er s. AddW t hVal ue(" @P_Joi nDat e",
t xt MPJoi nDat e. Text . Trin());

MemberMaster.aspx.cs, line 479 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cdSave _Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 479 that contains an
attacker-controlled primary key, thereby allowing the attacker to access unauthorized

records.
Source: MemberMaster.aspx.cs:479 System.Web.Ul.WebControls. TextBox.get_Text()
477 crmd. ConmandType = ConmandType. St or edPr ocedur e;
478 cnd. Par anet er s. AddW t hVal ue(" @P_CCDE", Vi ewsState["Key"]);
479 cmd. Par anet ers. AddW t hVal ue("@P_I NI T",
txtinitial.Text.Trin());
480 cnd. Par anet er s. AddW t hVal ue(" @/P_FNAME",
txtfnane. Text. Trin());
481 crd. Par anet er s. AddW t hVal ue( " @/P_LNAME",
txtl name. Text. Trin());
Sink: MemberMaster.aspx.cs:479 _ _
System.Data.SqlClient.SglParameterCollection.AddWithValue()
477 crmd. ConmandType = ConmandType. St or edPr ocedur e;
478 cmd. Par anet er s. AddW t hVal ue(" @P_CCDE", ViewState["Key"]);
479 cmd. Par anet ers. AddW t hVal ue("@P_I NI T",
txtinitial.Text.Trin());
480 cnd. Par anet er s. AddW t hVal ue( " @/P_FNAME",
txtfname. Text. Trim());
481 cnd. Par anet er s. AddW t hVal ue(" @/P_LNAME",

txtl nane. Text. Trin());

MemberMaster.aspx.cs, line 388 (Access Control: Database)

Fortify Priority: High Folder High
Kingdom: Security Features
Abstract: Without proper access control, the method cmdSave _Click() in

MemberM aster.aspx.cs can execute a SQL statement on line 388 that contains an
attacker-controlled primary key, thereby alowing the attacker to access unauthorized
records.

Source: MemberMaster.aspx.cs:388 System.Web.Ul.WebControls.TextBox.get_Text()

386 cnd. Par anet er s. AddW t hVal ue( " GCONST_NAME",
crmbConst . Sel ectedltem Text. Trim());
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387 cmd. Par anet er s. AddW t hVal ue(" @mbi | e2",
Txt Mobi | e2. Text. Trin());

388 cmd. Par anet er s. AddW t hVal ue(" @mwbi | e3",
Txt Mobi | e3. Text . Trin());

389 cmd. Par anmet er s. AddW t hVal ue(" @mwbi | e4",
Txt Mobi | e4. Text . Trin());

390 cmd. Par anet er s. AddW t hVal ue(" @P_Joi nDat e",
t xt MPJoi nDat e. Text . Trin());

Sink: MemberMaster.aspx.cs:388
System.Data.SqlClient.SglParameterCollection.AddWithValue()

386 cnd. Par anmet er s. AddW t hVal ue( " GCONST_NAME",
crmbConst . Sel ectedltem Text. Trim());

387 cnd. Par anet er s. AddW t hval ue(" @mbi | e2",
Txt Mobi | e2. Text . Trin());

388 cnd. Par anet er s. AddW t hVal ue( " @mbi | e3",
Txt Mobi | e3. Text . Trin());

389 cmd. Par anet er s. AddW t hVal ue(" @mbi | e4",
Txt Mobi | e4. Text . Trin());

390 crd. Par anet er s. AddW t hval ue(" @P_Joi nDat e",
t xt MPJoi nDat e. Text . Trin());
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Category: SQL Injection (23 | ssues)

Number of Issues
0.0 2.5 5.0 7.5 10.0 12.5 15.0 17.5 20.0 225

<Unaudited> - '

Not an Issue -

Reliability Issue -

Analysis

Bad Practice A

Suspicious -

Exploitable -

MemberMaster.aspx.cs, line 565 (SQL Injection)

Fortify Priority: Critical Critical
Kingdom: Unknown - Custom Issue

Sink: C:/Users/APPSECMONG6/AppData/Local/Fortify/ AWB-
4.10/workspace/audit/D__ Ankita. WBT _-
.NET_PENDING_CMS _mpa_SCAN_3 CMS/MemberMaster.aspx.cs:565 ..()

DataUtility.cs, line 112 (SQL Injection)

Fortify Priority: Critical Critical
Kingdom: Input Validation and Representatlon
Abstract: On line 112 of DataUtility.cs, the method GetDataScaler() invokes a SQL query built

using input coming from an untrusted source. Thiscall could allow an attacker to
modify the statement's meaning or to execute arbitrary SOL commands.

Source: MemberMasterHindi.aspx.cs:449
System.Web.Ul.WebControls.TextBox.get_Text()

447

448 strsgql = "select MP_Code from TenpCMS where F_name like '"

449 + txtfname. Text.Trim() + "' and L_nanme like '" +
txtlname. Text. Trim() + "' and party_sname='" + cnbparty. Sel ectedValue + "' and house="
+ cmbHouseNane. Sel ect edVal ue + "";

450

451 string result = dt.GetDataScal er(strsql);

Sink: DataUtility.cs:112 System.Data.SqlClient.SglCommand.SglCommand()

110 {

111 openConnection();

112 Sql Command ¢cm = new Sql Command(strsql, con);

113 bject dr = null;

114 dr = cm ExecuteScal ar();

DataUtility.cs, line 125 (SQL Injection)

Fortify Priority: Low Folder Low

Kingdom: Input Validation and Representation

Abstract: On line 125 of DataUtility.cs, the method GetDataSet() invokes a SQL query built
using input coming from an untrusted source. Thiscall could allow an attacker to
modify the statement's meaning or to execute arbitrary SQL commands.

Sink: DataUtility.cs:125 SqlDataAdapter()

123 Dat aSet ds = new Dat aSet () ;

124 openConnecti on();

125 Sql Dat aAdapt er da = new Sqgl Dat aAdapt er (strsql, con);

126 da.Fill(ds, tb);

127 cl oseConnecti on();
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DataUtility.cs, line 112 (SQL Injection)

Fortify Priority: Critical Folder Critical
Kingdom: Input Validation and Representation
Abstract: On line 112 of DataUtility.cs, the method GetDataScaler() invokes a SQL query built

using input coming from an untrusted source. Thiscall could allow an attacker to
modify the statement's meaning or to execute arbitrary SOL commands.

Source: MemberMaster.aspx.cs:308 System.Web.Ul.WebControls.TextBox.get_Text()
306 1/ + txtfname. Text. Trim() + "' and L_name like '" +
txtlname. Text. Trim() + "'";
307 strsql = "select MP_Code from TenpCMS where F_name like '"
308 + txtfname. Text. Trim() + "' and L_pname like '" +
txtlname. Text. Trinm() + "' and party_sname='" + cnbparty. Sel ectedValue + "' and house="
+ cnbHouseNane. Sel ect edVal ue + "";
309
310 string result = dt. GetDataScal er(strsql);
Sink: DataUltility.cs:112 System.Data.SqlClient.SgqlCommand.SglCommand()
110 {
111 openConnecti on();
112 Sql Command cm = new Sqgl Conmand(strsql, con);
113 bject dr = null;
114 dr = cm ExecuteScal ar();
CommitteeMaster.aspx.cs, line 47 (SQL Injection)
Fortify Priority: Critical Folder Critical
Kingdom: Unknown - Custom Issue
Sink: C:/Users/APPSECMONG6/AppData/Local/Fortify/ AWB-

4.10/workspace/audit/D__Ankita_ WBT _-
.NET_PENDING_CMS_mpa_SCAN_3_CMS/CommitteeMaster.aspx.cs:47

()
DataUtility.cs, line 135 (SQL Injection)
Fortify Priority: Low Folder Low
Kingdom: Input Validation and Representation
Abstract: On line 135 of DataUtility.cs, the method GetDataSet() invokes a SQL query built

using input coming from an untrusted source. Thiscall could allow an attacker to
modify the statement's meaning or to execute arbitrary SOL commands.

Sink: DataUtility.cs:135 SqlDataAdapter()

133 Dat aSet ds = new Dat aSet () ;

134 openConnecti on();

135 Sql Dat aAdapt er da = new Sqgl Dat aAdapt er (strsql, con);

136 da.Fill (ds);

137 cl oseConnection();

Dataltility.cs, line 112 (SQL Injection)

Fortify Priority: Critical Folder Critical

Kingdom: Input Validation and Representation

Abstract: On line 112 of DataUtility.cs, the method GetDataScaler() invokes a SQL query built

using input coming from an untrusted source. Thiscall could allow an attacker to
modify the statement's meaning or to execute arbitrary SOL commands.

Source: CommitteeMaster.aspx.cs:102
System.Web.Ul.WebControls.TextBox.get_Text()

100 int i;

101 string strsql;

102 strsql = "select Cid from npa. Conmittee where Cnane like '" +
t xt ConmNane. Text. Trin() + "'";

103 string result = dt. GetDataScal er(strsql);

104 if (result == null)

Sink: DataUtility.cs:112 System.Data.SqlClient.SglCommand.SglCommand()

110 {

=3 Page 70 of 97



Fortify Security Report FORTIFY

111 openConnecti on();

112 Sql Command ¢m = new Sql Command(strsql, con);

113 bject dr = null;

114 dr = cm ExecuteScal ar();

Dataltility.cs, line 65 (SQL Injection)

Fortify Priority: Critical Folder Critical

Kingdom: Input Validation and Representation

Abstract: On line 65 of DataUtility.cs, the method ExecuteQuery() invokes a SQL query built

using input coming from an untrusted source. Thiscall could allow an attacker to
modify the statement's meaning or to execute arbitrary SQL commands.

Source: UploadToServer.aspx.cs:67
System.Data.SqlClient.SqlCommand.ExecuteReader()

65 conn. Qpen();

66 Sql Command cnmd = new Sql Conmand(sql str, conn);

67 Sql Dat aReader dr = cnd. Execut eReader () ;

68 if (dr.HasRows)

69 {

Sink: DataUtility.cs:65 System.Data.Common.DbCommand.set_CommandText()

63 dat acomm Connecti on = con;

64 dat acomm CommandType = CommandType. Text ;

65 dat acomm CommandText = str;

66 int var;

67 var = dat aconm Execut eNonQuery();

UploadToServer.aspx.cs, line 66 (SQL Injection)

Fortify Priority: Low Folder Low

Kingdom: Input Validation and Representation

Abstract: On line 66 of UploadToServer.aspx.cs, the method retrive() invokes a SQL query

built using input coming from an untrusted source. This call could allow an attacker
to modify the statement's meaning or to execute arbitrary SQL commands.

Sink: UploadToServer.aspx.cs:66 SqlCommand()

64 Sqgl Connecti on conn = new Sqgl Connecti on(dbcon);

65 conn. Qpen();

66 Sql Command cnd = new Sqgl Conmand(sql str, conn);

67 Sql Dat aReader dr = cnd. Execut eReader () ;

68 if (dr.HasRows)

PartyMaster.aspx.cs, line 87 (SQL Injection)

Fortify Priority: Critical Folder Critical
Kingdom: Unknown - Custom Issue

Sink: C:/Users/APPSECMON®6/AppData/Local/Fortify/ AWB-

4.10/workspace/audit/D__Ankita_ WBT _-
.NET_PENDING_CMS_mpa_SCAN_3_CMS/PartyMaster.aspx.cs:87 ..()

Attendance_rpt.aspx.cs, line 59 (SQL Injection)

Fortify Priority: Critical Folder Critical
Kingdom: Unknown - Custom Issue
Sink: C:/Users/APPSECMONG6/AppData/Local/Fortify/ AWB-

4.10/workspace/audit/D__Ankita_ WBT _-
.NET_PENDING_CMS_mpa_SCAN_3_CMS/Attendance_rpt.aspx.cs:59 ..()

CommitteeMaster.aspx.cs, line 102 (SQL Injection)
Fortify Priority: Critical Folder Critical
Kingdom: Unknown - Custom Issue
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Sink: C:/Users/APPSECMONG6/AppData/Local/Fortify/ AWB-
4.10/workspace/audit/D__Ankita_ WBT _-
.NET_PENDING_CMS_mpa_SCAN_3_CMS/CommitteeMaster.aspx.cs:102

()
Fortify Priority: Low Folder Low
Kingdom: Input Validation and Representation
Abstract: On line 40 of MeetingDetails_rpt.aspx.cs, the method Page_L oad() invokes a SQL

query built using input coming from an untrusted source. This call could allow an
attacker to modify the statement's meaning or to execute arbitrary SQL commands.

Sink: MeetingDetails_rpt.aspx.cs:40 SglCommand()
38 {
39 //cmd = new Sql Command("sel ect title, CONVERT( VARCHAR(10), dat eof neet,

101) as dateof neet, ti me, subj ect, venue, remarks from npa. schdul e_srno where cid=" +
commi + " and title="" + tit.ToString() + "' and TypeOfConmittee="" +
Typecommii . ToString() + "' order by srno desc", conn);

40 cmd = new Sql Command("select Itrim(rtrinm(dayl)) +, the ' +
Itrim(rtrin(dl)) + "' " + Itrin(rtrin(ml)) + "' " + Itrin(rtrinm(yl)) +"' at ' + time as
dat eof nmeet , subj ect, venue, remarks from npa. schdul e_srno where cid=" + commi + " and
title="" + tit.ToString() + "' and TypeOfCommittee='" + Typecommii.ToString() + "'

order by srno desc", conn);

41 }

42 if (conn.State == ConnectionSt at e. O osed)

MestingDetails_rpt.aspx.cs, line 35 (SQL Injection)

Fortify Priority: Low Folder Low

Kingdom: Input Validation and Representation

Abstract: On line 35 of MeetingDetails rpt.aspx.cs, the method Page L oad() invokes a SQL

query built using input coming from an untrusted source. Thiscall could allow an
attacker to modify the statement's meaning or to execute arbitrary SQL commands.

Sink: MeetingDetails_rpt.aspx.cs:35 SglCommand()

33 {

34 //cmd = new Sql Conmand("sel ect title, CONVERT( VARCHAR(10), dat eof neet,
101) as dat eof neet, ti me, subj ect, venue, remar ks from nmpa. schdul e_srno where cid=" +
comr; + " and TypeOf Conmittee='" + Typeconmii.ToString() + "' order by srno desc",
conn) ;

35 cmd = new Sgl Command(“select Itrim(rtrimdayl)) +, the ' +
ltrim(rtrim(d1l)) + "' " + ltrinm(rtrinm(ml)) + "' ' + Itrim(rtrim(yl)) +' at ' + time as
dat eof neet , subj ect, venue, remarks from npa. schdul e_srno where cid=" + commi + " and
TypeOf Conmittee="'" + Typecommii.ToString() + "' order by srno desc", conn);

36 }

37 else if (commi.ToString() !="--Select Mnistry--" & tit.ToString() !="

--Select Title--")

DataUtility.cs, line 112 (SQL Injection)

Fortify Priority: Critical Folder Critical
Kingdom: Input Validation and Representation
Abstract: On line 112 of DataUtility.cs, the method GetDataScaler() invokes a SQL query built

using input coming from an untrusted source. Thiscall could allow an attacker to
modify the statement's meaning or to execute arbitrary SOL commands.

Source: CommitteeMaster.aspx.cs:161
System.Web.Ul.WebControls.TextBox.get_Text()

159 int i;

160 string strsql;

161 strsql = "select Cid from npa. Conmittee where Cnane like '" +
txt ConmName. Text. Trim() + "' and Gd <>'" + ViewState["Key"] + "'";

162 string result = dt.GetDataScal er(strsql);

Sink: DataUtility.cs:112 System.Data.SqlClient.SglCommand.SglCommand()

110 {

111 openConnecti on();

112 Sql Command cm = new Sqgl Conmand(strsql, con);

113 Gbject dr = null;

114 dr = cm ExecuteScal ar();
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PartyMaster.aspx.cs, line 142 (SQL Injection)

Fortify Priority: Critical Folder Critical
Kingdom: Unknown - Custom Issue
Sink: C:/Users/APPSECMONG6/AppData/Local/Fortify/ AWB-

DatalUtility.cs, line 65 (SQL Injection)

4.10/workspace/audit/D__ Ankita. WBT _-
.NET_PENDING_CMS_mpa_SCAN_3 CMS/PartyMaster.aspx.cs:142 ..()

Fortify Priority: Critical Folder Critical

Kingdom: Input Validation and Representation

Abstract: On line 65 of DataUtility.cs, the method ExecuteQuery() invokes a SQL query built
using input coming from an untrusted source. Thiscall could allow an attacker to
modify the statement's meaning or to execute arbitrary SOL commands.

Source: UploadToServer.aspx.cs:59 System.Web.Ul.WebControls. TextBox.get_Text()

57 megl bl . Text = "Upl oaded successful | y*;

58 /] dt. Execut eQuery(" Updat e asondate set | atestupdate=convert(datetine,'" +
TxtDate. Text + "' ")

59 dt . Execut eQuery("Updat e asondate set |atestupdate='" + TxtDate.Text + "'");

60 }

Sink: DataUtility.cs:65 System.Data.Common.DbCommand.set_ CommandText()

63 dat acomm Connection = con;

64 dat acomm CommandType = ConmmandType. Text ;

65 dat acomm CommandText = str;

66 int var;

67 var = dat aconm Execut eNonQuery();

MemberMaster.aspx.cs, line 208 (SQL Injection)

Fortify Priority: Critical Folder Critical
Kingdom: Unknown - Custom Issue
Sink: C:/Users/APPSECMON®6/AppData/Local/Fortify/ AWB-

MemberMaster.aspx.cs, line 175 (SQL Injection)

4.10/workspace/audit/D__Ankita_ WBT _-
.NET_PENDING_CMS_mpa_SCAN_3_CMS/MemberMaster.aspx.cs:208 ..()

Fortify Priority: Critical Folder Critical
Kingdom: Unknown - Custom Issue
Sink: C:/Users/APPSECMONG6/AppData/Local/Fortify/ AWB-

DataUtility.cs, line 112 (SQL Injection)

4.10/workspace/audit/D__Ankita_ WBT _-
.NET_PENDING_CMS_mpa_SCAN_3_CMS/MemberMaster.aspx.cs:175 ..()

Fortify Priority: Critical Folder Critical

Kingdom: Input Validation and Representation

Abstract: On line 112 of DataUtility.cs, the method GetDataScaler() invokes a SQL query built
using input coming from an untrusted source. Thiscall could allow an attacker to
modify the statement's meaning or to execute arbitrary SOL commands.

Source: PartyMaster.aspx.cs:142 System.Web.Ul.WebControls.TextBox.get_Text()

140 {

141 string strsql;

142 strsgql = "sel ect PARTY _CCDE from zparty where LSTO=99 and Party_FName
like '" + txtPartyName. Text. Trim() + "'";

143 string result = dt. GetDataScal er(strsql);

144 if (result == null)

Sink: DataUtility.cs:112 System.Data.SqlClient.SglCommand.SglCommand()

110 {

111 openConnecti on();

112 Sql Command cm = new Sqgl Conmand(strsql, con);

113 Gbject dr = null;
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114

dr = cm ExecuteScal ar();

M eetingCommittee.aspx.cs, line 444 (SQL Injection)

Fortify Priority: Critical Folder Critical
Kingdom: Unknown - Custom Issue
Sink: C:/Users/APPSECMONG6/AppData/Local/Fortify/ AWB-

CommitteeMaster.aspx.cs, line 161 (SQL Injection)

4.10/workspace/audit/D__Ankita_ WBT _-
NET_PENDING_CMS_mpa_SCAN_3_CMS/MeetingCommittee.aspx.cs:444

()

Fortify Priority: Critical Folder Critical
Kingdom: Unknown - Custom Issue
Sink: C:/Users/APPSECMONG6/AppData/Local/Fortify/ AWB-

M eetingCommittee.aspx.cs, line 526 (SQL Injection)

4.10/workspace/audit/D__Ankita_ WBT _-
NET_PENDING_CMS_mpa_SCAN_3 CMS/CommitteeMaster.aspx.cs:161

()

Fortify Priority: Critical Folder Critical
Kingdom: Unknown - Custom Issue
Sink: C:/Users/APPSECMON®6/AppData/Local/Fortify/ AWB-

4.10/workspace/audit/D__ Ankita_ WBT _-
NET_PENDING_CMS_mpa_SCAN_3_CMS/MeetingCommittee.aspx.cs:526

-0
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Category: Poor Error Handling: Overly Broad Catch (22 | ssues)

Number of Issues
0.0 25 5.0 7.5 10.0 12.5 15.0 17.5 20.0 22.5

<Unaudited> -
Not an Issue -

Reliability Issue -

Analysis

Bad Practice A

Suspicious -

Exploitable A

Abstract:

The catch block handles a broad swath of exceptions, potentially trapping dissimilar issues or problems that should not be dealt
with at this point in the program.

Explanation:

Multiple catch blocks can get ugly and repetitive, but "condensing” catch blocks by catching a high-level class like Exception
can obscure exceptions that deserve special treatment or that should not be caught at this point in the program. Catching an
overly broad exception essentially defeats the purpose of .NET's typed exceptions, and can become particularly dangerous if the
program grows and begins to throw new types of exceptions. The new exception types will not receive any attention.

Example: The following code excerpt handles three types of exceptionsin an identical fashion.

try {
DoExchange();

}
catch (IOException €) {
logger.Error("DoExchange failed", €);
}
catch (FormatException €) {
logger.Error("DoExchange failed", €);
}
catch (TimeoutException €) {
logger.Error("DoExchange failed", €);

}

At first blush, it may seem preferable to deal with these exceptionsin asingle catch block, as follows:

try {
DoExchange();

}
catch (Exception e) {

logger.Error("DoExchange failed", €);
}

However, if DoExchange() is modified to throw a new type of exception that should be handled in some different kind of way,
the broad catch block will prevent the compiler from pointing out the situation. Further, the new catch block will now also handle
exceptions of types ApplicationException and Null ReferenceException, which is not the programmer's intent.
Recommendations:

Do not catch broad exception classes like Exception, <SystemException>, or <ApplicationException> except at the very top
level of the program or thread.

Tips:

1. The HP Fortify Secure Coding Rulepacks will not flag an overly broad catch block if the catch block in question immediately
throws a new exception.
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MemberMasterHindi.aspx.cs, line 87 (Poor Error Handling: Overly Broad Catch)

Fortify Priority: Low Folder Low
Kingdom: Errors
Abstract: The catch block at MemberMasterHindi.aspx.cs line 87 handles a broad swath of

exceptions, potentially trapping dissimilar issues or problems that should not be dealt
with at this point in the program.

Sink: MemberMasterHindi.aspx.cs:87 CatchBlock()

85

86 }

87 catch (Exception ex)

88 {

89 ex. ToString();

MemberMaster.aspx.cs, line 159 (Poor Error Handling: Overly Broad Catch)

Fortify Priority: Low Folder Low

Kingdom: Errors

Abstract: The catch block at MemberMaster.aspx.cs line 159 handles a broad swath of

exceptions, potentially trapping dissimilar issues or problems that should not be dealt
with at this point in the program.

Sink: MemberMaster.aspx.cs:159 CatchBlock()

157

158 }

159 catch (Exception ex)

160 {

161 Syst em Web. Ht t pCont ext . Current . Response. Wit e(ex. Message. ToString());
M eetingCommittee.aspx.cs, line 246 (Poor Error Handling: Overly Broad Catch)

Fortify Priority: Low Folder Low

Kingdom: Errors

Abstract: The catch block at MeetingCommittee.aspx.cs line 246 handles a broad swath of

exceptions, potentially trapping dissimilar issues or problems that should not be dealt
with at this point in the program.

Sink: MeetingCommittee.aspx.cs:246 CatchBlock()

244 cmd. Di spose();

245 }

246 catch (Exception ex)

247 {

248 Syst em Web. Ht t pCont ext . Current. Response. Wit e(ex. Message. ToString());
MemberCommittee.aspx.cs, line 580 (Poor Error Handling: Overly Broad Catch)

Fortify Priority: Low Folder Low

Kingdom: Errors

Abstract: The catch block at MemberCommittee.aspx.cs line 580 handles a broad swath of

exceptions, potentially trapping dissimilar issues or problems that should not be dealt
with at this point in the program.

Sink: MemberCommittee.aspx.cs:580 CatchBlock()

578 crd. Di spose();

579 }

580 catch (Exception ex)

581 {

582 Syst em Web. Ht t pCont ext . Current . Response. Wit e(ex. Message. ToString());
MemberCommittee.aspx.cs, line 545 (Poor Error Handling: Overly Broad Catch)

Fortify Priority: Low Folder Low

Kingdom: Errors
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Abstract: The catch block at MemberCommittee.aspx.cs line 545 handles a broad swath of
exceptions, potentially trapping dissimilar issues or problems that should not be dealt
with at this point in the program.

Sink: MemberCommittee.aspx.cs:545 CatchBlock()

543 cmd. Di spose();

544 }

545 catch (Exception ex)

546 {

547 Syst em Web. Ht t pCont ext . Current . Response. Wit e(ex. Message. ToString());
MemberCommittee.aspx.cs, line 263 (Poor Error Handling: Overly Broad Catch)

Fortify Priority: Low Folder Low

Kingdom: Errors

Abstract: The catch block at MemberCommittee.aspx.cs line 263 handles a broad swath of

exceptions, potentially trapping dissimilar issues or problems that should not be dealt
with at this point in the program.

Sink: MemberCommittee.aspx.cs:263 CatchBlock()

261 cmd. Execut eNonQuery();

262 }

263 catch (Exception ex)

264 {

265 Syst em Web. Ht t pCont ext . Current. Response. Wit e(ex. Message. ToString());
M eetingCommittee.aspx.cs, line 336 (Poor Error Handling: Overly Broad Catch)

Fortify Priority: Low Folder Low

Kingdom: Errors

Abstract: The catch block at MeetingCommittee.aspx.cs line 336 handles a broad swath of

exceptions, potentially trapping dissimilar issues or problems that should not be dealt
with at this point in the program.

Sink: MeetingCommittee.aspx.cs:336 CatchBlock()

334 crd. Di spose();

335 }

336 catch (Exception ex)

337 {

338 Syst em Web. Ht t pCont ext . Current . Response. Wit e(ex. Message. ToString());
MemberCommittee.aspx.cs, line 321 (Poor Error Handling: Overly Broad Catch)

Fortify Priority: Low Folder Low

Kingdom: Errors

Abstract: The catch block at MemberCommittee.aspx.cs line 321 handles a broad swath of

exceptions, potentially trapping dissimilar issues or problems that should not be dealt
with at this point in the program.

Sink: MemberCommittee.aspx.cs:321 CatchBlock()

319 cmd. Di spose();

320 }

321 catch (Exception ex)

322 {

323 Syst em Web. Ht t pCont ext . Current. Response. Wit e(ex. Message. ToString());
CareTakerRpt.aspx.cs, line 94 (Poor Error Handling: Overly Broad Catch)

Fortify Priority: Low Folder Low

Kingdom: Errors

Abstract: The catch block at CareTakerRpt.aspx.cs line 94 handles a broad swath of exceptions,

potentially trapping dissimilar issues or problems that should not be dealt with at this
point in the program.

Sink: CareTakerRpt.aspx.cs:94 CatchBlock()
92 }
93 }
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94 catch (Exception ex)

95 {

96 Syst em Web. Ht t pCont ext . Current . Response. Wi t e(ex. Message. ToString());
MeetingCommittee.aspx.cs, line 366 (Poor Error Handling: Overly Broad Catch)

Fortify Priority: Low Folder Low

Kingdom: Errors

Abstract: The catch block at MeetingCommittee.aspx.cs line 366 handles a broad swath of

exceptions, potentially trapping dissimilar issues or problems that should not be dealt
with at this point in the program.

Sink: MeetingCommittee.aspx.cs:366 CatchBlock()

364 cmd. Di spose();

365 }

366 catch (Exception ex)

367 {

368 Syst em Web. H t pCont ext . Current. Response. Wit e(ex. Message. ToString());
M eetingCommittee.aspx.cs, line 291 (Poor Error Handling: Overly Broad Catch)

Fortify Priority: Low Folder Low

Kingdom: Errors

Abstract: The catch block at MeetingCommittee.aspx.cs line 291 handles a broad swath of

exceptions, potentially trapping dissimilar issues or problems that should not be dealt
with at this point in the program.

Sink: MeetingCommittee.aspx.cs:291 CatchBlock()

289 cmd. Di spose();

290 }

291 catch (Exception ex)

292 {

293 Syst em Web. Ht t pCont ext . Current . Response. Wi t e(ex. Message. ToString());
MeetingAttendance.aspx.cs, line 285 (Poor Error Handling: Overly Broad Catch)

Fortify Priority: Low Folder Low

Kingdom: Errors

Abstract: The catch block at MeetingAttendance.aspx.cs line 285 handles a broad swath of

exceptions, potentially trapping dissimilar issues or problems that should not be dealt
with at this point in the program.

Sink: MeetingAttendance.aspx.cs:285 CatchBlock()

283 CheckBoxLi st 4. Dat aBi nd() ;

284 }

285 catch (Exception ex)

286 {

287 Syst em Web. H t pCont ext . Current. Response. Wit e(ex. Message. ToString());
Attendance_Report.aspx.cs, line 255 (Poor Error Handling: Overly Broad Catch)

Fortify Priority: Low Folder Low

Kingdom: Errors

Abstract: The catch block at Attendance Report.aspx.cs line 255 handles a broad swath of

exceptions, potentially trapping dissimilar issues or problems that should not be dealt
with at this point in the program.

Sink: Attendance_Report.aspx.cs:255 CatchBlock()

253 G i dVi ew3. Dat aBi nd() ;

254 }

255 catch (Exception ex)

256 {

257 Syst em Web. Ht t pCont ext . Current . Response. Wi t e(ex. Message. ToString());

MemberCommittee.aspx.cs, line 510 (Poor Error Handling: Overly Broad Catch)
Fortify Priority: Low Folder Low
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Kingdom: Errors

Abstract: The catch block at MemberCommittee.aspx.cs line 510 handles a broad swath of
exceptions, potentially trapping dissimilar issues or problems that should not be dealt
with at this point in the program.

Sink: MemberCommittee.aspx.cs:510 CatchBlock()

508 cmd. Di spose();

509 }

510 catch (Exception ex)

511 {

512 Syst em Web. Ht t pCont ext . Current . Response. Wi t e(ex. Message. ToString());
Committee_rpt.aspx.cs, line 47 (Poor Error Handling: Overly Broad Catch)

Fortify Priority: Low Folder Low

Kingdom: Errors

Abstract: The catch block at Committee rpt.aspx.cs line 47 handles a broad swath of

exceptions, potentially trapping dissimilar issues or problems that should not be dealt
with at this point in the program.

Sink: Committee_rpt.aspx.cs:47 CatchBlock()

45 GR1. Dat aBi nd() ;

46 }

47 catch (Exception ex)

48 {

49 Syst em Web. H t pCont ext . Current. Response. Wit e(ex. Message. ToString());
MemberMaster.aspx.cs, line 819 (Poor Error Handling: Overly Broad Catch)

Fortify Priority: Low Folder Low

Kingdom: Errors

Abstract: The catch block at MemberMaster.aspx.cs line 819 handles a broad swath of

exceptions, potentially trapping dissimilar issues or problems that should not be dealt
with at this point in the program.

Sink: MemberMaster.aspx.cs:819 CatchBlock()

817 cnbConst. I tems. I nsert (0, "--Select Const--");

818 }

819 catch (Exception ex)

820 {

821 Response. Wite(ex. Message. ToString());

MemberMaster.aspx.cs, line 91 (Poor Error Handling: Overly Broad Catch)

Fortify Priority: Low Folder Low

Kingdom: Errors

Abstract: The catch block at MemberMaster.aspx.cs line 91 handles a broad swath of

exceptions, potentially trapping dissimilar issues or problems that should not be dealt
with at this point in the program.

Sink: MemberMaster.aspx.cs:91 CatchBlock()

89 crmbparty.|ltems. I nsert(0, "--Select Party--");

90 }

91 catch (Exception ex)

92 {

93 Syst em Web. H t pCont ext . Current. Response. Wit e(ex. Message. ToString());
CaretakerReport.aspx.cs, line 77 (Poor Error Handling: Overly Broad Catch)

Fortify Priority: Low Folder Low

Kingdom: Errors

Abstract: The catch block at CaretakerReport.aspx.cs line 77 handles a broad swath of

exceptions, potentially trapping dissimilar issues or problems that should not be dealt
with at this point in the program.

Sink: CaretakerReport.aspx.cs:77 CatchBlock()

75 cnbtitle.ltems.Insert(0, "--Select Title--");
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76 }

77 catch (Exception ex)

78 {

79 Syst em Web. Ht t pCont ext . Current . Response. Wi t e(ex. Message. ToString());
MemberMaster.aspx.cs, line 125 (Poor Error Handling: Overly Broad Catch)

Fortify Priority: ~ Low Folder Low

Kingdom: Errors

Abstract: The catch block at MemberMaster.aspx.cs line 125 handles a broad swath of

exceptions, potentially trapping dissimilar issues or problems that should not be dealt
with at this point in the program.

Sink: MemberMaster.aspx.cs:125 CatchBlock()

123 cmbState.ltems. Insert (0, "--Select State--");

124 }

125 catch (Exception ex)

126 {

127 Syst em Web. H t pCont ext . Current. Response. Wit e(ex. Message. ToString());

code.cs, line 75 (Poor Error Handling: Overly Broad Catch)

Fortify Priority: Low Folder Low

Kingdom: Errors

Abstract: The catch block at code.cs line 75 handles a broad swath of exceptions, potentially
trapping dissimilar issues or problems that should not be dealt with at this point in the
program.

Sink: code.cs:75 CatchBlock()

73 }

74 }

75 catch (Exception ex)

76 {

77 Syst em Web. Ht t pCont ext . Current . Response. Wi t e(ex. Message. ToString());

MeetingAttendanceReport.aspx.cs, line 81 (Poor Error Handling: Overly Broad Catch)

Fortify Priority: Low Folder Low

Kingdom: Errors

Abstract: The catch block at MeetingAttendanceReport.aspx.cs line 81 handles a broad swath

of exceptions, potentially trapping dissimilar issues or problems that should not be
dealt with at this point in the program.

Sink: MeetingAttendanceReport.aspx.cs:81 CatchBlock()

79 cnbtitlee.ltems. I nsert(0, "--Select Title--");

80 }

81 catch (Exception ex)

82 {

83 Syst em Web. H t pCont ext . Current. Response. Wit e(ex. Message. ToString());
MestingAttendanceRpt.aspx.cs, line 274 (Poor Error Handling: Overly Broad Catch)

Fortify Priority: Low Folder Low

Kingdom: Errors

Abstract: The catch block at MeetingAttendanceRpt.aspx.cs line 274 handles a broad swath of

exceptions, potentially trapping dissimilar issues or problems that should not be dealt
with at this point in the program.

Sink: MeetingAttendanceRpt.aspx.cs:274 CatchBlock()

272

273 }

274 catch (Exception ex)

275 {

276 Syst em Web. Ht t pCont ext . Current . Response. Wi t e(ex. Message. ToString());
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Category: Cross-Site Scripting: Persistent (10 Issues)

Number of Issues

’ : 2 2 4 5 6 7 8 9 10
<Unaudited> -
Not an Issue -
0
2 Reliability Issue -
S
E Bad Practice -
Suspicious -
Exploitable A
Abstract:
Sending unvalidated data to aweb browser can result in the browser executing malicious code.
Explanation:

Cross-site scripting (X SS) vulnerabilities occur when:

1. Data enters aweb application through an untrusted source. In the case of Persistent (also known as Stored) XSS, the untrusted
sourceistypicaly adatabase or other back-end datastore, whilein the case of Reflected XSSt istypically aweb request.

2. Thedataisincluded in dynamic content that is sent to aweb user without being validated.

The malicious content sent to the web browser often takes the form of a segment of JavaScript, but may also include HTML,
Flash or any other type of code that the browser may execute. The variety of attacks based on XSS is almost limitless, but they
commonly include transmitting private data like cookies or other session information to the attacker, redirecting the victim to
web content controlled by the attacker, or performing other malicious operations on the user's machine under the guise of the
vulnerable site.

Example 1: The following ASP.NET Web Form queries a database for an employee with a given employee ID and prints the
name corresponding with the ID.

<script runat="server">

string query = "select * from emp whereid=" + eid;
sda = new SqglDataAdapter(query, conn);
DataTable dt = new DataTable();

sda Fill(dt);
string name = dt.Rows[0]["Name"];

EmployeeName.Text = name;
</script>

Where EmployeeName is aform control defined as follows:

<form runat="server">
<asp:Label id="EmployeeName" runat="server">
</form>

Example 2: The following ASP.NET code segment is functionally equivalent to Example 1 above, but implements all of the form
elements programmatically.

protected System.Web.Ul.WebControls.Label EmployeeName;

string query = "select * from emp whereid=" + eid;
sda = new SglDataAdapter(query, conn);
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DataTable dt = new DataTable();
sda.Fill(dt);
string name = dt.Rows[0]["Name"];

EmployeeName.Text = name;

These code examples function correctly when the values of name are well-behaved, but they do nothing to prevent exploitsif
they are not. This code can appear less dangerous because the value of name is read from a database, whose contents are
apparently managed by the application. However, if the value of name originates from user-supplied data, then the database can
be a conduit for malicious content. Without proper input validation on all data stored in the database, an attacker can execute
malicious commands in the user's web browser. This type of exploit, known as Persistent (or Stored) XSS, is particularly
insidious because the indirection caused by the data store makes it more difficult to identify the threat and increases the
possibility that the attack will affect multiple users. XSS got its start in this form with web sites that offered a " guestbook" to
visitors. Attackers would include JavaScript in their guestbook entries, and all subsequent visitors to the guestbook page would
execute the malicious code.

Example 3: The following ASP.NET Web Form reads an employee |D number from an HTTP request and displaysit to the user.

<script runat="server">

EmployeelD.Text = Login.Text;

</script>

Where Login and Employeel D are form controls defined as follows:

<form runat="server">
<asp:TextBox runat="server" id="Login"/>

<asp:Label runat="server" id="Employeel D"/>
</form>

Example 4: The following ASP.NET code segment shows the programmatic way to implement Example 3 above.

protected System.Web.Ul.WebControls. TextBox Login;
protected System.Web.Ul.WebControls.Label Employeel D;

EmployeelD.Text = Login.Text;

Asin Example 1 and 2, these examples operate correctly if Login contains only standard alphanumeric text. If Login has avalue
that includes meta-characters or source code, then the code will be executed by the web browser asit displaysthe HTTP
response.

Initially this might not appear to be much of avulnerability. After all, why would someone enter a URL that causes malicious
code to run on their own computer? Thereal danger isthat an attacker will create the malicious URL, then use e-mail or social
engineering tricks in order to lure victimsinto clicking alink. When the victims click the link, they unwittingly reflect the
malicious content through the vulnerable web application and back to their own computers. This mechanism of exploiting
vulnerable web applications is known as Reflected X SS.

Asthe examples demonstrate, XSS vulnerabilities are caused by code that includes unvalidated datain an HTTP response. There
are three vectors by which an XSS attack can reach avictim;

- Asin Examples 1 and 2, the application stores dangerous data in a database or other trusted data store. The dangerous datais
subsequently read back into the application and included in dynamic content. Persistent XSS exploits occur when an attacker
injects dangerous content into a data store that is later read and included in dynamic content. From an attacker's perspective, the
optimal place to inject malicious content isin an areathat is displayed to either many users or particularly interesting users.
Interesting userstypically have elevated privileges in the application or interact with sensitive data that is valuable to the
attacker. If one of these users executes malicious content, the attacker may be able to perform privileged operations on behalf of
the user or gain access to sensitive data belonging to the user.

- Asin Examples 3 and 4, datais read directly from the HTTP request and reflected back in the HTTP response. Reflected XSS
exploits occur when an attacker causes a user to supply dangerous content to a vulnerable web application, which is then
reflected back to the user and executed by the web browser. The most common mechanism for delivering malicious content is to
include it as a parameter in a URL that is posted publicly or e-mailed directly to victims. URLs constructed in this manner
congtitute the core of many phishing schemes, whereby an attacker convinces victimsto visit a URL that refersto avulnerable
site. After the site reflects the attacker's content back to the user, the content is executed and proceeds to transfer private
information, such as cookies that may include session information, from the user's machine to the attacker or perform other
nefarious activities.
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- A source outside the application stores dangerous data in a database or other data store, and the dangerous data is subseguently
read back into the application as trusted data and included in dynamic content.

A number of modern web frameworks provide mechanisms for performing validation of user input. ASP.NET Request
Validation and WCF are among them. To highlight the unvalidated sources of input, the rulepacks dynamically re-prioritize the
issues reported by HP Fortify Static Code Analyzer by lowering their probability of exploit and providing pointersto the
supporting evidence whenever the framework validation mechanism isin use. In case of ASP.NET Request Validation, we also
provide evidence for when validation is explicitly disabled. We refer to this feature as Context-Sensitive Ranking. To further
assist the HP Fortify user with the auditing process, the HP Fortify Software Security Research Group makes available the Data
Validation project template that groups the issues into folders based on the validation mechanism applied to their source of input.

Recommendations:
The solution to XSS isto ensure that validation occurs in the correct places and checks for the correct properties.

Since XSS vulnerabilities occur when an application includes malicious datain its output, one logical approach isto validate data
immediately before it leaves the application. However, because web applications often have complex and intricate code for
generating dynamic content, this method is prone to errors of omission (missing validation). An effective way to mitigate this
risk isto aso perform input validation for XSS.

Web applications must validate their input to prevent other vulnerabilities, such as SQL injection, so augmenting an application's
existing input validation mechanism to include checks for XSS is generally relatively easy. Despite its value, input validation for
XSS does not take the place of rigorous output validation. An application may accept input through a shared data store or other
trusted source, and that data store may accept input from a source that does not perform adequate input validation. Therefore, the
application cannot implicitly rely on the safety of this or any other data. This means the best way to prevent XSS vulnerabilities
isto validate everything that enters the application and leaves the application destined for the user.

The most secure approach to validation for XSSisto create awhitelist of safe characters that are allowed to appear in HTTP
content and accept input composed exclusively of charactersin the approved set. For example, avalid username might only
include alpha-numeric characters or a phone number might only include digits 0-9. However, this solution is often infeasible in
web applications because many characters that have special meaning to the browser should still be considered valid input once
they are encoded, such as aweb design bulletin board that must accept HTML fragments from its users.

A more flexible, but less secure approach is known as blacklisting, which selectively rejects or escapes potentially dangerous
characters before using the input. In order to form such alist, you first need to understand the set of characters that hold special
meaning for web browsers. Although the HTML standard defines what characters have special meaning, many web browsers try
to correct common mistakesin HTML and may treat other characters as special in certain contexts, which iswhy we do not
encourage the use of blacklists as a means to prevent XSS. The CERT(R) Coordination Center at the Software Engineering
Ingtitute at Carnegie Mellon University provides the following details about special charactersin various contexts [1]:

In the content of a block-level element (in the middle of a paragraph of text):
- "<" is specia because it introduces atag.
-"&" isspecial because it introduces a character entity.

- ">" is gpecial because some browserstreat it as special, on the assumption that the author of the page intended to include an
opening "<", but omitted it in error.

The following principles apply to attribute values:

- In attribute values enclosed with double quotes, the double quotes are specia because they mark the end of the attribute value.
- In attribute values enclosed with single quote, the single quotes are special because they mark the end of the attribute value.

- In attribute values without any quotes, white-space characters, such as space and tab, are special.

- "&" is specia when used with certain attributes, because it introduces a character entity.

In URLSs, for example, a search engine might provide alink within the results page that the user can click to re-run the search.
This can be implemented by encoding the search query inside the URL, which introduces additional special characters:

- Space, tab, and new line are special because they mark the end of the URL.
- "&" isspecial because it either introduces a character entity or separates CGl parameters.

- Non-ASCI|I characters (that is, everything above 128 in the | SO-8859-1 encoding) are not allowed in URLS, so they are
considered to be special in this context.

- The"%" symbol must be filtered from input anywhere parameters encoded with HT TP escape sequences are decoded by server
-side code. For example, "%" must be filtered if input such as " %68%65%6C%6C%6F" becomes "hello" when it appears on the
web page in question.

Within the body of a <SCRIPT> </SCRIPT>:

- The semicolon, parenthesis, curly braces, and new line should be filtered in situations where text could be inserted directly into
apre-existing script tag.

Server-side scripts:
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- Server-side scripts that convert any exclamation characters (!) in input to double-quote characters () on output might require
additional filtering.

Other possibilities:

- If an attacker submits arequest in UTF-7, the special character '<' appears as '+ADw-' and may bypass filtering. If the output is
included in a page that does not explicitly specify an encoding format, then some browserstry to intelligently identify the
encoding based on the content (in this case, UTF-7).

Once you identify the correct points in an application to perform validation for XSS attacks and what special charactersthe
validation should consider, the next challenge isto identify how your validation handles special characters. If special characters
are not considered valid input to the application, then you can reject any input that contains special characters asinvalid. A
second option in this situation is to remove specia characters with filtering. However, filtering has the side effect of changing
any visual representation of the filtered content and may be unacceptable in circumstances where the integrity of the input must
be preserved for display.

If input containing specia characters must be accepted and displayed accurately, validation must encode any special charactersto
remove their significance. A complete list of SO 8859-1 encoded values for special charactersis provided as part of the official
HTML specification [2].

Many application servers attempt to limit an application's exposure to cross-site scripting vulnerabilities by providing
implementations for the functions responsible for setting certain specific HTTP response content that perform validation for the
characters essential to a cross-site scripting attack. Do not rely on the server running your application to make it secure. When an
application is devel oped there are no guarantees about what application serversit will run on during its lifetime. As standards and
known exploits evolve, there are no guarantees that application servers will also stay in sync.

Tips:

1. The HP Fortify Secure Coding Rulepacks warn about SQL Injection and Access Control: Database issues when untrusted data
iswritten to a database and also treat the database as a source of untrusted data, which can lead to XSS vulnerahilities. If the
database is a trusted resource in your environment, use custom filtersto filter out dataflow issues that include the DATABASE

taint flag or originate from database sources. Nonetheless, it is often still a good ideato validate everything read from the
database.

2. Even though URL encoding untrusted data protects against many XSS attacks, some browsers (specifically, Internet Explorer
6 and 7 and possibly others) automatically decode content at certain locations within the Document Object Model (DOM) prior
to passing it to the JavaScript interpreter. To reflect this danger, the rulepacks no longer treat URL encoding routines as sufficient
to protect against Cross-Site Scripting. Data values that are URL encoded and subsequently output will cause Fortify to report
Cross-Site Scripting: Poor Validation vulnerabilities.

3. Fortify RTA adds protection against this category.

MemberMasterHindi.aspx.cs, line 147 (Cross-Site Scripting: Persistent)

Fortify Priority: Critical Folder Critical
Kingdom: Input Validation and Representation
Abstract: The method MakeParty Table() in MemberMasterHindi.aspx.cs sends unvalidated

datato aweb browser on line 147, which can result in the browser executing
malicious code.

Source: DataUtility.cs:104 System.Data.Common.DbDataAdapter.Fill()

102 Sql Dat aAdapt er adp = new Sql Dat aAdapt er (strsql, con);

103 Dat aTabl e dr = new Dat aTabl e() ;

104 adp.Fill (dr);

105 cl oseConnecti on();

106 di spose();

Sink: MemberMasterHindi.aspx.cs:147
System.Web.Ul.WebControls.ListitemCollection.Add()

145 It[pc].Value = nytabl e. Rows[pc][0].ToString();

146 restvalue = restvalue + "'" + nytable. Rows[pc][0]. ToString() + "',"

147 rdoparty.ltems. Add(It[pc]);

148 }

149 ViewState[ "restval ue"] = restval ue. Substring(0, restvalue.Length - 1) + ")";

Sms.aspx.cs, line 85 (Cross-Site Scripting: Persistent)

Fortify Priority: Critical Folder Critical

Kingdom: Input Validation and Representation

Abstract: The method Page_Load() in Sms.aspx.cs sends unvalidated data to a web browser on
line 85, which can result in the browser executing malicious code.

Source: Sms.aspx.cs:261 System.Data.SqlClient.SqlCommand.ExecuteReader()

259 Sql Command cnd = new Sqgl Command(“[ dbo] . [ Meeti ngOf fi cer_SP]", con);
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260 cmd. CommandType = ConmmandType. St or edPr ocedur e;

261 dr = cnd. Execut eReader () ;

262 CheckBoxList1.ltems. C ear();

263 whil e (dr.Read())

Sink: Sms.aspx.cs:85 System.Web.Ul.WebControls.ListitemCollection.Add()

83 itemValue = dr["SRNo"].ToString();

84 item Sel ected = Convert. ToBool ean(dr["]sSel ected"]);

85 CheckBoxLi st1.|tens. Add(iten);

86 }

MemberMaster.aspx.cs, line 257 (Cross-Site Scripting: Persistent)

Fortify Priority: Critical Folder Critical

Kingdom: Input Validation and Representation

Abstract: The method MakeParty Table() in MemberM aster.aspx.cs sends unvalidated datato a
web browser on line 257, which can result in the browser executing malicious code.

Source: MemberMaster.aspx.cs:248 System.Data.Common.DbDataAdapter.Fill()

246 crmd. CommandType = CommandType. St or edPr ocedur e;

247 Sql Dat aAdapt er adp = new Sql Dat aAdapt er (¢cnd) ;

248 adp.Fill (mytabl e);

249 AR

250 restvalue = "(";

Sink: MemberMaster.aspx.cs:257
System.Web.Ul.WebControls.ListltemCollection.Add()

255 It[pc].Value = nytabl e. Rows[pc][0].ToString();

256 restvalue = restvalue +"'" + nytable. Rows[pc][O0]. ToString() + "',"

257 rdoparty.ltems. Add(It[pc]);

258 }

259 Vi ewSt at e[ "rest val ue"] = restval ue. Substring(0, restval ue.Length - 1) + ")";

Sms.aspx.cs, line 85 (Cross-Site Scripting: Persistent)

Fortify Priority: Critical Folder Critical

Kingdom: Input Validation and Representation

Abstract: The method Page_L oad() in Sms.aspx.cs sends unvalidated data to aweb browser on
line 85, which can result in the browser executing malicious code.

Source: Sms.aspx.cs:139 System.Data.SqlClient.SqlCommand.ExecuteReader()

137 con. Qpen();

138 }

139 dr = cndl. Execut eReader () ;

140 if (dr.HasRows)

141 {

Sink: Sms.aspx.cs:85 System.Web.UIl.WebControls.ListltemCollection.Add()

83 itemValue = dr["SRNo"].ToString();

84 item Sel ected = Convert. ToBool ean(dr["1sSel ected"]);

85 CheckBoxLi st1.1tenms. Add(iten);

86 }

Smes.aspx.cs, line 270 (Cross-Site Scripting: Persistent)

Fortify Priority: Critical Folder Critical

Kingdom: Input Validation and Representation

Abstract: The method Clearbtn_Click() in Sms.aspx.cs sends unvalidated data to a web browser
on line 270, which can result in the browser executing malicious code.

Source: Sms.aspx.cs:139 System.Data.SqlClient.SqlCommand.ExecuteReader()

137 con. Qpen();

138 }

139 dr = cndl. Execut eReader () ;

140 if (dr.HasRows)

141 {

Sink: Sms.aspx.cs:270 System.Web.Ul.WebControls.ListitemCollection.Add()

268 itemValue = dr["SRNo"].ToString();
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269 item Sel ected = Convert. ToBool ean(dr["]sSel ected"]);

270 CheckBoxLi st1.1tenms. Add(iten);

271 }

272 cmd. Di spose();

Smes.aspx.cs, line 270 (Cross-Site Scripting: Persistent)

Fortify Priority: Critical Folder Critical

Kingdom: Input Validation and Representation

Abstract: The method Clearbtn_Click() in Sms.aspx.cs sends unvalidated data to a web browser
on line 270, which can result in the browser executing malicious code.

Source: Sms.aspx.cs:78 System.Data.SqlClient.SqlCommand.ExecuteReader()

76 Sql Command cnmd = new Sql Conmand(“[ dbo] . [ Meeti ngOfficer_SP]", con);

77 cmd. ConmandType = ConmandType. St or edPr ocedur e;

78 dr = cnd. Execut eReader () ;

79 while (dr.Read())

80 {

Sink: Sms.aspx.cs:270 System.Web.Ul.WebControls.ListitemCollection.Add()

268 itemValue = dr["SRNo"].ToString();

269 item Sel ected = Convert.ToBool ean(dr["|sSel ected"]);

270 CheckBoxList1.1tems. Add(item;

271 }

272 cmd. Di spose();

Smes.aspx.cs, line 270 (Cross-Site Scripting: Persistent)

Fortify Priority: Critical Folder Critical

Kingdom: Input Validation and Representation

Abstract: The method Clearbtn_Click() in Sms.aspx.cs sends unvalidated data to a web browser
on line 270, which can result in the browser executing malicious code.

Source: Sms.aspx.cs:325 System.Data.SqIClient.SqlCommand.ExecuteReader()

323 cmdl = new Sql Command(“[ dbo] . [ Meeti ngOffi cerbile SP]", con);

324 cnmdl. CommandType = CommandType. St or edPr ocedur e;

325 dr = cndl. Execut eReader () ;

326 if (dr.HasRows)

327 {

Sink: Sms.aspx.cs:270 System.Web.Ul.WebControls.ListitemCollection.Add()

268 itemValue = dr["SRNo"].ToString();

269 item Sel ected = Convert. ToBool ean(dr["1sSel ected"]);

270 CheckBoxLi st1.1tems. Add(item;

271 }

272 crd. Di spose();

Sms.aspx.cs, line 270 (Cross-Site Scripting: Persistent)

Fortify Priority: Critical Folder Critical

Kingdom: Input Validation and Representation

Abstract: The method Clearbtn_Click() in Sms.aspx.cs sends unvalidated data to a web browser
on line 270, which can result in the browser executing malicious code.

Source: Sms.aspx.cs:261 System.Data.SqlClient.SqlCommand.ExecuteReader()

259 Sql Command cnd = new Sqgl Command(“[ dbo] . [ Meeti ngOffi cer_SP]", con);

260 crmd. ConmandType = ConmandType. St or edPr ocedur e;

261 dr = cnd. Execut eReader () ;

262 CheckBoxLi st1.ltems. Cear();

263 while (dr.Read())

Sink: Sms.aspx.cs:270 System.Web.Ul.WebControls.ListitemCollection.Add()

268 itemValue = dr["SRNo"].ToString();

269 item Sel ected = Convert. ToBool ean(dr["1|sSel ected"]);

270 CheckBoxLi st1. | tenms. Add(iten);

271 }

272 cmd. Di spose();
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Sms.aspx.cs, line 85 (Cross-Site Scripting: Persistent)

Fortify Priority: Critical Folder Critical

Kingdom: Input Validation and Representation

Abstract: The method Page_L oad() in Sms.aspx.cs sends unvalidated data to a web browser on
line 85, which can result in the browser executing malicious code.

Source: Sms.aspx.cs:78 System.Data.SqlClient.SqlCommand.ExecuteReader()

76 Sql Command cnd = new Sqgl Command( [ dbo] . [ Meeti ngOffi cer_SP]", con);

77 crmd. ConmandType = ConmandType. St or edPr ocedur e;

78 dr = cnd. Execut eReader () ;

79 while (dr.Read())

80 {

Sink: Sms.aspx.cs:85 System.Web.UIl.WebControls.ListltemCollection.Add()

83 itemValue = dr["SRNo"].ToString();

84 item Sel ected = Convert. ToBool ean(dr["1|sSel ected"]);

85 CheckBoxLi st1. | tenms. Add(iten);

86 }

Sms.aspx.cs, line 85 (Cross-Site Scripting: Persistent)

Fortify Priority: Critical Folder Critical

Kingdom: Input Validation and Representation

Abstract: The method Page L oad() in Sms.aspx.cs sends unvalidated data to a web browser on
line 85, which can result in the browser executing malicious code.

Source: Sms.aspx.cs:325 System.Data.SqlClient.SqglCommand.ExecuteReader()

323 cmdl = new Sql Command(“[ dbo] . [ Meeti ngOf fi cer Mbbile_SP]", con);

324 cmdl. CommandType = CommandType. St or edPr ocedur e;

325 dr = cndl. Execut eReader () ;

326 if (dr.HasRows)

327 {

Sink: Sms.aspx.cs:85 System.Web.Ul.WebControls.ListitemCollection.Add()

83 itemValue = dr["SRNo"].ToString();

84 item Sel ected = Convert. ToBool ean(dr["]sSel ected"]);

85 CheckBoxLi st1.|tens. Add(iten);

86 }
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Category: Unreleased Resource: Database (3 |ssues)

Number of Issues
0.00 025 050 075 100 125 150 1.75 200 225 250 275 3.00

Unauditeds —
Not an Issue -
1)
2 Reliability Issue -
c
< Bad Practice
Suspicious -
Exploitable A
Abstract:
The program can potentially fail to release a system resource.
Explanation:

The program can potentialy fail to release a system resource.

Resource leaks have at least two common causes:

- Error conditions and other exceptional circumstances.

- Confusion over which part of the program is responsible for releasing the resource.

Most unreleased resource issues result in general software reliability problems, but if an attacker can intentionally trigger a
resource leak, the attacker might be able to launch a denial of service attack by depleting the resource pool.

Example 1: The following method never closesthe file handle it opens. The Finalize() method for StreamReader eventually calls
Closg(), but there is no guarantee as to how long it will take before the Finalize() method isinvoked. In fact, there is no guarantee
that Finalize() will ever beinvoked. In abusy environment, this can result in the VM using up all of its available file handles.

private void processFile(string fName) {
StreamWriter sw = new StreamWriter(fName);
string lineg;

while ((line = sr.ReadLing()) '= null)
processLine(line);

}

Example 2: Under normal conditions the following code executes a database query, processes the results returned by the
database, and closes the allocated SglConnection object. But if an exception occurs while executing the SQL or processing the
results, the SglConnection object is not closed. If this happens often enough, the database will run out of available cursors and
not be able to execute any more SQL queries.

SglConnection conn = new Sgl Connection(connString);
SglCommand cmd = new SglCommand(queryString);
cmd.Connection = conn;

conn.Open();

SqlDataReader rdr = cmd.ExecuteReader();
HarvestResults(rdr);

conn.Connection.Clos&();

Recommendations:

Never rely on Finalize() to reclaim resources. In order for an object's Finalize() method to be invoked, the garbage collector must
determine that the object is eligible for garbage collection. Because the garbage collector is not required to run unlessthe VM is
low on memory, there is no guarantee that an object's Finalize() method will be invoked in an expedient fashion, if it is ever
invoked at all (the language does not guarantee that it will be). When the garbage collector finally does run, it can cause alarge
number of resources to be reclaimed in a short period of time, which can lead to "bursty" performance and lower overall system
throughput. The effect becomes more pronounced as the load on the system increases.
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Instead of explicitly closing objects that manage resources, use the C# keyword 'using’, which employs the | Disposable interface
to perform a cleanup. The following two blocks of code achieve the same resuilt:

The following code uses the finally keyword:

StreamReader sr;

try {

sr = new StreamReader(myFileStream);
doWork(sr);

} finally {

if (sr!=null) {

sr.Close();

}
}

The following code uses the using keyword:

using (StreamReader sr = new StreamReader(myFileStream)) {
doWork(sr);

‘

Login.aspx.cs, line 219 (Unreleased Resource: Database)

Fortify Priority: High Folder High

Kingdom: Code Quality

Abstract: The function submit_Click() in Login.aspx.cs sometimes fails to release a system
resource allocated by ExecuteReader() on line 219.

Sink: Login.aspx.cs:219 dr2 = ExecuteReader()

217 cnd2. Par anet er s. AddW t hVal ue(" @nane", unane);

218 cnd?2. Par anet er s. AddW t hVal ue(" @Type", utype);

219 Sql Dat aReader dr2 = cnd2. Execut eReader () ;

220 if (dr2. HasRows)

221 {

Email.aspx.cs, line 160 (Unreleased Resource: Database)

Fortify Priority: High Folder High

Kingdom: Code Quality

Abstract: The function CheckBoxList1 SelectedindexChanged() in Email.aspx.cs sometimes
failsto release a system resource allocated by SglConnection() on line 155.

Sink: Email.aspx.cs:160 cmd = new SglCommand(..., this.con)

158 con. Qpen();

159 }

160 Sql Command cmd = new Sqgl Command("[ dbo] . [ Meeti ngOf fi cer Update_SP]", con);

161 crmd. CommandType = ConmmandType. St or edPr ocedur €;

Login.aspx.cs, line 154 (Unreleased Resource: Database)

Fortify Priority: High Folder High

Kingdom: Code Quality

Abstract: The function submit_Click() in Login.aspx.cs sometimes fails to release a system
resource allocated by ExecuteReader() on line 154.

Sink: Login.aspx.cs:154 dr3 = ExecuteReader()

152 cnd3. Par anet er s. AddW t hVal ue(" @nane", unane);

153 cnmd3. Paraneters. Cl ear();

154 Sql Dat aReader dr3 = cnd3. Execut eReader () ;

155 if (dr3. HasRows)

156 {
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Category: Unreleased Resource: Unmanaged Object (2 | ssues)

Number of Issues
0.00 0.25 0.50 0.75 1.00 1.25 1.50 1.75 2.00

Unauditeds —
Not an Issue -
1)
2 Reliability Issue -
c
é Bad Practice -
Suspicious -
Exploitable A
Abstract:
The program fails to dispose of a managed object that utilizes unmanaged system resources.
Explanation:

The program fails to properly dispose of a managed object that uses unmanaged system resources.
Failure to properly dispose of a managed object that uses unmanaged system resources has at least two common causes:

- Error conditions and other exceptional circumstances.
- Confusion over which part of the program is responsible for releasing the resource.

A small subset of managed .NET objects use unmanaged system resources. .NET's Garbage Collector may not free the original
managed objects in a predictable way. As such, the application may run out of available memory as the Garbage Collector is
unaware of the memory consumed by the unmanaged resources. Most unmanaged resource leak issues result in general software
reliability problems, but if an attacker can intentionally trigger an unmanaged resource leak, the attacker might be able to launch
adenial of service attack by depleting the unmanaged resource pool.

Example 1: The following method creates a managed Bitmap Object from an incoming stream incomingStream. The Bitmap is
manipulated and persisted to the outgoing stream outgoingStream. The Dispose() method of incomingBitmap and
outgoingBitmap is never explicitly called.

Normally, one can safely rely upon the Garbage Collector to do this at a safe time for managed objects that do not use
unmanaged system resources. The Garbage Collector calls Bitmap.Dispose() when it seesfit. However, the Bitmap object
utilizes scarce, unmanaged system resources. The Garbage Collector may fail to call Dispose() before the unmanaged resource
pool is depleted.

private void processBitmap(Stream incomingStream, Stream outgoingStream, int thumbnail Size)

{
Bitmap incomingBitmap = (Bitmap)System.Drawing.lmage.FromStream(incomingStream);

bool validBitmap = validateBitmap(incomingBitmap);
if ('validBitmap)
throw new V alidationException(incomingBitmap);

Bitmap outgoingBitmap = new Bitmap(incomingBitmap, new Size(thumbnail Size, thumbnail Size));
outgoingBitmap.Save(outgoi ngStream, |mageFormat.Bmp);

}
Recommendations:

Never rely on .NET's Garbage Collector to call Dispose() on objects that use unmanaged system resources. In order for an
object's Dispose() method to be invoked, the garbage collector must determine that the object is eligible for garbage collection.
Because the garbage collector is not required to run unless the memory islow, there is no guarantee that an object's Dispose()
method will be invoked in an expedient fashion. The garbage collector may not be aware of unmanaged system resource pools
that need to be freed up due to depletion. It is possible to run out of memory within a.NET environment due to unmanaged
resource depletion.

Instead of explicitly closing objects that use managed resources, use the C# keyword ‘using’, which employs the I Disposable
interface to perform a cleanup. The following two blocks of code achieve the same result:

The following code uses the finally keyword:

private void processBitmap(Stream incomingStream, Stream outgoingStream, int thumbnail Size)

{
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Bitmap incomingBitmap = null;

Bitmap outgoingBitmap = null;

try {

incomingBitmap = (Bitmap)System.Drawing.lmage.FromStream(incomingStream);
bool validBitmap = validateBitmap(incomingBitmap);

if ('validBitmap)

throw new V alidationException(incomingBitmap);

outgoingBitmap = new Bitmap(incomingBitmap, new Size(thumbnail Size, thumbnail Size));
outgoingBitmap. Save(outgoi ngStream, |mageFormat.Bmp);

} finally {

if (incomingBitmap !=null) {
incomingBitmap.Dispose();

}

if (outgoingBitmap != null) {
outgoingBitmap.Dispose();

}

}

}

The following code uses the using keyword:

private void processBitmap(Stream incomingStream, Stream outgoingStream, int thumbnail Size)

{
using (Bitmap incomingBitmap = (Bitmap) System.Drawing.lmage.FromStream(incomingStream))
{
bool validBitmap = validateBitmap(incomingBitmap);

if ('validBitmap)

throw new V alidati onException(incomingBitmap);

using (Bitmap outgoingBitmap = new Bitmap(incomingBitmap, new Size(thumbnail Size, thumbnail Size)))

{
outgoingBitmap.Save(outgoi ngStream, |mageFormat.Bmp);

}
}
}
Randomimage.cs, line 79 (Unreleased Resource: Unmanaged Object)

Fortify Priority: High Folder High

Kingdom: Code Quality

Abstract: The function Generatel mage() in Randomlmage.cs fails to properly dispose of
unmanaged system resources allocated by Font() on line 79.

Sink: RandomImage.cs:79 font = new Font(...)

77 {

78 font Si ze--;

79 font = new Font (Font Fami |l y. Generi cSansSerif, fontSize, FontStyle.Bold);

80 size = g.MeasureString(this.text, font);

81 } while (size.Wdth > rect.Wdth);

Randomimage.cs, line 70 (Unreleased Resource: Unmanaged Object)

Fortify Priority: High Folder High

Kingdom: Code Quality

Abstract: The function Generatel mage() in Randomlmage.cs fails to properly dispose of
unmanaged system resources allocated by HatchBrush() on line 70.

Sink: RandomImage.cs:70 hatchBrush = new HatchBrush(...)

68 Rectangl e rect = new Rectangle(0, 0, this.width, this.height);

69 Hat chBrush hat chBrush = new Hat chBrush(Hat chStyl e. Smal | Confetti,
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70 Col or. Li ght Gray, Col or. Wite);
71 g. Fil | Rect angl e(hat chBrush, rect);
72 Si zeF si ze;
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Category: ASP.NET Misconfiguration: Debug Information (1 | ssues)

Number of Issues

0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0

<Unaudited> -
Not an Issue -

Reliability Issue -

Analysis

Bad Practice
Suspicious -

Exploitable A

Abstract:
Debugging messages help attackers learn about the system and plan aform of attack.
Explanation:

ASP .NET applications can be configured to produce debug binaries. These binaries give detailed debugging messages and
should not be used in production environments. The debug attribute of the <compilation> tag defines whether compiled binaries
should include debugging information.

The use of debug binaries causes an application to provide as much information about itself as possible to the user. Debug
binaries are meant to be used in a development or testing environment and can pose a security risk if they are deployed to
production. Attackers can leverage the additional information they gain from debugging output to mount attacks targeted on the
framework, database, or other resources used by the application.

Recommendations:

Always compile production binaries without debug enabled. This can be accomplished by setting the debug attribute to false on
the <compilation> tag in your application's configuration file, as follows:

<configuration>
<compilation debug="false">

</compilation>

</configuration>

Setting the debug attribute to false is necessary for creating a secure application. However, it isimportant that your application
does not leak important system information in other ways. Ensure that your code does not unnecessarily expose system
information that could be useful to an attacker.

Web.config, line 24 (ASP.NET Misconfiguration: Debug Information)

FORTIFY"

Fortify Priority: Medium Folder Medium

Kingdom: Environment

Abstract: Debugging messages help attackers learn about the system and plan aform of attack.
Sink: Web.config:24 null()

22 </ connectionStri ngs>

23 <syst em web>

24 <conpi | ati on debug="true" target Framewor k="4. 0"></ conpi |l ati on>

25 <ht t pCooki es htt pOnl yCooki es="true"/>

26 <htt pRunti me tar get Framewor k="4. 0"/ >
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Category: Resource Injection (1 Issues)

Number of Issues
0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0

<Unaudited> - '

Not an Issue -

Reliability Issue -

Analysis

Bad Practice A

Suspicious -

Exploitable -

Abstract:

Allowing user input to control resource identifiers could enable an attacker to access or modify otherwise protected system
resources.

Explanation:
A resource injection issue occurs when the following two conditions are met:

1. An attacker can specify the identifier used to access a system resource.

For example, an attacker might be able to specify a port number to be used to connect to a network resource.

2. By specifying the resource, the attacker gains a capability that would not otherwise be permitted.

For example, the program may give the attacker the ability to transmit sensitive information to a third-party server.

Note: Resource injection that involves resources stored on the filesystem goes by the name path manipulation and is reported in
separate category. See the path manipulation description for further details of this vulnerability.

Example: The following code uses a port number read from an HTTP request to create a socket.

int rPort = Int32.Parse(Request.Item("rPort™));

IPEndPoint endpoint = new | PEndPoint(address,rPort);
socket = new Socket(endpoint.AddressFamily,
SocketType.Stream, Protocol Type.Tcp);
socket.Connect(endpoint);

The kind of resource affected by user input indicates the kind of content that may be dangerous. For example, data containing
special characters like period, slash, and backslash are risky when used in methods that interact with the file system. Similarly,
datathat contains URLs and URIsis risky for functions that create remote connections.

Recommendations:

The best way to prevent resource injection iswith alevel of indirection: create alist of legitimate resource names that a user is
allowed to specify, and only allow the user to select from the list. With this approach the input provided by the user is never used
directly to specify the resource name.

In some situations this approach is impractical because the set of legitimate resource namesis too large or too hard to keep track
of. Programmers often resort to blacklisting in these situations. Blacklisting selectively rejects or escapes potentially dangerous
characters before using the input. However, any such list of unsafe charactersislikely to be incomplete and will aimost certainly
become out of date. A better approach isto create awhite list of characters that are allowed to appear in the resource name and
accept input composed exclusively of charactersin the approved set.

Tips:
1. If the program is performing input validation, satisfy yourself that the validation is correct, and use the Custom Rules Editor to
create a cleanse rule for the validation routine.

2. Itisnotorioudly difficult to correctly implement a blacklist. If the validation logic relies on blacklisting, be skeptical. Consider
different types of input encoding and different sets of metacharacters that might have special meaning when interpreted by
different operating systems, databases, or other resources. Determine whether or not the blacklist can be updated easily,
correctly, and completely if these requirements ever change.
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3. A number of modern web frameworks provide mechanisms for performing validation of user input. ASP.NET Request
Validation and WCF are among them. To highlight the unvalidated sources of input, the HP Fortify Secure Coding Rulepacks
dynamically re-prioritize the issues reported by HP Fortify Static Code Analyzer by lowering their probability of exploit and
providing pointers to the supporting evidence whenever the framework validation mechanismisin use. In case of ASP.NET
Request Validation, we also provide evidence for when validation is explicitly disabled. We refer to this feature as Context-
Sensitive Ranking. To further assist the HP Fortify user with the auditing process, the HP Fortify Software Security Research
Group makes available the Data V alidation project template that groups the issues into folders based on the validation
mechanism applied to their source of input.

Sms.aspx.cs, line 193 (Resource Injection)

Fortify Priority: ~ Low Folder Low

Kingdom: Input Validation and Representation

Abstract: Attackers can control the resource identifier argument to Create() at Sms.aspx.csline
193, which could enable them to access or modify otherwise protected system
resources.

Source: Sms.aspx.cs:192 System.Web.Ul.WebControls.TextBox.get_Text()

190 Check_SSL_Certificate();

191 /] Servi cePoi nt Manager . Server Certi fi cat eVal i dati onCal | back = new
System Net. Security. RenoteCertificateValidati onCal | back(Accept All Certifications);

192 string strURL = "https://smsgw. sns. gov. i n/ f ai | saf e/ Ht t pLi nk?user name=" +

UNane + "&pin=" + Pwd + "&message=" + TxtMessage. Text + "&munber=" + Txt Mbile. Text +
"&signature=" + strms + "";

193 H t pWebRequest nyReq = (Ht pWebRequest) WebRequest . Create(strURL);
194 H t pebResponse nyResp = (Ht pWebResponse) nyReq. Get Response() ;
Sink: Sms.aspx.cs:193 System.Net.WebRequest.Create()
191 /] Servi cePoi nt Manager . Server Certi fi cat eVal i dati onCal | back = new
System Net. Security. RenoteCertificateValidationCal |l back(AcceptAll Certifications);
192 string strURL = "https://smsgw. sims. gov. i n/fail saf e/ H t pLi nk?user name=" +

UNanme + "&pin=" + Pwd + "&message=" + Txt Message. Text + "&munber=" + TxtMobile. Text +
"&signature=" + strms + "";

193 H t pWebRequest nyReq = (Ht pWebRequest) WebRequest . Create(str URL) ;
194 H t pWebResponse nyResp = (H t pWebResponse) nyReq. Get Response() ;
195 StreanReader nmyReader = new StreanReader (nmyResp. Get ResponseStrean());
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Issue Count by Category

Issues by Category

Access Control: Database 148
SOL Injection 23
Poor Error Handling: Overly Broad Catch 22
Cross-Site Scripting: Persistent 10
Unreleased Resource: Database 3
Unrel eased Resource: Unmanaged Object 2
ASP.NET Misconfiguration: Debug Information 1
Resource Injection 1
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|ssue Breakdown by Analysis
Issues by Analysis

<none>: (210,
100%)

® <none>
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